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Abstract 

 
Smartphones are increasing worldwide rapidly. It works as a personal assistant that helps us master 
our everyday life. This is the reason why forensic experts always try to get the most crucial evidence 
from smartphones. While doing a forensic analysis of smartphones there is a need to identify the 
programs/files containing malicious actions or activity. Most of the users’ information resides inside 
the digital device and should be extracted carefully as it is needed for further users’ entity and 
behavior analytics. In this study, we used the most famous forensic tools MOBILedit and Autopsy for 
efficient extraction of potential evidence from the Android file system. The file system images from 
different android devices (rooted and unrooted) are extracted on multiple analyses (type-based, size-
based). Additionally, a timeline of the log files has also been made, which can assist the investigator 
in locating any log files that were updated or altered at the scene of the crime by suspects or victims. 
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INTRODUCTION 
Smartphones are increasing worldwide rapidly. According to the report, the 

number of smartphone users in the world is 6.648 billion, which translates to 83.72% 
of the world’s population owning a smartphone [1].  It works as a personal assistant 
that helps us master our everyday life. On the other side, the applications that are 
installed on smartphones for communication purpose contains logs or user records. For 
this purpose, all logs related to user data are recorded inside the mobile, mostly people 
are using banking applications or e-commerce applications that consist of various 
financial transactions. The aim of this study is to perform a comprehensive analysis of 
both (published on google play store and third-party) applications (Table 4) on the 
android device for the extraction of relevant evidence. 

The field of mobile forensics is growing continuously even after the emergence of 
IoT devices and their integration with smartphones. With the development of 
information and communication technology, the emergence of devices can be seen.  
However, forensic investigators try to deal with some difficulties during the 
examination, 1) ROM of smartphones is increasing rapidly, which makes investigator 
difficult to analyze huge amounts of data and identify specific data related to crimes [2]. 
2) Enough time and money are required for user behavior analytics [3]. 3) There is a 
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possibility of an unpublished application to be installed on mobile when it is involved 
in a crime scene and the forensic investigator won’t be able to analyze that critical 
application and much-needed evidence can be skipped.  

D. Kim et al. [5] approach, was based on three phases: 1) Grouping of potential 
evidence 2) Identification of potential evidence and 3) Taxonomy of Android data and 
management of acquired evidence but they failed to overcome the analyzing the 
application’s data through user’s entire timeline. To avoid the difficulties, in this study, 
we have used multiple techniques to investigate smartphones equipped with the open-
source Android operating system. In the proposed approach, we succeed in grouping 
the data based on application type, size and have successfully identified the potential 
evidence, and how to retrieve user-related information from the application logs. 

Table 1 presents the general criteria for examining any evidence. 
D. Kim et al. [5] approach, was based on three phases: 1) Grouping of potential 

evidence 2) Identification of potential evidence and 3) Taxonomy of Android data and 
management of acquired evidence but they failed to overcome the analyzing the 
application’s data through user’s entire timeline. To avoid the difficulties, in this study, 
we have used multiple techniques to investigate smartphones equipped with the open-
source Android operating system. In the proposed approach, we succeed in grouping 
the data based on application type, size and have successfully identified the potential 
evidence, and how to retrieve user-related information from the application logs. 

Table 1. Criteria for validating the integrity of digital evidence [4] 

Criteria Relevant Questions 
Process 

Implementation 

Transparency 
Is it possible to examine digital 
evidence independently? 

Uses consistently 
reproducible method 

Meaning 
Is the semantics of digital evidence 
did not alter the process of digital 
forensics? 

Using hashing 
preserves the initial 
structure of evidence 

Errors 
Have all errors been reasonably 
identified? 

Accounts for and 
reports errors. 

Experience 
Does the individual have relative 
experience in the field of digital 
forensics? 

Professional entities 
are required 

The rest of the chapter is structured as follows. Section 2 discusses the literature 
review. Section 3, and Section 4 present the proposed methodology and 
implementation. Section 5 contains the experimental result. In the end, Section 6 
concludes. 
 
LITERATURE REVIEW 

There is growing concern about the ever-increasing amount of data on how digital 
forensics can enable analysis timely [6]. Predictions show that smartphone storage 
capacity will increase by an average of 70GB by the end of 2019, and the world is 
witnessing the latest launch of the Samsung Galaxy S10 Plus with 1.1TB of storage. 
Investigators and investigators consider mobile devices to be the most important 
component in conducting important forensic investigations, as they contain a lot of 
important personal information. [7]. Recent research shows that the increase in data 

https://portal.issn.org/resource/ISSN/2714-6685
http://journal2.uad.ac.id/index.php/mf/index


104    ◼          Mobile and Forensics        ISSN: 2714-6685 

  Vol. 4, No. 2, September 2022, 102-114 

Naveed Naeem Abbas et.al (Comparative Forensic Analysis of Android based Social Media Applications) 

which was a way significant makes it difficult for investigators to properly observe and 
identify crime-related data from the vast amount of data collected by mobile devices. 

In the last decade, research related to mobile forensics focuses on technology 
collection, and in latest years the focus has turned around to evaluating applications 
that people used mostly. R. Ahmed et al. [8] examines the information obtained from 
mobile phones in detail which can later be used as potential evidence. The emerging 
technologies have also been discussed concerning on the evidence-based on mobile 
phones. F. Marturana et al. [9] introduced the latest way to classify phone’s usage based 
on prediction. The above facts derived from research were discussed it details with the 
cybercrime specialists of Italy. It was all done to look for a more appropriate set of 
methods to find out the evidence that a smartphone is used to perform the specific crime 
and that can be very relevant when dealing with the cases like pedophilia. A detailed 
review of the digital forensics techniques and have discussed multiple opportunities 
which much be seen to introduce new and workable methodologies which will lead to a 
solution in upcoming days [10]. M. M. Cruz-Cunha et al. [11] demonstrated the extensive 
review of the literature and the main topics were related to forensics especially mobile 
forensics was based on methodology of PRISMA, the intent was to uplift and amplify the 
investigation process of mobile forensics and permit for a powerful knowledge which is 
not old and is completely up to date by working the available tactics and techniques. V. 
Fernando et al. [12] introduced a study on how we can select the appropriate or suitable 
forensic tool for cybercrime, it has been seen that in many previous studies researchers 
have not selected the suitable tool related to crime that alternate or destroy the 
evidence. A. Al-Sabaawi et al. [13] demonstrated the work that was based on challenges 
related to android forensics i.e., android application complexity, various methods and 
techniques to get the data, problems which were faced in setting up hardware, and using 
the tools for acquiring the data which are commercial and have a very high cost but in 
the end, the tools also failed to extract out the data from an image which was acquires 
using a physical acquisition of data. J. Grover et al. [14] developed a corporate level  
monitoring system for smartphones based on android which collects a dataset of 
incidents without root privileges. It was a latest strategy designed to be used for 
multiple components which are very useful in the monitoring of platforms which are 
based on android. H. H. B. Bhushan et al. [15] mainly focuses on the issues related to the 
anti-forensic technique that how it is handled in android-based smartphones and how 
there can be an improvement in the field of smartphone forensics and acquisition of 
data. It is also briefed in the research how to acquire the files during the investigation 
process, what type of techniques time perform a role of aid to tamper the evidence 
found, and how one can differentiate between the data which is tampered with or not. 
S. Hu et al. [16] illustrated the scheme for data of mobile phone which was based on 
blockchain and is known as a trusted scheme of forensics for smartphones. In this 
research uses the mechanism of access control to realize the authorization of police 
investigators and experts of forensics to their evidence. A. Ahmad et al. [1] worked on 
identifying stored artifacts on the mobile devices left behind by the android video 
streaming applications. M. R. Arshad et al. [17] analyze the storage, registry, and 
memory of Windows 10 devices and the memory, logs, storage, and Zram of Android 10 
devices for three possible scenarios i.e. before, during, and after use of the Tor browser. 
A. Afzal et al. [18] give a network forensic technique to find the potential artifacts from 
the encrypted network traffic of the famous social messenger applications. After that, 
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the forensic experts analyzed the potential evidence and generated a detailed 
evaluation report related to that. Table 2 includes an analysis of existing studies and 
their approach.  

Table 2. Analysis of Existing Research 

Reference Platform Methodology 
Target 

artifacts 
Tools Limitation of work 

H. H. Lwin 
et al. [19] 
(2020) 

Android The acquisition 
methods i.e. the logical 
methods and physical 
methods have been 
used to acquire images 
of android devices and 
then later analyzed the 
image to get data 

Different 
tools are used 
for logical and 
physical 
acquisition to 
acquire 
android 
artifacts 

Belkasoft, 
Magnet 
Acquire 

Did not applicable to 
commercial and 
open-
sourapplicationsion. 

S. C. Sathe 
et al. [20] 
(2018) 

Android Multiple techniques to 
acquire digital 
evidence were there 
but the most 
appropriate technique 
to be selected 

Used logical 
and physical 
acquisition to 
acquire 
android 
artifacts 

Cellebrite 
UFED, 
MOBILedit, 
Oxygen 
Forensics, 
and XRY 

Did not extract from 
unpublished 
applications 

T. 
Almehmadi 
et al. [21] 
(2019) 

Android One technique to 
acquire a mobile 
image is to root the 
device but this paper 
discusses the 
alternatives to rooting 
and validates the 
forensic soundness of 
rooting 

Mobile 
applications 
artifacts 

Belkasoft 
Evidence 
Center v9.2, 
FileAlyzer 
v2.0 

The device must be 
rooted. 

 P. Feng et 
al. [22] 
(2019) 

Android The private data 
acquisition method 
(PASM) is used in the 
migration of data at 
the system level which 
is a build-in 
functionality provided 
by manufacturers of 
android to transfer the 
application’s private 
data and load them 
into a new device 

Private data Dumpit, 
Volatility 

The device must be 
rooted. 

C. Anglano 
et al. [23] 
(2019) 

Android To analyze the 
applications of 
android, the activities 
related to automation 
were carried out to 
validate the acquired 
image by presenting 
the latest 
implementation, 
design 

WhatsApp, 
SMS, Call logs, 
MMS, images, 
videos 

AnForA Did not extract from 
unpublished 
applications 

C. M. da 
Silveira et 
al. [24] 
(2020) 

Android This underlying 
methodology permits 
to view of the usage of 
a technique i.e. In-
System Programming 
(ISP). Firmware 

Artifacts from 
encrypted 
devices 

UFED Touch 
2, UFED 
Physical 
Analyzer 

Cannot bypass the 
android devices 
secure boot 
mechanism 
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Reference Platform Methodology 
Target 

artifacts 
Tools Limitation of work 

combination is its 
main usage which has 
been aligned with a 
special process of 
analysis and collection 

R. Zhang et 
al. [25] 
(2022) 

Android Presented a forensic 
system for 
smartphones based on 
android i.e., a forensic 
system that can be 
controlled remotely. It 
allows the 
investigators 
effectively acquire a 
huge number of 
artifacts that are 
forensically sound and 
scale them to top-level 

Wide range of 
social media 
applications 
artifacts 

RAFT, GRR, 
MOBILedit, 
XRY 
Forensic 
Examiner's 
Kit 

Different OS 
compatibilities issue 
as the number of 
applications is 
increased 

J. A. M. 
Jeyaseeli et 
al. [26] 
(2021) 

Android Acquiring an image of 
operating system 
based on Android OS 
and extracting the data 
of applications like 
GSM Calls, Short 
Message Service, 
Videos and Pictures, 
WhatsApp related 
contents which are 
saved anywhere in 
devices 

WhatsApp, 
SMS, Call logs, 
MMS, images, 
videos 

Android 
Debug 
Bridge, 
Aspeaksoft 
Android 
toolkit 

Did not extract from 
unpublished 
applications 

METHODS 
The algorithm presented in the [5] divides into three major sub-problems 

discussed below: 
 

Grouping of potential evidence 
Firstly, they organize the immense number of files from an Android phone 

application and use attribute information from each group to indicate a classification 
that need to be analyzed and what kind of illegal activity is reported. By taking the data 
of android and to make abstract from it and later need to be explored, they have 
discovered a way to smartly handle the artifacts and directories which are to be 
investigated i.e., Files->Groups -> Potential Evidence Groups. 

 
Extraction of application attributes 

Android's security design gives every application a separate unique identifier and 
sandboxes it so they can access only its own authorized data. Some applications require 
you to use system services, data from other programs, or data generation in the SD card 
area. Android allows these relevant permissions in manifest xml file which is located in 
the APK file. These files can be used to extract permissions and other attributes of the 
applications. 
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Data grouping based on app 
Files connected to individual applications are dispersed multiple locations in the 

file system and detecting and correlating all the associated files that may analyze mutual 
relationships, and date every isolated file. 
Identification of potential evidence groups 

After successful grouping of data, it is then organized recognized and classed as 
Potential Evidence Groups (PEGs). The ones which are identified now need to be 
investigated based on crime type. 
 
Identification of potential evidence 

In this section, the files are classified and analyzed and included within PEGs to 
find the artifacts within the file that are associated with crime. The abstracted data is 
then provided to Potential Evidence Groups -> Potential Evidence Sets to manage 
potential evidence. The overall technique is depicted in Figure 1. 
Signature-based classification of file format 

System files and other ones are categorized based on their signature to correctly 
select the files to inspect. 
Identification of app logs containing user information 

The data types in application logs on tested mobiles are examined & used to 
discover valuable information about user as well as a timestamp. By detecting and 
retrieving the information of users left in the logs of application, the files required for 
User Behavior and Analysis were investigated. 

 
Management of potential evidence and Android data taxonomy 

This section elaborates on how to organize the potential evidence that was finally 
picked in the previous two sections, as well as classification of application logs by the 
sorting out information of user contained in it. That is, Android data is abstracted into 
Potential Evidence Groups -> Potential Evidence Sets -> AFXML to manage potential 
evidence. 
Management of potential evidence 

Files within the same PEG can be produced or modified by the user's particular 
actions, they must be cross analyzed. As a result, we propose selecting potential 
evidence from the PEG files that need to be investigated and managing it as a Potential 
Evidence Set (PES). To organize all PESs (Potential Evidence Groups -> Potential 
Evidence Sets), a format called Android Forensics XML (AFXML) was created. 
Android data taxonomy 

Using the algorithm discussed above, we can categorize practically all Android 
Image files based on the app's qualities and the type and characteristics of user 
information provided in the file. We suggest this as a new Android data taxonomy since 
it may be used to properly identify app logs that are vital for studying user activity, 
especially in genuine forensic investigations. 

 
IMPLEMENTATION 

The given paper uses around 33 android devices for the testing of the proposed 
algorithm but due to limitations of availability of resources and public implementation 
of the algorithm, we have simulated the algorithm using Autopsy and MOBILedit tools. 
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Figure 1. Potential Evidence Extraction 

Table 3. Android Devices Details 

Sr # Device Name 
Android 
Version 

RAM ROM Rooted 

1 Infinix X521 7.1.2 3 GB 16 GB No 
2 Nox Emulator 7.1.2 3.4 GB 120 GB Yes 
3 Huawei T1 701U 4.4.2 1 GB 16 GB Yes 

Table 4 represents the applications and their versions for analyzing android file system. 

Table 4. Applications used for Analysis 

Sr. Application Version Status 

1 Gmail 2022.05.01.44951655 Published 

2 Facebook 340.0.0.27.113 Published 

3 Instagram 235.0.0.21.107 Published 

4 Viber 17.5.0.6 Published 

5 Mico 7.0.4.1 Published 

6 Meetme 14.40.1.3500 Published 

7 Tango 7.13.1631519493 Published 

8 Snapchat 11.79.0.34 Published 

9 Photo Editor 1.0 Third-party 

The applications on both devices are used to communicate with each other, which 
creates log files to analyze. 
Creating android Image 

To create an image of the android emulator devices, we have used following 
process: 

• Root the device by installing KingoRoot and BusyBox 

• Once the device is rooted, we can use adb, ncat and adb to create raw image of the 
android filesystem. 
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It can be seen in Figure 2 a total of 11 images are created for each device. Each image 
file created represents a single partition of the storage disk of the android devices which 
results in multiple files of different sizes. 

 

Figure 2. Android File System Images 

Analyzing Android Images 
 Autopsy 

Autopsy allows us to group data based on multiple factors (filetypes, Data 
Artifacts, File Size, Time, etc.). The android file system images are analyzed based on 
multiple factors which are discussed below: 
Timeline 

Figure 3 represents a timeline of events generated in the android devices which 
can help us narrow down PEG by selecting events around the time of crime. See. 
File Type 

It is also possible to search for specific file types across the android file system 
relating to our case. An example of search of image files on the image is shown in Figure 
4. 
Data Artifacts  

The specific type of artifacts like calls, messages, can also be filtered. e.g., contacts 
can be seen in Figure 5. 
MOBILedit 

MOBILedit provides us with multiple levels of analysis of the android device 
image. We have conducted following analysis for android device images 
Specific Selection (Search through android file system for specific keywords) 

Specific Selection Analysis can be done to filter files/applications based on specific 
keyword that could form our potential evidence group. Specific Search for ‘user’ across 
all applications. See Figure 6. 

 

Figure 3. Temporal Analysis 
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Figure 4. Grouping based on file type 

 

Figure 5. Grouping based on data artifacts 

 

Figure 6. Keyword "User" searching 
Application Analysis (Details about a single application) 

Specific Application Analysis can be done to analyze a single application. Specific 
Application for Tango across all applications is represented in Figure 7. 

 

Figure 7. Application Analysis 

http://journal2.uad.ac.id/index.php/mf/index
https://portal.issn.org/resource/ISSN/2714-6685


ISSN: 2714-6685        Mobile and Forensics    ◼  111 

  Vol. 4, No. 2, September2022, 116-128  

 

Naveed Naeem Abbas et.al (Comparative Forensic Analysis of Android based Social Media Applications) 

Experimental Results:  
Table 5 presents the results that have been achieved through Autopsy and 

MOBILedit applications. The file system analysis is conducted to extract and analyze the 
artifacts that provide the relevant information related to the application being tested. 
Additionally, the application details along with the relevant artifacts were also 
successfully extracted for unpublished and custom applications Also, the relevant 
artifacts were successfully retrieved from the unrooted device which is a limitation of 
much existing research work. The following additional analyses are performed for 
efficient results which are summarized in Table 5. 

• Type-baseded Grouping 

• Size-baseded Grouping 

• Data Artifacts 

• Temporal (Timeline) Analysis 

Table 5. Android Application Analysis Results 

Sr. # Application 
Attributes Extracted 

Permissions Log Files Data Media 

1 Gmail No Yes Yes Yes 
2 Facebook No Yes Yes Yes 
3 Instagram Yes Yes Yes Yes 
4 Viber No Yes Yes Yes 
5 Mico No Yes Yes Yes 
6 Meetme No Yes Yes Yes 
7 Tango No Yes Yes Yes 
8 Snapchat No Yes Yes No 
9 PhotoEditor Yes Yes Yes Yes 

 
CONCLUSION 

The primary objective of the research paper was efficiently extraction of crime-
related evidence from the Android file system. The proposed approach is simulated 
which was inspired by (Kim and Lee 2020) method. We employed the Autopsy and 
MOBILedit tools. In experimentation, application data is extracted and analyzed with 
the above tools. Moreover, we have also performed File-based analysis, application level 
e.g.  Table 5 enlists all the artifacts extracted from different applications. A total of 9 
applications (Table 4) were analyzed and information regarding the permissions, logs, 
data, and media files were obtained. The actual media files were also extracted along 
with the information.  It helped in narrowing down the potential evidence areas in the 
Android file system. Lastly, a timeline is extracted from the log files which helped an 
investigator to identify the modified or altered log file at the time of crime by suspects 
or victims. 
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