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Abstract

The concept of group theory has been applied to digital image security using the DES algorithm and
wavelet transform. Affine Cipher algorithm was a symmetric cryptographic algorithm. This was
initiated for studying further the implementation of the Affine group on the Affine transformation.
More over, digital image used the Affine algorithm in security. The purpose of this paper was
described the implementation of the existence of an Affine Group in the Affine transformation carried
out in digital image cryptography. The concept of maintaining geometric shapes in Affine
transformations and bijective nature of each Affine transformation could be formed an Affine group.
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INTRODUCTION

Cryptography or cryptology has an important role in data and information
security. Cryptography or cryptology is a mathematical theory that used in information
technology. Cryptography aims that data and information cannot be read by
unauthorized persons, so that information can be maintained safely. The three basic
functions of modern cryptography are encryption, decryption, and keys. Cryptography
is classified into three parts, there are symmetric, asymmetric, and Hash functions.
Digital images as a form of digital data are currently widely used to store photos, images,
or pictures in digital format. Sometimes for security reasons and privacy reasons, some
people overcome it by encoding the image so that a random image is formed and cannot
be seen or read by others. The DES algorithm is a symmetric standard algorithm that is
still widely used [1] and still considered good in the use of digital image [2]. Simple
classical encryption techniques on data are also commonly used, such as Affine
transform and Hill Cipher [3][4]. Some studies, Affine Algorithm is used no longer on
data but it used on images with the development of the Affine Algorithm by changing
the calculation on the RGB (Red Green Blue) value [5]. Subsequent research found the
security of the data contained in the steganography video by using the Affine
transformation [6]. From the research mentioned, Affine Transform works on the image
by maintaining the co-linearity of the default image. Previous research has found
several algebraic theories on the wavelet transform, namely the form SL(n+2, R) which
isa group [7]. Similarly, previous research applied the concept of group theory to image
security using the DES algorithm and wavelet transform [8]. This gives an idea about
applied theory Affine transformation and Affine algorithm to image security. The
existence of group theory will be investigated by using the concepts of transformation
and geometry. The problem solved is whether the Affine transformation in the Affine
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algorithm on image security can form a group. Furthermore, the basic concepts and
properties that satisfy on Affine group in the Affine transformation will be explained.

METHODS

The approach used a qualitative approach based on literature studies from books and
scientific journals, especially those related to Cryptography, Affine Algorithm, and
Affine Transformation. The first step is to study the Affine algorithm used in digital
security systems both algebraically. Furthermore, the connectedness of mathematical
concepts in the form of mathematical functions was studied on the Affine algorithm and
Affine transformations. Theoretical approach can be seen in Figure 1.
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Figure 1. Theoritical approach

RESULT AND DISCUSSIONS

This article was compiled based on literature studies from various sources of
books and journals on cryptography, Affine transformation, Affine Algebra, and group
algebra. Several studies on cryptography and algorithms related to image data security
have been carried out by many people, both from practitioners of information science
and mathematics. This research continues the previous research [9] which explains the
application of algebra from cryptography theory with wavelet transform. This confirms
the existence of Affine group theory on wavelet transforms [10][8]. Furthermore, there
is the use of Affine cipher as a key matrix in image security. Affine cipher is a
cryptographic method that uses a symmetric key, which is used for encryption and
descryption. Both encryption and descryption are used the same key. Affine cipher is
the basis of Affine algorithm which is then used in data security on the form of images
or videos. Affine algorithm with Affine cipher is a form of Affine transformation which
is a one-to-one mapping. From this explanation, the idea come up to find out the
implementation of Affine group algebra from cryptographic connectivity with the Affine
algorithm and Affine Transformation in digital image security. Application of Affine
group related to basic concepts and their properties in forming Affine transformations.
Therefore, this research requires several theories as follows.

Crypthography

Cryptography is the science and art of keeping messages confidential by converting
message into incomprehensible ciphers. Cryptography is used for communication
security [11]. There are several cryptographic algorithms of Crypthography that can be
used [12]. In this article, a classical cryptography is used, such as DES symmetric
cryptography [13]. In general, classical cryptographic algorithms are grouped into two
categories, namely transposition cipher and substitution cipher. Both groupings are
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closely related to transformation and algebra. This article uses Affine Cipher which is a
special case of Substitution cipher which has the following functions:

e(x) = (ax + b) mod 26 (D)

This function is known as the Affine function

Grup
Definition (Group). A group is a set G together with a binary operation * as follow

GxG -G

Satisfying the following four conditions:

1. Ifa,b € G then a * beG (closed)

2. ax(bxc)=(axb)xc)foralla,b,c, € G (assosiativity)

3. There exist an element e € G such that axe =a =e xa,Va € G (existence of
identity element)

4. For each a € G there exist a,b € G such that a*xb = b * a = e (Existence of an
inverse for each a € G)

Affine Algorithm

Affine Algorithm or Affine Cipher is a cryptographic algorithm developed from the
Caesar Cipher method. Affine Cipher is a monoalphabetic cipher section where the
letters in the alphabet are made into numeric form, then encrypted with a very simple
mathematical function, and converted back into word characters [14]. Affine Cipher
Algorithm is an algorithm that converts files from initially understood by humans into
encrypted files, then inserted into storage media. The encryption process is carried out
by means of character dilatation of mathematical substance. The difference from this
algorithm, the dilatation done by multiplying a relatively prime number with the
number used during the description process. The whole process relies on a working key
and modulo. The keys used in this algorithm are two prime numbers and one integer as
a slider. From the Affine function (1) with plaintext (P) multiplied by the value (b) then
added to the shift (k), the encryption in the Affine algorithm can be written as

E(P) = (bx + k) mod 26 (2)
Then, the descryption can be written as
D(x) = b= mod 26 (3)

Number 26 as the sum of alphabet.

This is the same thing when performing the Affine algorithm on an image [15], the
following are the steps for encryption case algorithm:

1. Determine a key matrix of size m x m agreed upon by the sender and receiver.

2. Perform image transformation for color images so that it become grayscale images.

3. Divide the pixel or image values into blocks, when expressed in matrix form, it have
m row.

4. Encrypt using Affine cipher key for each matrix of each color component.

The steps for descryption case algorithm as follow:

1. Use the pre-agreed key matrix to determine the inverse matrix that will be used to
decrypt the image using the Affine cipher method.

2. Process the decryption using the Affine cipher method which is same as the steps in
the encryption process for each color matrix
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Furthermore, in the study of the implementation of algebraic theory on the Affine
algorithm, it used some functions both the encryption function and the inverse function
of the description.

Affine Transform

It should be recalled that, one of interested in geometric properties invariant
under transformations, for example dilatation, translations, rotations, reflection,
projections, etc. Affine transform is part of geometry transformation. The Affine
transformation process includes translation, rotation, scale enlargement, and cutting
which are operated simultaneously. In accordance with the Affine cipher concept that
has been discussed previously that the encryption and description processes are linear
so that the Affine transformation is linear.

Definition (Affine Transform)
Supposed A invertible matrice 2x2 and b column vector in P 2, then Affine
transform defined as map f: R? - R? such that f(X) = A% + b.

Definition (Affine Transform)
Suppose G subset R?, then transformation is called Affine on G, if f: G — G apply as

x'=ax+by+p
v =cx+dy+q

(xy' =6 ((xy) =

withad — bc # 0
Affine transformation does not maintain or preserve similarity. This is because the
multiplier p and q are not the same.

Affine Cipher Algorithm Analysis

Affine cipher in the Affine algorithm is the development of the Caesar Cipher
algorithm where the plaintext (P) is multiplied by the value (b) then added to the
dilatation (k). Plaintext P whose result is ciphertext C can be encrypted with the
following function:

C = ((bxP) + k) modulus 26 (4)

26 as length of alphabet caracter, equatin 1 for encrypsion. Then, description can use
equation 2 such that becomes

P =b —1(C — k) modulus 26 (5)

As the encryption and description so that Affine cipher uses two prime numbers,
b is arelatively prime number of 26. It can be concluded that the greatest common factor
or gcd (b, 26) must have a result equal to 1. Some reason prime numbers are used in
digital security as follows:

1. A prime number has only two factors, namely the number 1 and the prime number
itself

2. The more digits of prime numbers (the bigger the prime numbers) are used, the less
likely it is to solve Affine ciphers.

3. Itis not easy to find the product of two factors of prime numbers.
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Now consider that the binary operation + 26 on Zzs is group (Zzs, + 26) called an
abelian group, therefore the mathematical functions used in encryption and decryption
are modulus groups. Then, follow as definitions obtained from the concept of the
mathematical function of encryption and the description of the Affine Cipher.
Definition. Let P =C=Zzs and K = {(a.b) € Z,4xZ,¢|FPB(a.26) = 1} if K = (a, b) then
K € K for Vx,y € Z,, satisfying as follow

Enk;(x) = (a x + b) mod 26 (6)

Des(y) = a™*(y — b)mod 26 (7N

More over, important to keep in mind the following modulus theory as below
Definition. (Integer Division Algoritm). Let a be an integer, for each a € Z and
m € Z* thenthereis3q,r € Zsothata =am +r
Recall froma = am + r equal with), a = r(mod m), then become

r=amod,0<r<(m-1) (8)

Integer a called quotient and integer r called remainder of division.
Definition (Relatively Prime). let a and b are (a, b) € Z* integers, then a, and b are
relatively prima if gcd (a,b) = 1
Definition (Greatest Common Divisor). Let (a.b) € Z,a,b # 0 if areal elemen d is gcd
of aand b denoted d = gcd (a,b) then
1.dlaand d|b
2. for each element c such that c|a and c|b then satisfied c|d
Greatest Common Divisor (gcd) can be formed in addition on theorem below theorem
1. Let a and b integers non zero element, there are m and n so that gcd
(a,b) = ma + nb Proof : Recall (6) and (7) have modulus operation form as equation
(8). This gives a statement that the form of encryption and description in the Cipher
algorithm are modulus operation.

Theorem 2. if a dan m with m > 1 then a and m are relatively prime, so that there
isan invers a (mod m). More over, Invers a (mod m) is integer which is aa = 1(mod m)
Proof : It clearly said that pair of a and m are relatively prime so that gcd (a,m) = 1.
Namely integer x for a(mod m) then integer x’ for invers x so that x’x=1. Thus, x'(a
mod m)=1. Then, recall definition gcd and theorem 1 of modulus theory.
Suppose x" = a (mod m) then

(c_l(mod m))(a(mod m) =1
& aa (modm) =1
< aa =1 (modm)

The encrypsion sould be preserve in concruency. To complicate the frequency analysis
in security when its cryptograph so it use set which are relatively prime. Thus, the key
of Affine cipher in equation (3) consist of two parameter note a and b. Then, invers a
note a-1. More over a must apply gcd (a,26) =1

Proposition. Let e = (ax + b) mod 26 with p = (ax + b) for Vp € Z,, and a,x,b €
Z* thene ! = a~1(y — b) mod 26

Proof: there are some condition of modulus operation on integers, such as a (mod m)
with gcd (a,m) =1 for each a,m positively integers, m > 1 then pair a and m are relavely
prime. Relate to definition, let p as integer so both p and 26 are relatively prime. Its
clearly that gcd (p,26) = 1,thereism,n € Z,, sothatmp + n(26) = 1 implied that

mp + n(26) = 1(mod) (9
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Because n(26) = 0 (mod 26) so there is no remainder of division. Thus,
mp +n(26) = 1 (mod 26)
& mp =1 (mod 26) (10)
p~t=a"(x—Db)

Suppose inverse e = e~lthen inverse p (mod 26) = e~!so that
e 1p = 1 (mod 26).Since p € Z, it follows that

e ! =p~1(mod 26)
& m = p~1(mod 26)
Recall equation (10) then,
o m =a1(x — b)(mod 26)

with p=ax+b
That result give an explanation, the inverse e is p (mod 26) denoted as function on
Affine Cipher algorithm.
Begin with number of alphabet on Affine Cipher, note that (Zz26,*) with binary
operation definedasa * b = 2, + b, then
1. Let ab€Z,, because a,b€Z,, and axb=2,+b€Z,sthen 2,+bE€
Z,¢ (closed)
2. Leta,b,c € Z,4 then
ax(bxc)=(axb)*xc
ax(bxc)=ax(2b+c)
=2a+ (2b+c¢)
(axb)xc=2a+b)*c
=22a+b)+c
=4a+2b+c
2a+ (2b+c) # 4a + 2b sothata x (b *x ¢) # (a x b) * ¢ (not assosiative)
In Algebra, it possibly to said that this is can be formed a group called quasigroup.
Unfortunately, it is not discussed in this article. So, recalled the definition of group such
that (Z 26,*) is not group. In other words, Affine Cipher for the encryption with modulus
Z 26 on binary operation * is not group. This result can be said that affine cipher with
modulus Zzs on binary operation * is not included in affine group.

Furthermore, Affine Cipher for the encryption can be formed by mathematics
function. This will be shown that the mathematical function of Affine Cipher encryption
maintains linear properties with bijective maping
Let f be function f:Z,¢s = Z,¢ f(x) = (ax + b) mod 26 defined as for each x € Z,¢
anda,b € Z
1) Show that f is injective function

let x4, x, € Z,¢ suchas f(x;) = f(x3) f(x1) = (ax; + b)mod 26
so that f(x;) = (ax; + b)mod 26and f (x,) = (ax, + b)mod 26
because f(x;) = f(x;)
then,
ax; + b)mod 26 = (ax, + b)mod 26
Sax;=b=ax,+b
& axy = ax,
S X =Xy
Clearly, fis injective so that for each x;, x,, € Z,¢ if f (x;) = f(x,) then x; = x,
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2) show that fis surjective function
Let z € Z,¢ there is x € Z,, such that z = (ax + b)mod 26
As defined as function, so that Z = f(x)
Clearly, f is surjective
From the proof of 1) the injective function and 2) the surjective function, the
mathematical function of Affine Cipher's encryption is bijective. This shows that Affine
Cipher is simetry and linearity

Affine Transform Analysis

The process of point space transform on Euclide with vector space in mathematics can
be done through Affine transformation [16]. The reason for using affine transform to
security images is about the geometric properties. Atleast, the point space is
transformed with vector space can be preserved. After analyzing the existence of a
group in the Affine Cipher with certain conditions, conclude that the nature of the binary
operation to the Affine transformation can formed a group. Affine transformation can
be expressed in the form of a matrix, namely a square matrix with a binary
multiplication operation. Several theories have proven that square matrices with
multiplication operations can form groups. Therefore, this article explain the formation
of Affine group from Affine Transformation. In this case, the Affine transformation is
denoted in the form of Seitz notation where fis a linear function and ¢ is a translation
vector. The function fhas linear properties so that it none other than the Affine Cipher
previously discussed. Then, the multiplication of the Affine transformation is defined as
follows:

{rle}{glez} = {Falez}-{gle}

This can be shown that the binary multiplication of the Affine transformation function
forms a group. It is clearly that the binary multiplication operation is closed from this
definition. Since f is a linear function, there is inverse {f|E} called {f|E}‘1 such that
{f1}~* = {f | — f~'£} and identity element e so that e = ff 1, then

{Fl8. e = {fle} F 1 - £
{8 -G = e+ (—f 8
= {el(f — FHD

Suppose (f — 1)t = t' so that {e|(f — )t} = {e|¢")
Noted {e|’ which is an identity element. Thus, recall the multiplication operation to
show the properties of the associative.

{Fle} {ele'} 118" = {FIE} {elt'} . (F1E3
< {felfe+e}. 0 -8
S {fefYfet' +—f 1t}
= {f|t} . {ef et + ¢}
= {fle}. (fele'} . {F1572})
= {fle}- dele}-{F1571)

Therefore, the Affine transformation is a group which is formed to the Affine group.
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Affine Group

Let Af f(n) be a group notation formed the Affine transformation. This paper tries to
form an Affine group on R", because it works in image security. The thing to remember
is that the image is locked with encryption and a description of the Affine Cipher
function, then maintains Affine congruence. In preserve congruence, it is necessary to
transform Affine with linear and bijective nature. The Affine transform also maintains
parallel lines in the image. Mostly, Affine transforms used in image security are
invertible square matrix spaces. Some of the Affine transformations used in
cryptography in the image can be written as follows:

o(x,y)cos[9(x,y)] —9(x,y)sin[x,y]
F(Q) = Sin[ﬁ(x, y COS[19(X, y

p(x.y) 9(x,y)

the invers matrix can be expressed as follow

cos[I(x, y)]
iy P(0Y)
F=(0) = sin[9(x, y)

o(x,y)

function 9(x,y)and ¢(x,y)are any real number matrix with same size. Thus, affine
transform can be written as augmented matrix

x' a b p
1 0 0 1

(x,y) as point which is the starting location of an image (pixel) and (x’,y") as point
which is the location after doing Affine transform. In other word, function a: R® — R3 so
thatx’ = Ax + by + p for each a, b € R® and A invertible matrix is affine transform. So
it can be said that the Affine group denoted as Af f (n) is a group of Affine transforms on
Rn defined as follows

Definition. For each v € R"such that T,,: R™ — R" is translation along v with

T,(x) = v + x for any x € R™ then sets of translation isomorphic with group (R™, +).
Thus, the isomorphic sets of R™ forms GL, = {A € R™:det (4) # 0} which is
homomorphic. So that, the multiplication of R"xGL,, can be formed Affine group.

@(x,y) sin[9(x,y)]

@(x,y) cos[I(x,y)]

Example of Affine Group
Groups of orthogonal matrices which are square matrices and it have the same
properties inverse matrix as the transpose matrix.

CONCLUSIONS

The Affine Cipher function used in the Affine Cipher algorithm is matrix multiplication
and vector addition. Affine transformation on image security is used to maintain
geometric properties. As a result, the image mapped by the Affine transformation can
be maintained in its dimensional aspect. One of these aspects is in the form of
collinearity obtained from the translation process. Affine Transformation is bijective
which can be formed an Affine Group. The set of linear transformations that have Affine
properties, then the Affine Group will be found in the transformation set.
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