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Abstract

Google is known to still track the user's location despite the GPS settings and location history in
smartphone settings has been turned off by the user. This requires special handling to prove the
location on smartphones with inactive GPS and view its Location History previously used by user.
The research investigates if Google is still recording its user data location. Live Forensic requires
data from the running system or volatile data which is usually found in Random Access Memory
(RAM) or transit on the network. Investigations are carried out using a Google account with a
method used by live forensics to obtain results from the location history. Smartphones have been
checked manually through data backup through custom recovery that has been installed. When
checking the backup filesystem, turned out that no location data is stored. Therefore, researchers
conducted an analysis on the Google Account which was analyzed using a forensic tool to analyze
cloud services to obtain location data results. The results of the analysis carried out obtained a
similarity in location from 8-days investigations. Google can still find the location of smartphones
with GPS disabled, but the location results are not accurate. Google can store user location data via
cellular networks, Wi-Fi, and sensors to help estimate the user's location. The process of extracting
the results from the google maps log using a Google account will be analyzed using the Elcomsoft
Cloud eXplorer and Oxygen Forensic Cloud Extractor so that the log location results are still
available by Google.
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INTRODUCTION

The development of information technology has developed, one of which is in
making Android-based smartphone devices that can be easily used and can provide
information quickly and efficiently [1]. One of the features contained in a smartphone
is internet service and is equipped with a Global Positioning System (GPS) feature [2].

Global Positioning System (GPS) is a navigation system using satellite technology
that can receive signals from satellites [3]. With the GPS, smartphone users can find
out the location coordinates in the form of latitude and longitude data. GPS can
calculate information, such as speed, direction of direction, path, destination of travel,
distance to destination, sunrise and sunset and others. The signal sent by the satellite
to the GPS will be used to calculate travel time [4].

Location Based Services (LBS) is a location-based service, which is an internet-
based service that functions to search with Global Positioning Service (GPS)
technology and Google's cell-based location [5]. Maps and location-based services use
latitude and longitude to determine geographic location. Location based service or
location-based service is a general term used to describe the technology used to locate
the devices we use [6].

Google is known to still track the user's location even though the GPS settings
and location history in the smartphone settings have been turned off by the user [7].
This finding was previously known to researchers from Princeton University Gunes
Acar, who found that Google was still watching movements without the user's

Received January 17, 2021; Revised February 22, 2021; Accepted March 5, 2021



MF E-ISSN: 2714-6685 " 29

knowledge. To stop the action of 'snooping’ your movement, here are the steps that
smartphone owners can take. Associated Press reported, here are steps you can take
to make Google no longer detect your movements. First, make sure the smartphone is
connected to a Google account. The next step you can access the site
myactivity.google.com via a smartphone browser. For example, geographic and
location databases may come from government-owned agencies or
company/business/industry data may come from the Yellow Pages, as well as other
data-providing companies [8].

In the menu options at the top left, you can select 'Activity Controls' then turn off
'web & app activity' and 'location history'. By turning off these two settings, Google
should no longer be able to mark every move and associate it with your account.
However, the internet giant from the United States will give a warning that some
services can not work if this setting is disabled [9].

Research conducted by Sack, Kroger and Creutzburg, [10] shows that not all
navigation data on smartphone devices is stored, even though it is used for navigation
to certain destinations. The method used in this study uses rooting privileges to access
locked data from a smartphone. The results obtained from this study are to know the
latitude and longatitude of the location. However, this research is very difficult
because some of the data and information are combined with the smartphone
navigation system.

According to research by Sukriadi and Prayudi, [11] shows that terrorist
activities use smartphones to exchange and store information. This research uses
acquisition, extraction, conversion, and presentation methods. The results of this
study help investigations related to GPS digital evidence on android smartphones.

Research conducted by Sansurooah and Keane, [12] shows an analysis to
identify how GPS and location-based services are used in smartphones and identify all
digital artifacts contained in smartphones. The methods are Manual (rooting), Logical,
Physical, and JTAG/Chip-Off. The results obtained from this study were carried out
using various mobile forensic tools to identify whether the geographic location of the
data can be found within the device. Therefore, inspection revealed that photos taken
with the camera's left geo-tagged device in EXIF data, which identifies the date, time
and location where the photo was taken.

According to research Rindiatmodjo, Megaantara and Pratama, [13] shows that
users can overcome the loss of smartphones due to user negligence. This research uses
Cell ID and Geocoding methods to track the whereabouts of smartphones. However,
this study still has shortcomings in the level of effectiveness because it still uses SMS
technology. Shows that losing a cellphone is clearly very undesirable for all users of
this versatile item. Moreover, if the cellphone is the only connecting device for
someone to another person when they are not in the same place. The method is done
by sending and receiving SMS then SMS Format and Send the Mobile Phone Coordinate
Point Location via SMS. Obtaining results Has a level of accuracy that does not differ
much between test 1 and other tests (tests were carried out 10 times). The time
required from sending tracking SMS to receiving SMS feedback is in the interval of 30 -
90 seconds.

Research conducted by Moore, Baggili and Breitinger, [14] shows that whether
the user has actually traveled to the destination from the mapping application data.
The method is done by extracting data from the application. The results obtained are
that a lot of data related to the user's navigation history, be it address, longitude,
latitude, etc., is stored on the user's device. It was also found that in almost all cases,
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distinguishing whether the user actually traveled to a destination from the mapping
application data was not possible.

According to research CeviK, [15] shows that the suspect tries to alter and delete
digital evidence in the form of photographs. In this study using the Convolutional
Neural Network (CNN) method to obtain data. The results obtained by the researcher
in the form of 1582 photos with location information and 268 photos without location
information, which were obtained from cellphones and taken between 01.01.2018 and
31.06.2018 were used as data collections.

Research conducted by Williams, Yerby and Williams, [16] shows that some data
is visible to the device owner, some is quickly discarded, and some is hidden from the
person using the device. Research to reveal security and privacy concerns. In this
study, the National Institute of Standard and Technology (NIST) method was used to
obtain the data desired by the researcher. The results increase awareness for mobile
device users and may lead to more consumer-centric privacy settings in mobile
operating systems.

This study has similarities with research conducted by Sukriadi and Prayudi,
Sansurooah and Keane, Moore, Baggili and Breitinger, regarding the method used,
namely Root which distinguishes it from research, namely the identification process
used. Research conducted using root as the process of identifying an image to obtain
location geodata, while this study uses root as a tool to extract the Google Maps
database to obtain Google Maps location logs.

METHODS

The method used in this research is Live Forensic which is an analysis technique
which involves data running on the system or volatile data which is generally stored in
Random Access Memory (RAM) or transit on the network.

Live forensics techniques require accuracy and precision, since volatile data can
be lost, and the possibility of data being overwritten by other applications. A live
forensics method is needed which can guarantee the integrity and authenticity of
volatile data without eliminating data that has the potential to become evidence [17].

Data collection methods used to collect data related to needs, problem
formulation, research objectives, and discussion are as follows:

e Observation Technique
Data collection was carried out by using observation techniques to determine the
ongoing process on Google Activity.

e Experiment and Simulation Techniques
Experimental and simulation techniques by making observations on Google
MyActivity to find out the process and output obtained from smartphone user
activity.

Research conducted by Ellick M. Chan, the researcher will use the research
methodology of The U.S. The National Institute of Justice (NIJ) is depicted in the plot in
Fig.1;[18]
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Fig 1. Research stages

1) Collection is the initial stage, namely conducting a needs analysis to collect items to
be investigated such as imaging, records, based on accurate data sources.

2) Examination in this stage, checking the data that has been collected at the Collection
stage.

3) Analysis in this stage, the analysis of the results of the examination is carried out
using a predetermined method to find out all the information required.

4) Reporting in this stage, reporting and explaining what has been analyzed is then
described in detail the evidence that has been found and documented.

Case Scenarios

In Figure 2, the victim made a transaction at an ATM and left his smartphone
on top of the ATM machine. The perpetrator entered the ATM to make transactions
and saw the victim's smartphone that was left behind, after making the transaction the
perpetrator immediately took the smartphone and left the ATM location.
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Fig 2. Case Scenarios
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The victim whose smartphone is left behind tried to contact it, but the call is
rejected by the perpetrator. The victim also reported it to the police for further
processing. The police went to the bank to get information about the thief's data based
on CCTV footage inside the ATM. After knowing the identity of the perpetrator, the
police immediately went to the perpetrator's residence and made an arrest and
obtained evidence in the form of an android smartphone and a packet of shabu-shabu.
The smartphone evidence is submitted to investigators for analysis and will later be
used as evidence in the trial process. The investigator analyzes the evidence on the
suspect's smartphone and Google account to get the results of the analysis which can
later be presented in the form of the results of reporting analysis which can be used as
a reference for evidence.

RESULTS AND DISCUSSION
Collection

This stage is the initial stage of searching, collecting data and documenting
evidence, then in this study the sample of evidence to be analyzed is a smartphone
which is a scenario as evidence in a crime case. The smartphone used is active and
does not have password protection. At this stage, documents related to smartphones
are carried out, as seen in Table 1.

Table 1. Information on Evidence

Merk Type Model Imeli 0s
IMEI1: 8617442041064424

Xiaomi Redmi note 5 Whyred 9.0
IMEI2: 8617442041064432

Based on Table 1. Evidence information can be seen from information in the form of
brand, series, model, imei, and version of the smartphone's operating system. In
addition to conducting studies and documentation, at this stage the preparation and
planning of the analysis process and the tools used for the analysis process are carried
out. According to [19] Root is a process to get full rights on an Android device. Root
allows users to bypass restrictions set by carriers, operating systems, and hardware
manufacturers. With full control of the device, users can remove bloatware, enjoy
added functionality by special apps that require root privileges, or run paid apps for
free and according to [20] UnRoot is the process of returning a rooted smartphone to
its original state. related to the method used, namely Root which distinguishes it from
research, namely the identification process used. Research conducted using root as the
process of identifying an image to obtain location geodata, while this study uses root
as a tool to extract the Google Maps database to obtain Google Maps location logs.

Examination

Of the three backup results including ADB backup, TWRP data backup, and TWRP
System backup, comparisons can be made to find out which backup process is more
effective to use. For a comparison of the three backup results can be seen in Table 2.
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Table 2. Comparison of data backup results
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Based on Table 2, it is known that there are differences in the amount of data obtained
during the backup process from ADB Backup, Data Backup, and System Backup. Data
files from System backup have more data and are more complete than others.

Analysis

At this stage the researchers conducted a study related to smartphone robbery and
digital evidence obtained. So after the evidence is acquired, the researcher extracts
and analyzes the detailed information on the evidence obtained. The analysis process
is carried out in 2 stages, namely the manual and automatic stages. The stage of using
automatic forensic tools will ask for a login with Google account authentication. After
logging in, the tool will provide the categories to be analyzed then select the categories
to be analyzed for analysis. The analysis process will have difficulty after selecting the
categories analyzed, the analysis process takes a long time to get the extraction results.

1) Oxygen Forensic

In the extraction and analysis stage of smartphone device evidence
through Oxygen Forensics, the evidence file is a database in which there is
information on the coordinates and locations where the information is very
important for further processing. The data contained in the database are 44
combined data containing locations can be seen in Figure 3.
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Fig 3. The contents of one data in the database

In Figure 3, the combined data contains the contents of the Data Table in the form
of _key_pri, _key_sec, and _data. It can be seen that if one of the combined data is
opened, it will display Hex data and location in an abstract and unstructured
manner. From the data obtained, there is no link access to view the location or
route of travel, the data available is only the full address of that location. The
locations that are stored in this database are the results of finding a location that
you want to go to.

Elcomsoft Cloud Explorer

At this stage, evidence is obtained from Google's My Activity about the
location history of the analysis process. Evidence obtained during the analysis
process is in the form of digital evidence. Digital evidence obtained at the stage of
the analysis process finds digital evidence in the form of a history of the Timeline
location in which there is information on the Timestamp, Description, and location
coordinates. Next displays the results of the location history which can be seen in
Figure 4.

By Y ations: 29
18, 11.2020 00:08:04 1t 10,11.2020 09:58: 12
t: 28,10.2020 23:04:38 fest filtered: 03,11.2020 10:29138

[ rome o edowe ] tme | ooy | Sowee | Addes | Cooaces |

12:00:07 12:20:57 Ahmad Dahlan Unive Private universty Locations history )L Ringroad Selatan,
11:50:01 0 11:58:06 Kedal Grombyang Dier Locations history Kragilan, Tamanan,
01:37:08 0 11:39:57 Jl. Pringgolayan No.216  Other Locations history I Pringgolayan No.
12:59:51 0 20:43:19 ). Pringgolayan No.216  Other Locations history L. Pringgolayan No.
12:41:36 0 12:85:17 Purbayan Other Locations history Kotagede, Yogyakar
00:13:47 0 00:29:02 amplz ambarukmo p Shopping mal Locations history Plaza Ambarrukmo, I
)20 20:52:22 0 23:40:05 Jl. Pringgolayan No.216  Other Locations history I Pringgolayan No.
19:22:36 20:44:15 Kost Putri Nova Hotel Locations history L Bimosar,, Gg. Naku
10:54:01 011:32:24 Indormaret Convenience store Locations history )I. Gedongkuning Se
10:29:35 0 10:43:17 Ahmad Dahlan Unive Private university Locations history )L Ringroad Selatan,

Fig. 4 Results of Place data

Based on Figure 4, the results of location history data with the Elcomsoft Cloud
explorer tool show digital evidence that is stored when Location History is active,
and the Global Positioning System (GPS) is disabled. The results of the location
history data and GPS that are disabled in the Places table get the location of 29
locations. The location data has been filtered from 3-11-2020 to 10-11-2020.
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Elcomsoft Cloud eXplorer tools have a Show track feature to display all the
location points obtained can be seen in Figure 5.
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Fig 5. All the coordinates of the investigated account

In Figure 5, displays all the coordinates that can be seen by the tool. In addition to
displaying all location points. In this figure, it can only display the coordinates,
cannot display the route or line from location A to location B because the tools

used are still in trial.
3) Oxygen Forensic Cloud Extractor

The results of location history data using the Oxygen Forensic Cloud
Extractor tool show digital evidence in the form of coordinates from a location
obtaining route data of 19 and 167 coordinate points. In addition, the Oxygen
Forensics Cloud Extractor tool also displays diagram data of the location date. The
location results can be seen in Figure 6;
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Fig 6. Results of location history data from the account under study
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In the location result, history shows many saved travel coordinate points and
routes. Apart from showing the location points, the Oxygen Forensics Cloud
Extractor tool obtains trips from the account, which can be seen in Figure 7.

b "

,
£ Yooy
= T & §
5 s 3
4 =
[T a1
& 3 o
] W/
200 m
19 Bl coogle Locations - tekentut 1 - 03/11/2020 to 10/11/2020 X
nd time between adjacent 19 routes found 1719 > >

3 Nov 2020 10:43:17 — 10:54:01 UTC+7 (10 min <
1 3.4 km

[2000 2] [as = ®
®

Fig 7. Travel routes

In Figure 7, obtain data from travel routes carried out on November 3, 2020,
which started at 10:43:17. The start time is the starting point of coordinates
stored or lived by Google. The trip ends at 10:54:01 am, that time is the time the
trip ends or has reached the location. In this route view also displays the distance
traveled from point A to point B obtaining 3.4 KM.

Reporting

At the reporting stage, a detailed discussion and presentation will be carried out
based on the results obtained through the examination and analysis process. After
analyzing the evidence in the form of 1 smartphone, evidence of the location's history
was found. From these findings it can be ignored using a mobile forensic process with
the live forensic method on the Android platform where digital evidence related to
evidence has been successfully obtained. The next stage, the researcher conducted a
comparison of accounts using the Elcomsoft Cloud eXplorer Tool to obtain more
accurate data. The comparative data can be seen in Table 4.

Table 4. Comparison of location data for the two accounts

Status Location History ON
Account Status GPS OFF

Researched  Timestamp Location -

19:22:36
10:54:01

10:29:35

23:40:05
20:44:15
113224
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Other

Hote!
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Prvate unwersty

Locations history
Locations history
Locations history

Locations history

Status Location History

ON

Comparison  Status GPS

ON

Account Timestamp Location
1B:52:26
11:43:08
10:07:32

01:42:39

23:49:15
20c41:41
19:13:38
1B:26:26
11:3432
10:36:09

09:45:57

1L Pringgolayan No.216
Kost Putri Nova

MIE AYAM & BAKSO.

X Priggateyan o216
Ayam Geprek GoDyoss
Ahmad Dahin Urive

2L Pringgolayan N0.216

Other
Hotel

Bakso restaurant
Other

Chicken

Priate uniersty

Other

Locatians history
Locatians history
Locatians history
Locatians hestory
Locatians higtory
Locatians history

Locations hitory

3. Pringgolayan No.
J1. Brmosan, Gg. Naku.
). Gedongiwning Se

). Ringroad Selaten,

Plmbon, Bangunta
3L Bimosar,, 6. Haku
Glagahsari 5t Ho.19,
Phmbon, Bangunta
1. Gedongkuning No
. Rigroad Selatan, .

Plumbon, Bangunta
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From the results of this comparison, it can be seen from the differences in the
locations obtained at almost the same time. On November 3 2020 from 10:54:01 to
11:32:24 the location on the account under study is not known to be in the Indomart
Minimarket, while the comparison account at 11:28:26 to 11:34:32 is unknown at
Gobyos Geprek Chicken. Location comparison location is the actual location, from the
comparison results it can be denied that the GPS location that is turned off is less
accurate. Furthermore, showing the comparisons obtained from the two accounts can
be seen in Table 5.

Table 5. Comparison table of route data from both accounts.

Account Status Location History ON
Researched Status GPS OFF
TlmeStamp rute 3.11.2020 23:40:05 (UTC + 7.8248550 110.40 04.11.2020 00:13:47 QuTC + . Movig

020) 23:40:05 (UTC + 7.8059130 110,38 04.11.2020 D0:13:47 (UTC + 7,782 1 Movng
20:44:15 € 20:52:22 £ Motorcycing
20 11:32:24 (UTC +7) -7.8103850 110.4 03.11.2020 19:22:36 (UTC + -2.8061100 110.38 Motorcycing

020 10:43:17 (UTC 8332880 110,38 03.11.2020 10:54:01 (UTC 8193850 110,40 Motorcycing

Comparison  Status Location History ON
Account Status GPS ON
Timestamp rute WARIS QrC ) TEMESSO L1040 04 01:10:02 e +7 4 4 Motorcycing

20:41:41 (UTC +7 20:53:59 (UTC +7] i Motorcycing
19:13:28 i 19:33:56 € Motorcyeing
20 18:28:26 (UTC £248550 110,40 03.11.2020 18:52:26 (UTC + 033540 110,39 Motarcycing

020 11:43:08 - 7.8248550 110.40 Motarcyeing

134:32 (1

20 10:36:09 (UTC +7] 20 11:08:26 (UTC +7] 7.B191670 110.40 Motorcycing

09:45:57 (UTC +7 L824 4 1 10:07:32 (UTC +7 Motorcycing

Table 5 shows the difference in the number of routes obtained from the tool.
From the table above, the first account stores 3 route data on October 31st, 2020, while
the second account stores 4 route data. The next stage, the researchers conducted an
account comparison using the Oxygen Forensics Cloud Extractor Tool to obtain more
accurate data. The comparison data can be seen in Table 6.

Table 6. Comparison of data for the two accounts

Location History ON
Status GPS OFF
Timestamp Location e T e oo
History = =25 - 517 | Universitas Ahmed Dahior
- TO:A43:1 7 — 10: 5401 Motarcycling (3358m)
- O3 7 — 10: 5401 Motorcycling (32358m)
- 10:423:17 — 10: 501 Motorcycling (2358m)
- 10543517 15101 Motorcycling (3358m)
- o7 — 10530071 | Prctoreye
Account - Toran Morarcyetin
- P otorcyclin
Researched .

E 110401428 -«
3.4 Vouoz

Indormaret (hdinirmarker)

.- > rotarcycling (GOE0m)
- ] PMotarcycling (GOB0M)
- = 3y 11C 249209 PMotorcycling (AODEEOMm)
- 5 7.e08110, 110.384954 * PMotarcwcling (GO0

Location 4 location

Points 36 points

Routes 3 routes

Location History ON

Status GPS OFF
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Timme Stame Details
Vo

Timestamp Location

. rActorcycling (32 34
History -
o1:42 9 — O:45:57 J. Pringaolayan MNo.216
I’)l’)=4ﬁ=ﬁ7- 10:07:32 ing (2791rm)
O
O
-
Comparison Motoreyeiing azarm
10: 3608 — 11:02:26  MMotorcywcling (2524r)
Account in 5 mec)
s — TiaaiaE | Ay Goprok Goyoe Cayarnd
- 2020 11:3432 — 11:43:08 Motorcycling (S02m)
- e IOA0T1ZET a | 3 Mo BOZ 1115082 — 11am08 | Aictorcrcting (SOZr
- . E 110406889 g 3 MNow 2020 11:34:32 — 11:43:08 MMotorcycling (902rm)
o B 7 BEABEE, & 110.A0EE 17 | B P SOEG. 11aGrel o 1 BaBEs |51 Primpoieen FeE1E
Location 7 location
Points 27 points
Routes 6 routes

Based on Table 6, it can be seen that the two accounts were compared using the
Oxygen Forensics Cloud Extractor Tool to get more accurate data. In the first account,
on 3 November 2020 Location History status is activated and GPS is disabled or
disabled obtains location data 4, point 36, and route 3. Whereas in the second account
with Location History status activated and active GPS gets location data 7, point 27
points, and route 6. In addition to the table above, there is a comparison of the location
coordinates and other information which can be seen in Table 7.

Table 7. comparison of location coordinates

Start Time 03.11.2020 10:54:01 (UTC 47) 03.11.2020 11:08:26 (UTC +7)
End Time 02.11.2020 11:32:24 (UTC +7) 03.11.2020 11:34:32 (UTC +7)
Location Indomaret Ayam Geprek Gobyoss
Location -7.8193850 110.4014280 LRSI LA

Coordinates
. Y
Coordinates rokluslin |
POlntS L:UT‘kd‘lcio 69. Kendalisode ‘:(a'n:]yﬂ"?m o Gg. Kendalisodo 6. Kendalisodq Ik Pak
Q BRI KCP Gedong »«.:-nl.uu T > Musiim
Ayam Geprek 4.‘v.1.w'.' ' o
BTPN KCP
Watershed Gedong Kuning
nent Center. 8 a
T PPILN Yogyakartz

Vngkadrm@
)gical Center

The location of
the coordinates

In Table 7, it can be seen from the two accounts that were compared with the initial
time difference of 19 minutes to obtain the coordinates of the location, the end time,
and the different locations. On the account under study with an initial time of
03.11.2020 10:54:01 and an end time of 03.11.2020 11:32:24 the location was found
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in the Indomart Minimarket with location coordinates -7.8193850 110.4014280. the
coordinates -7.8193850 are the points of latitude, while the coordinates 110.4014280
are the points of longitude. Besides displaying the coordinates, it also refers to the
location pointer point and a photo of that location. In a comparison account with a
different starting time of 03.11.2020 11:08:26 and a different end time at 11:34:32,
the location is in Gobyos Geprek Chicken with the coordinates of latitude -7.8191670
and longitude 110.4011110. From the location data obtained, the researchers carried
out the proportion of data that had been filtered from November 3, 2020 to November
10, 2020 to see the level of accuracy of the data which can be seen in Table 8.

Table 8. Percentaie comﬁarison of data

3 November 2020 4 7 57,1%
4 November 2020 3 7 42,9%
5 November 2020 1 2 50%

6 November 2020 0 4 0%

7 November 2020 5 8 62,5%
8 November 2020 5 5 100%
9 November 2020 8 8 100%
10 November 2020 3 8 37,5%

CONCLUSION

The results of the analysis carried out obtained a similarity in location for 8-
days in a row: on Nov 34, 2020 getting 57.1%, Nov 4t, 2020 getting 42.9%, Nov 5%,
2020 getting 50%, Nov 6t, 2020 getting 0%, Nov 7t, 2020 getting 62.5% , Nov 8,
2020 received 100%, Nov 9th, 2020 received 100%, and Nov 10th, 2020 received
37.5%. Google can still find the location of smartphones with GPS disabled, but the
location results are not accurate. So that the perpetrators of drug sales can be known
the locations of transactions. Google can store smartphone user location data via
cellular networks, Wi-Fi, and sensors to help estimate the user's location.The process
of extracting the results from the google maps log using a Google account will be
analyzed using the Elcomsoft Cloud eXplorer and Oxygen Forensic Cloud Extractor
tools so that the log location results are still used by Google.
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