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1.INTRODUCTION

ABSTRACT

Existing SSL/TLS automation tools were largely server-centric and
required host-level configuration. These limitations increased complexity
in distributed and multi-domain environments. This study proposed a
centralized web-based SSL certificate automation system. The system
integrated the Cloudflare DNS API and ZeroSSL REST API for
certificate lifecycle management. The research adopted the Agile Scrum
methodology during system development. An asynchronous queue-based
architecture was implemented to support concurrent certificate issuance.
The architecture reduced API rate-limit constraints. Automated Domain
Validation (DV) was successfully performed through DNS integration.
The system centralized certificate storage and monitoring. The interface
simplified administrator operations. Configuration errors were reduced
during certificate deployment. Operational efficiency was improved for
distributed infrastructures. A usability evaluation was conducted with 25
technical practitioners. The evaluation produced a System Usability Scale
mean score of 83.5 with a standard deviation of 6.7. The findings
indicated excellent user acceptance and system usability. In conclusion,
the proposed system effectively automated SSL certificate management
through a centralized and usability-oriented approach. The system also
minimized operational overhead and dependency on host-level
configuration.

This is an open access article under the CC-BY-SA license.

Secure communication is a fundamental requirement of modern web systems, where SSL/TLS
certificates are essential for ensuring data confidentiality, integrity, and trust between clients and
servers [1], [2]. As web applications increasingly rely on multiple domains and distributed
infrastructure, the task of managing SSL certificate lifecycles has become highly complex. Failures
in certificate management, such as expired or misconfigured certificates, can lead to service
disruptions and security risks [1]. Notably, while the recommended re-issuance period for standard
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certificates is 55-60 days [3], [4], [5]. The complexity of managing short-lived certificates introduces
significant operational overhead, particularly in distributed and resource-constrained environments
where manual credential management is no longer scalable [6], [7]. Furthermore, research in usable
security demonstrates that highly technical security interfaces often lead to user fatigue and
misconfiguration, highlighting the critical need for automated, actionable, and user-friendly security
dashboards [8], [9].

To address the inefficiencies of manual SSL management, numerous automation solutions have been
developed. Widely used tools such as Certbot and acme.sh automate certificate issuance through
protocol-level workflows [10]. While technically mature, these tools are primarily designed for
server-level operation; they require local installation, command-line access, and per-host
configuration [11]. For administrators managing multiple servers or distributed domains, this server-
centric approach introduces fragmented certificate storage and repetitive setup tasks [12], [13].

In parallel, research has proposed automated certificate distribution frameworks to emphasize
scalability. For example, the Automated SSL/TLS Certificate Distribution System (ASCEDS)
centralized certificate generation via the ACME protocol, improving traceability but still requiring
manual configuration for new clients [14], [15]. Further advancements have proposed cloud-based
microservice architectures utilizing distributed agents [16]. However, these enterprise-grade
platforms often introduce high deployment complexity, cost, and infrastructure overhead, making
them impractical for small-to-medium-scale deployments or individual administrators.

Despite these advances, existing approaches exhibit a distinct gap: highly technical host-based scripts
lack centralized visibility, while enterprise platforms introduce excessive architectural complexity.
There remains a need for a lightweight, centralized orchestration approach that abstracts the
complexities of Domain Validation (DV) [17] into an accessible interface without requiring host-
level software installation.

To bridge this gap, this study proposes a web-based SSL certificate lifecycle automation architecture.
By centralizing operations, the system reduces human error, bypasses host-level dependencies, and
provides actionable workflow transparency. The main contributions of this research are:

1) Architectural Orchestration: The design and implementation of a centralized web application
that integrates the Cloudflare DNS API for automated domain validation and the ZeroSSL
REST API for certificate issuance and renewal.

2) Asynchronous Queue Management: The development of a queue-based workflow to handle
concurrent bulk certificate requests, ensuring system stability and mitigating external API
rate limitations.

3) Usability-Driven Security Engineering: An empirical evaluation of the system using the
System Usability Scale (SUS) to demonstrate how centralized, API-driven interfaces reduce
operational overhead for web administrators.

2.METHOD

This study adopts the Design Science Research (DSR) paradigm, focusing on the creation and
evaluation of an innovative IT artifact to solve practical limitations in SSL certificate lifecycle
management. As illustrated in Fig 1, the overarching research flow consists of four primary phases:

Web App

—H Literature Review —-} Development (Agile

Scrum)

% Data Collection &
Analysis

Fig. 1. Research Flow
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The proposed methodology for application development is the Agile Scrum framework, which
facilitates the structuring and organization of features, enhancements, and modifications. This
approach is designed to optimize application performance while preserving usability [18], [19].
Employing this, we plan our sprints and project goals to ensure usability and facilitate further
development. The development team consist of Fredian (Product Owner), Gary (Scrum Master and
Fullstack Developer).

The framework starts with user interviews, product research, obtaining project requirements, and
expectations. With this we can create Product Backlogs that functions as a prioritized compilation of
critical features, including domain synchronization, automated certificate generation, bulk issuance,
and real-time progress tracking. During the development phase, tasks are selected from the backlog
based on priority and feasibility. Each sprint defines a clear and measurable goal, such as completing
automated certificate issuance or refining the bulk issuance feature, to maintain focus and consistent
progress. A Daily Scrum is conducted to evaluate work progress and identify obstacles, allowing the
developer to remain aligned with the sprint objectives and quickly address emerging issues.

The Definition of Done (DoD) ensures that each implemented feature meets specific criteria for
completeness and stability. A feature is considered complete when the application can successfully
retrieve domains from Cloudflare, issue certificates using ZeroSSL, and handle multiple concurrent
issuance tasks without errors. After each sprint, a Sprint Review is conducted to verify that the
completed work functions as intended and integrates seamlessly with existing components.

Finally, the Sprint Retrospective evaluates the development process, identifies challenges, and
proposes improvements for future iterations. This continuous refinement helps sustain quality and
maintain development efficiency in the model. Through this structured and iterative approach, the
project ensured that the resulting application was functional, reliable, and adaptable to future
enhancements.

2.1.Research Method

This study adopted a Design Science Research (DSR) approach, focusing on the design,
implementation, and evaluation of an information system artifact intended to address practical
limitations in SSL certificate lifecycle management. The choice of DSR was motivated by the
research objective, which aimed not only to develop a functional web application but also to evaluate
its effectiveness and usability in solving a real-world operational problem [20]. DSR emphasizes the
creation of purposeful artifacts and their evaluation based on utility and performance, making it
suitable for research involving system automation and security engineering.

2.2.Research Model

Based on the Design Science Research paradigm, a conceptual research model was developed to
structure the relationship between the proposed artifact and its evaluated outcomes. The central
construct of this study is a web-based SSL certificate lifecycle automation architecture, designed to
centralize certificate issuance, validation, and storage through API-driven orchestration. The artifact
incorporates specific design components, including DNS synchronization [21], [22], bulk certificate
issuance, asynchronous queue processing, and centralized certificate management. The conceptual
research model of the proposed architecture is presented in Fig. 2.

INDEPENDENT VARIABLE EVALUATION DIMENSIONS

1. System Usability
(Sus Score > 68)

2. Automation
\ Capabilities (DNS
Synchronization, Bulk

Issuance, Automated SSL
Verification)

Centralized SSL
Automation Architecture

Fig. 2. Conceptual Research Model
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The model establishes the Centralized SSL Automation Architecture as the Independent Variable.
The evaluation metrics associated with the operational outcomes are summarized in Table 1.

Table 1. Research Variables and Evaluation Metrics

Variable Metric

Independent Variable Centralized SSL. Automation Architecture implemented onto a web application.

System Usability: Measured quantitatively using the System Usability Scale (SUS)

to determine user acceptance. The target benchmark is a score > 68.

Evaluation Dimensions . .
Automation Capabilities: Measured by effectiveness of each features including,

DNS Synchronization, Bulk Issuance, and Automated SSL Verification.

2.3.System Architecture

To implement the proposed automation capabilities, the system architecture was designed using three
main layers:

1) Web Interface Layer: Developed in Vue.js to provide a reactive, cross-device dashboard for
domain and lifecycle monitoring.

2) Application and Orchestration Layer: Built on Laravel 10 (PHP 8.2), this backend generates
Certificate Signing Requests (CSRs), manages database records, and dispatches
asynchronous background jobs.

3) External Service Integration Layer: Interfaces with the Cloudflare DNS API for automated
Domain Validation and the ZeroSSL REST API for certificate retrieval.

To support scalability, certificate requests are processed through a queue-based asynchronous
mechanism. Each batch (domain(s) submitted on 1 request by multi select, or bulk generate form) is
treated as an independent job, enabling concurrent processing while reducing blocking behavior and
mitigating external API rate limitations [23]. This design allows bulk certificate issuance and real-
time progress tracking.

Private keys and certificates are stored within the application database to enable centralized lifecycle
management and cross-device accessibility. While centralized storage improves operational
efficiency, it introduces security considerations related to key protection. Access to cryptographic
material is restricted through authenticated application control, and future improvements may
incorporate encrypted storage or dedicated key management services [24].

2.4. Evaluation Design

This study employed an artifact-centered evaluation design consistent with Design Science Research
principles. The proposed SSL certificate automation system was evaluated through functional
validation and usability assessment rather than comparative experimental testing. The evaluation
focused on two primary dimensions:

1) Functional correctness: successful certificate issuance and lifecycle operations.
2) Usability: measured using the System Usability Scale (SUS).

Participants interacted with the system by performing predefined certificate issuance tasks, including
domain synchronization, certificate generation, and status monitoring. No control condition was
implemented, as the objective of the study was to assess the artifact’s operational feasibility and user
acceptance rather than to conduct comparative performance benchmarking.

2.5.Research Instrument and Sampling

This study employed a purposive non-probability sampling technique to recruit participants with
technical expertise relevant to web development and infrastructure management. The target
population consisted of individuals who had prior experience with domain configuration, hosting
environments, or SSL/TLS certificate management, ensuring that respondents possessed sufficient
contextual understanding to evaluate the proposed system effectively.

A total of 25 participants (N = 25) were involved in the usability evaluation. The sample included 8
DevOps professionals (32%), 10 software developers (40%) specializing in frontend, backend, and
full-stack development, and 7 Information Systems students (28%) with academic exposure to web
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technologies. This composition represents a practitioner-oriented sample while still incorporating
perspectives from pre-professional users.

The inclusion criteria required participants to: (1) have experience in web development or
infrastructure-related activities, (2) possess basic knowledge of domain or SSL/TLS certificate
configuration processes, and (3) be capable of interacting with web-based administrative platforms.
These criteria ensured that participant responses were based on relevant technical understanding
rather than general end-user perceptions.

2.6.Data Collection and Analysis

Data collection was conducted in two separate phases. The first phase focused on system
performance testing as a form of technical verification, while the second phase involved user
acceptance testing to provide empirical validation of the proposed system.

2.7. Automation Capability Testing

To evaluate the functional reliability and operational efficiency of the proposed system, an artifact-
centered performance profiling approach was adopted instead of comparative experimental testing.
The system was tested under varying workloads by generating live SSL certificates for actual
domains. The testing scenarios involved batch submissions ranging from small-scale requests (1-5
domains) to the maximum supported concurrent workload of 100 domains per request.

During the testing process, the system’s background queue workers were monitored to assess
performance based on the three operational metrics defined in the conceptual framework:

1) DNS Synchronization: The capability of the backend system to automatically interact with
the Cloudflare API for creating and removing CNAME records without manual intervention.

2) Automated SSL Verification: The ability of the system to successfully complete ZeroSSL
domain validation procedures, including the effectiveness of the implemented three-retry
queue mechanism in handling delayed API responses.

3) Bulk Issuance: The capacity of the system to process up to 100 concurrent asynchronous
jobs without encountering server timeouts or external API rate-limit errors.

2.8. User Acceptance and Usability Testing

Application testing and user feedback was conducted using a usability testing instrument.
Respondents were asked to assess the proposed system by answering ten usability statements using
a five-point Likert scale ranging from 1 (strongly disagree) to 5 (strongly agree), as presented in
Table 2.

Table 2. Usability Evaluation Questionnaire Items

Disagree  Neutral  Agree
1 2 3 4 5

No Questions

1 I think that I would like to use this system frequently.

2 I found the system unnecessarily complex.

I thought the system was easy to use.

I think that I would need the support of a technical person to be
able to use this system.

5 I found the various functions in this system were well integrated.

6 I thought there was too much inconsistency in this system.

I would imagine that most people would learn to use this system
very quickly.

8 I found the system very cumbersome to use.

I felt very confident using the system.

10 I needed to learn a lot of things before I could get going with this
system.

Simajuntak et.al (Development of Web Application for Certificate Automation using Cloudflare DNS API and ZeroSSL)
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Statistical analyses for the quantitative usability evaluation were performed using Microsoft Excel.
Prior to analysis, the collected responses underwent a data cleaning process to identify and remove
anomalous response patterns, including straight-lining behavior across alternating positive and
negative questionnaire items. The validity of the ten questionnaire items was examined using
Pearson’s Product-Moment Correlation by comparing each item score with the overall questionnaire
score. In addition, the internal consistency of the SUS instrument was evaluated using Cronbach’s
Alpha reliability analysis. A minimum Cronbach’s Alpha coefficient of 0.70 was used as the
acceptance threshold to indicate satisfactory reliability of the usability measurement instrument.

sus:% 27:1[(2143’5’7'9 (xi — 1) + TiF246810(5 — ) « 2.5]
With:

e 1= total number of respondents

1
;Z;}:l = average score across all respondents.

X; = score assigned by respondents to each SUS item, ranging from 1 to 5.
¥i="*""9 (x; — 1): score adjustment for positive statements.
Yi=>46810 (5 — x;): score adjustment for negative statements.

2.5: conversion factor used to scale the SUS score to a range of 0—100.

2.9.Data Validity and Reliability Analysis

Statistical analyses for the quantitative usability evaluation were performed using Microsoft Excel.
Prior to analysis, the collected responses underwent a data cleaning process to identify and remove
anomalous response patterns, including straight-lining behavior across alternating positive and
negative questionnaire items. The validity of the ten questionnaire items was examined using
Pearson’s Product-Moment Correlation by comparing each item score with the overall questionnaire
score. In addition, the internal consistency of the SUS instrument was evaluated using Cronbach’s
Alpha reliability analysis. A minimum Cronbach’s Alpha coefficient of 0.70 was used as the
acceptance threshold to indicate satisfactory reliability of the usability measurement instrument.

3.RESULTS AND DISCUSSION

This chapter presents the outcomes of the development process and evaluates the system's
performance in enhancing SSL certificate lifecycle management through centralized API
orchestration. The implementation stage represents the realization of the system architecture
described in the previous chapter, where the conceptual model is transformed into a functioning web
application designed to reduce manual configuration errors and operational bottlenecks.

3.1. Client-Side Interface (User Interaction)

The frontend was developed using Vue.js to ensure a reactive and accessible Single Page Application
(SPA) experience. The interface design prioritizes the reduction of technical complexity by providing
a unified dashboard. As illustrated in Fig. 3, Fig. 4, and Fig. 5, the system provides integrated
interfaces for domain management, SSL queue monitoring, and certificate administration. Features
such as “Bulk Generate” and “SSL Queue” explicitly display domain validation status and real-time
certificate issuance progress. This interface design improves operational efficiency by eliminating
the need for administrators to perform SSL management through command-line interactions.

3.2.Server-Side Infrastructure (Data Synchronization)

To support the automation requirements, the backend was developed using Laravel 10 (PHP 8.2)
with MySQL as the database management system. The API architecture provided endpoints
optimized for asynchronous job processing. Integration with ZeroSSL and Cloudflare was
implemented through REST APIs to replace manual certificate configuration procedures.
Background processes, including CNAME record creation, ZeroSSL verification triggering, and
DNS record deletion after verification, were executed asynchronously using Laravel Queue workers
and the Scheduler feature. This approach ensured that the main application process remained
responsive during large-scale certificate operations. [25].

Simajuntak et.al (Development of Web Application for Certificate Automation using Cloudflare DNS API and ZeroSSL)
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3.3.Data Validity

A Pearson Product-Moment Correlation analysis was conducted to assess the validity of the 10
System Usability Scale (SUS) questionnaire items. The correlation between each individual item
score and the total score was calculated. For a sample size of N=25, the critical r-table value at a 10%
significance level (04=0.10) is 0.336. The calculated correlation coefficients (rcount) for all ten items
ranged from a minimum of 0.342 to a maximum of 0.894, successfully exceeding the critical
threshold. Consequently, all questionnaire items were deemed valid constructs for measuring
usability within this testing context.

3.4.Data Reliability

The internal consistency of the instrument was evaluated using Cronbach’s Alpha to determine if the
questionnaire yielded stable results across the technical respondent group. The mathematical analysis
produced a total score variance of 30.65 and an accumulated item variance of 6.35, resulting in a
Cronbach’s Alpha coefficient of 0.881. This value significantly surpasses the recommended
minimum threshold of a > 0.70, confirming that the instrument demonstrates excellent internal
reliability and that the collected data is robust for hypothesis testing.

3.5.System Performance and Automation Capabilities (H1)

System performance was assessed to validate the Automation Capabilities construct. Performance
profiling was conducted on the asynchronous queueing mechanism using live domain tests. The
system was subjected to batch requests ranging from 1 to 100 concurrent domains.

The benchmarks demonstrated high internal system efficiency. For small-scale bulk requests (1 to 5
domains), the end-to-end issuance latency from user submission to certificate availability ranged
between 5 to 15 seconds. Under maximum-capacity stress tests (100 domains), the issuance
completion time scaled to approximately 2 to 3 minutes. The observed variance is primarily
attributable to external dependencies (ZeroSSL cryptographic forging speed and Cloudflare DNS
propagation). Despite these external bottlenecks, the application's queue worker successfully
prevented server timeouts. The 3-retry exponential backoff mechanism successfully managed API
delays, proving robust fault tolerance. Therefore, Hypothesis 1 is supported.

3.6. Operational Efficiency Comparison

To illustrate the reduction in manual effort, the experimental results were evaluated in comparison
with the Baseline Model, which represents a manual server-by-server SSL configuration approach.
3.7. Comparison of Baseline vs. Experimental Model

As shown in Table 3, the proposed system significantly reduces both temporal and technical overhead
associated with SSL certificate management, while also alleviating the cognitive burden on
administrators in multi-domain environments.

Table 3. Comparison of Baseline vs. Experimental Model

. Baseline Model (Manual/Certbot ~ Experimental Model (Proposed Improvement
Metric
pet host) Web App)
Execution 10-15 seconds (Certbot CLI / 5-15 seconds (Centralized Web  33% Reduction
Method Manual Issuance via third party =~ Dashboard)
web)
DNS >30 seconds (Manual DNS 3-5 seconds (Automation API ~ 90% faster, Automated
Verification ~ Record Creation) for CNAME Record Record Creation
Creation/Deletion)
Concurrency  >20 minutes (Sequential per- >2 minutes (Asynchronous 90%, Massive reduction
domain issuance) Bulk Issuance - 100 domains) in time-on-task
Visibility Fragmented across server logs Unified real-time tracking Enhanced
interface administrative
transparency
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3.8. Usability Analysis (H2)
User acceptance testing was conducted using the System Usability Scale (SUS) with 25 technical
practitioners, including DevOps professionals, software developers, and IT students. The resulting
SUS scores are presented in Table 4, while the overall score distribution is illustrated in Fig. 6.
Table 4. System Usability Scale (SUS) Questionnaire Results
Calculation Score SUS
Ql Q2 Q Q4 Q Q Q Q8 Q9 Q0 Score
82.5
90.0
82.5
87.5
77.5
90.0
82.5
95.0
90.0
85.0
87.5
80.0
95.0
82.5
90.0
82.5
82.5
90.0
82.5
90.0
82.5
90.0
95.0
85.0
95.0
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Fig. 6. System Usability Scale (SUS) Score Distribution

The evaluation yielded a mean System Usability Scale (SUS) score of 83.5 (standard deviation =
6.7), with individual scores ranging from 75.0 to 95.0. Based on established SUS interpretation
benchmarks, scores above 80 are classified as indicating excellent usability. This result indicates
that, despite the inherent complexity of cryptographic certificate issuance and DNS synchronization
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processes, the proposed interface effectively abstracts system complexity and provides a user-
friendly experience for practitioners. Accordingly, Hypothesis 2 is supported.

This study addressed the operational complexity and scalability challenges associated with host-
centric SSL certificate management. The results indicate that the proposed web-based system reduces
the gap between manual certificate administration and enterprise-level microservice-based platforms.
In contrast to conventional tools such as Certbot, which require local installation and host-specific
configuration, the proposed system centralizes the Domain Validation (DV) process within a unified
interface.

The system automatically retrieves validation data from ZeroSSL and integrates it with Cloudflare
DNS management, thereby reducing the need for manual DNS configuration. In addition, the
implementation of an asynchronous Laravel Queue mechanism enables efficient bulk certificate
issuance without causing external API rate limit violations or synchronous timeout issues. This
architecture also helps mitigate the impact of latency from external services on user operations.

Nevertheless, several limitations were identified. The usability evaluation was conducted with a
relatively small sample of technical participants (N = 25), which may limit the generalizability of the
findings to non-technical administrators. Furthermore, the current implementation relies on a single
Certificate Authority provider (ZeroSSL), introducing a potential single point of failure in the event
of upstream service disruptions.

4. CONCLUSION

This study successfully designed, implemented, and evaluated a centralized web-based SSL
certificate automation system to address the operational complexities of host-centric certificate
lifecycle management. Guided by the Design Science Research (DSR) approach, the development
process applied Agile Scrum methodology to produce a reactive Vue.js interface and a Laravel-based
backend orchestration system. Through native integration with the Cloudflare DNS API and
ZeroSSL REST API, the system effectively abstracted Domain Validation (DV) processes from local
server environments and reduced the need for manual cryptographic configuration.

The evaluation results confirmed that the system met the intended research objectives outlined in the
introduction. The asynchronous queue-based architecture demonstrated strong automation
performance by handling concurrent bulk certificate issuance while mitigating external API rate
limits and avoiding synchronous server timeouts. In addition, the usability evaluation produced a
System Usability Scale (SUS) score of 83.5, indicating excellent usability and confirming that the
centralized dashboard significantly reduced administrative effort and cognitive workload. These
findings demonstrate that abstracting SSL operations into an API-driven orchestration layer improves
efficiency, reduces configuration errors, and supports scalable security management practices in
distributed environments.

Despite these positive outcomes, several limitations were identified. The usability testing involved a
relatively small and highly technical sample (N = 25), which may not fully represent non-technical
users. The system was also not evaluated under extreme enterprise-level load conditions, limiting
insights into large-scale stress performance. Furthermore, the architecture depends on a single
Certificate Authority (ZeroSSL), which introduces a potential single point of failure in cases of
service disruption. Security validation of backend cryptographic storage was also outside the scope
of this study.

To address these limitations, future research should focus on enhancing system robustness and
scalability. Recommended improvements include multi-CA integration (such as Let’s Encrypt and
Google Trust Services) to improve redundancy and availability. Future work should also incorporate
load-balanced queue architectures for large-scale deployment testing and conduct comprehensive
stress and penetration testing. Additionally, stronger security mechanisms such as Hardware Security
Modules (HSM) or advanced encryption techniques for private key storage should be explored to
improve enterprise-grade security assurance.
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