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Abstract

Audio steganography in instant messaging applications such as WhatsApp poses new challenges in the field
of digital security, especially due to the ability to hide data in frequently used formats. This research examines
the effectiveness of steganography detection on WhatsApp audio files by applying a method developed by the
National Institute of Standards and Technology (NIST). This approach was chosen due to its reputation in
security testing standards, but its use in the context of audio steganography on instant messaging platforms
has not been widely explored. The novelty of this research lies in the adaptation of the NIST method
specifically for audio steganography analysis in WhatsApp, which includes testing against various
compression and end-to-end encryption scenarios. The main findings of this research show that the NIST
method successfully improves the accuracy of hidden message detection compared to conventional
steganalysis techniques, especially under the condition of compressed audio files. In addition, this research
also found that the integration of the NIST method enables more effective detection of steganographic data
in encrypted audio files. These results confirm that the NIST method can be successfully adapted for instant
messaging applications such as WhatsApp, making a significant contribution in the improvement of digital
security. This research not only identifies weaknesses in existing steganography techniques, but also
introduces a new framework for more accurate and efficient detection in encrypted environments.
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INTRODUCTION

WhatsApp instant messaging application is one of the most widely used applications because
WhatsApp messenger is not only a medium for sending messages in the form of text only, but also
can send messages in the form of video and audio or sound[1][2][3]. In addition, WhatsApp
Messenger also has a high level of security, namely with end-to-end encryption, where messages
sent are encrypted to avoid criminal acts[4]The very significant use of WhatsApp is because its
users make WhatsApp as one of the platforms to convey messages without being limited by time
and space[5]. However, this application also has a negative side to commit cybercrime[6]. One of
them is the use of audio steganography in instant messaging applications such as WhatsApp
provides new challenges in the field of digital security[7], especially because of its ability to hide
data in frequently used formats[8][9]. In addition, some of the challenges faced when analyzing
audio files on WhatsApp are, data compression, namely this application performs data compression
techniques when a file is sent, of course, it can change the pattern of data inserted through
steganography, making it difficult to detect a message[10][11]. Then end to end encryption, where
the WhatsApp application uses end-to-end encryption for all messages sent, including audio
files[12][13]. This encryption protects the content from third-party access, but also makes
steganographic analysis more complicated because the data must be decrypted before it can be
analyzed[ 14], which usually cannot be done without access to the encryption key and various types
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of audio formats such as MP3, AAC, WAV, and OPUSJ[15]. Each format has different structures
and characteristics, so the steganography techniques used can vary and require detection methods
that are specific to each format[16][17].

This approach was chosen due to its reputation in security testing standards, but its use in the
context of audio steganography on instant messaging platforms has not been widely
explored[18][19]. The novelty of this research lies in the adaptation of the NIST method
specifically for the analysis of audio steganography on WhatsApp, which includes testing against
various compression scenarios and end-to-end encryption[20]. The main findings of this study
show that the NIST method successfully improves the accuracy of hidden message detection
compared to conventional steganalysis techniques, especially under the condition of compressed
audio files.

In addition, this study also found that the integration of the NIST method enables more effective
detection of steganographic data on encrypted audio files. These results confirm that the NIST
method can be well adapted to instant messaging applications such as WhatsApp, making a
significant contribution in the improvement of digital security. This research not only identifies
weaknesses in existing steganography techniques, but also introduces a new framework for more
accurate and efficient detection in encrypted environments.

METHODS

In this study, the investigation process refers to two methods: the National Institute of Standard
Technology (NIST) method, which has several basic stages in the forensic process: collection,
examination, analysis, and reporting. This method is used to carry out the acquisition process on a
smartphone with a Whats App application, while the audio steganography analysis process uses the
Spread Spectrum method.

Proposed Method

At this stage, smartphone acquisition aims to get audio files stored on the WhatsApp application
using the following steps in the NIST method:

Collection Examination Analysis Reporting

Fig. 1. The National Institute Standart of Technology Method[3]

Collection: at this stage, data collection is carried out on the whastapp application to find evidence
in the form of audio files sent to the victim. Examination: In the next step, there will be a process
of identifying data that can be used as evidence. Once determined, the data will be retrieved, the
data retrieval process will be forensically tested. Analysis: The data that has been taken will be
analyzed to look for things that can be used as evidence, especially data on the application.
evidence, especially data on the WhatsApp application. Reporting: The final stage of the forensic
step to find audio files on the WhatsApp application is reporting the results of forensic analysis
from start to finish in the form of a written report so that it can provide recommendations for
improving policies, guidelines, procedures, tools, and other aspects of the forensic process.
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Audio Steganography Method

In this research, the audio files used the audio steganography technique using audio steganography
method.

Cover Audio . Cover Audio

Secret Message Data L b stegafile Comgﬂhun'\c‘at'lon Stego file »  Extracted Message
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Fig 2. Audio Steganography Method[15]

In this research, a method approach is proposed by implementing a multi-encryption process where
the first encryption pattern uses a matching algorithm to encrypt a message into an audio file, then
utilizes the least significant bit (LSB)[21]. After the message is inserted into the audio cover, the
result is a file called a stego file. This stego file is then sent through the WhatsApp application to
ensure the security of the message remains safe, during transmission, the stego file looks like a
normal audio file, so it does not arouse suspicion. The LSB technique uses a key to increase security
by randomizing the position where the message is inserted, so that only recipients who have the
key can extract the message. This method is divided into three parts, namely the compression
process in which the audio file to be encrypted is first subjected to a compression process with the
aim of avoiding detection[22], then the second stage is the encryption process The encryption
process converts the audio file to be sent to binary data, while the receiver undergoes a decryption
process to reveal the contents of the encrypted file, and the third process is the
embedding/deembedding process This process deals with hiding the secret file into the secret file
into the object while the receiver at the destination undergoes the de-embedding process by
extracting the file[23].

Case Scenario

The purpose of this case scenario is created and run in order to facilitate the investigation process.
This research creates a case scenario that is run on WhatsApp on an Android smartphone, which
can be explained in Figure 3 with the following scenario flow:

First, the suspect (Account A) initially sends a threatening message to the victim (Account B) after
sending several messages in the form of text, the suspect then sends a file in the form of audio to
the victim (Account B), then the victim (Account B) tries to open the file, but the file when run or
played sounds a voice but is unclear and cannot be understood by the victim (Account B), then the
victim (Account B) reports to the authorities or police to reveal the contents of the message
contained in the audio file.

The authorities then issued a warrant to search the suspect (account A) to secure electronic
evidence, namely a Xiaomi Redmi Note 10 Pro smartphone used to make threats and send audio
files via the WhatsApp application.
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Figure 3. Case Scenario

One of the stages that a digital forensic investigator must carry out is The Chain of custody to secure
and protect digital evidence. In this study, digital evidence is messages and audio files on the
WhatsApp application. All data on WhatsApp related to the case scenario above will be analyzed
on the victim's device (account B).

This research, of course, requires supporting tools to perform forensic analysis. The tool is divided
into two, namely hardware and software. The hardware used is a Lenovo laptop and Xiaomi Redmi
Note 10 Pro Smartphone, while the software used is Mayestik rooting and Final Mobile Forensic.
Smartphone Acquisition

The first step is to confiscate one Redmi Note 10 smartphone belonging to the victim (account B),
then carry out acquisition and analysis to find data and information contained in digital evidence.
Then, the tools and materials used to collect all potential digital evidence are complete

FINAL Forensics

Acquisition

i e
“ O pe e o0 o P P A S et Sy o b S g b L4

Figure 4. Evidence Acquisition Process on Smartphones

Based on figure 4 shows the process of acquiring Xiaomi Redmi Note 10 Pro smartphone evidence.
There are items that are the goal or target of acquisition, namely dump media and property. In dump
media, the total file downloads are 1,820,518,859, while in property, there are a total of 40,539
downloads.
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Figure 5. Analysis of Smartphone Evidence

Based on Figure 5, it can be explained that the process of analyzing evidence in
audio files is found at the filelocation/sdcard/Android/media/com .WhatsApp/WhatsApp/Databas
e/ with the name Secret message audio edit.wav with data type Multimedia/Other Important files,
which means that the file is sent via WhatsApp which is then stored in the database with a file size
of 428.8 KB and last write time 2022-12-20 AM 09:11:49 and then export the file to be analyzed
at the next stage.

Audio File Analysis

After acquiring the smartphone evidence, an audio file was found, which was then analyzed to
obtain information. This analysis uses Audacity audio tools to perform spectrogram and frequency
analysis to determine the frequency distribution in the audio file,

Can't play

Cowe

Figure 6. Error Secret Message Audio File Edit.wav

Based on figure 6, when the audio file is run, there is a statement that the file is an error or corrupt
with the code 0xc00d36¢4. The corrupt file is then suspected of being an encrypted file, so it needs
to be decrypted in order to find the information in it. The decryption process is carried out

Abdul Haris Muhammad et.al (National Institute of Standard Technology (NIST) Method Approach ...... )



ISSN: 2714-6685 Mobile and Forensics m 30
Vol. 6, No. 2, September 2024, 25-33

using several scripts, which are then run to get the key file. In the file, there is a key with the valu
e b'871q5Dz3sDPHD2Ez0f6 DMLcBEIVUESVIaCILNMAdneQ='", which is then used to decrypt.

In [12]: fernet=Fernet(key)

with open('secret message edit.uav','rb') as enc_file:
encryoted=enc_file.read()

decrypted=fernet. decrypt (encrypted)

with open('secret message edit dec.wav','wb') as dec_file:
dec_file.urite(decrypted)

Figure 7. Decryption process of Audio Secret Edit.wav file
Based on figure 7, After decryption, the frequency of the sound is analyzed using the spectrogram

method to see the information from the file sent by the perpetrator (account A) to the victim
(account B).
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Figure 8 Frequency analysis of the Secret Edit.wav audio file

Based on the figure 8, it can be explained that there are several changes in the spectrogram in the
audio file being analyzed, namely changes that occur suddenly can indicate data or message
insertion. Analysis of Frequency Changes The initial frequency is at 30 Hz which is in a very low
range, then there is a very significant increase of 100 Hz. This increase can indicate the beginning
of the data insertion process or audio manipulation, then an increase occurs from 100 Hz to 1000
Hz, this increase is suspected of data or information being hidden which usually does not occur in
audio files consistently. This significant change in frequency can indicate the insertion of a
message or data through steganography techniques. These changes are designed to be undetectable
especially if they only occur for a short period of time at different frequency ranges. Then the
change in frequency variation from 30 Hz to 1000 Hz over a wide enough spectral range can be
used to hide more messages especially if frequency-based steganography techniques are used,
whereas unusually large frequency spikes over a short period of time are a common characteristic
of intentional signal manipulation to hide information.
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Figure 9. Spectrogram analysis of secret message edit.wav audio file

After analyzing the frequency and then analyzing the spectrum of the audio file, a text message
with a JPG extension was found, and it read, “See you in heaven from this place.” Then, there are
the numbers 9.696179 and 127.373239. From the above spectra, it is clear that the anomaly changes
in certain frequency patterns that are not present in the original audio file due to a decrease in
intensity, then from the above results it can also be explained that the insertion of the message in
the audio file results in noise in several parts of the frequency spectrum and the most prominent
thing in the analysis of this audio file is the occurrence of sound distortion which results in damage
to audio quality and has an audio signal pattern that is not sealing related when compared to the
original signal pattern, such as the occurrence of repetitive signal patterns or there are truncated
parts in the frequency time spectrum. Furthermore, to analyze further related to the numbers
contained in the audio file, it is entered into the map application, and the results are directed to a
certain place that has been planned by the perpetrator (account A).

CONCLUSIONS

The National Institute of Standards and Technology (NIST) method approach for the analysis of
audio files containing hidden text messages in the frequency spectrum has proven that this standard
can significantly improve the effectiveness of audio steganography detection. With NIST's ability
to detect and analyze abnormal patterns in the frequency spectrum, this research successfully
identified hidden messages that were previously difficult to detect with conventional techniques.
The implications of these findings for digital forensic investigations are profound. Firstly, the
integration of NIST methods into forensic analysis tools can strengthen steganography detection
capabilities in increasingly complex digital environments, particularly in messaging applications
such as WhatsApp that use compression and encryption. Secondly, the findings also pave the way
for further development of more sensitive and specific steganography detection methods, which
can handle a variety of file formats and increasingly sophisticated steganographic techniques.

In the future, strengthening and improving these detection methods will be crucial in ensuring
digital security, both for personal data protection and in the context of law enforcement.
Improvements to audio steganography detection methods such as the application of transform
techniques like Fast Fourier Transformation (FFT), Wavelet Transform, or Short-Time Fourier
Transform (STFT) to analyze spectral changes in audio files that may indicate the presence of
steganography will not only help in identifying hidden security threats, but will also contribute to
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the development of new standards in digital forensics that are more adaptive and responsive to
future messaging technologies.
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