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Introduction 
The rapid advancement of information and communication technology (ICT) has precipitated 

transformative changes across societal sectors, including education Lavicza et al (2022). Within this 

digital landscape, educators and students now access diverse online learning resources, engage in 
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  This systematic literature review examined teachers’ digital security 

awareness, competencies, and implementation practices in 

educational settings. Guided by PRISMA and the PICOCS framework, 

the study analyzed publications from Scopus and Google Scholar 

between 2012 and 2024. Of 526 identified records, 47 studies met 

the inclusion criteria and passed quality assessment. The findings 

showed that teachers generally possessed adequate awareness of 

basic digital security threats, such as viruses and phishing, but had 

limited understanding of advanced security practices. Three key 

competency domains were identified: technical knowledge, 

pedagogical skills, and professional attitudes. The implementation of 

digital security in teaching was often inconsistent due to inadequate 

training, limited resources, and insufficient institutional support. A 

significant gap remained between teachers’ awareness and their 

practical application of security measures. The review highlights the 

importance of targeted professional development and stronger 

institutional support to improve digital security literacy and 

educational practice among teachers. 
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virtual communication, and transcend geographical limitations, significantly altering the educator’s 

role Otts et al (2021). However, this ICT integration concurrently introduces significant 

cybersecurity risks. As the proliferation of internet-connected devices and the volume of shared 

data escalate, ensuring digital security has emerged as a critical imperative for educational 

institutions García-Peñalvo (2021). Digital security is essential for safeguarding sensitive personal 

information, preserving digital asset integrity, and mitigating cyber threats. 

For educators, digital security literacy encompassing requisite knowledge, competencies, and 

the application of best practices is paramount to protect themselves, their students, and the broader 

educational environment from risks including data breaches, malware, and other cyberattacks 

Stobert et al (2018). Understanding educators’ perceptions and levels of digital security awareness 

is foundational for developing effective strategies to promote robust cyber hygiene practices. As 

primary handlers of information within educational systems, teachers’ awareness and 

comprehension of cybersecurity principles are indispensable Bacak et al (2022). Investigating 

educators’ perceptions regarding digital security is crucial to identify gaps and challenges hindering 

the adoption of optimal security practices Chou and Chou (2016). Furthermore, examining factors 

influencing these perceptions such as prior training, technological proficiency, and institutional 

support structures can inform targeted interventions to foster a culture of cyber resilience within 

educational frameworks Sánchez-Cruzado et al (2021). 

Digital security encompasses the protection of information and digital assets against 

unauthorized access, use, disclosure, disruption, modification, or destruction. It comprises a 

comprehensive suite of practices and technologies designed to ensure the confidentiality, integrity, 

and availability (CIA triad) of data and digital systems Singh (2002). Establishing a robust digital 

security posture requires fostering a proactive and responsible culture, thereby contributing to a 

more accountable and trustworthy digital environment Maathuis and Chockalingam (2022). Digital 

security is intrinsically linked to cybersecurity, which specifically addresses the protection of 

internet-connected systems, networks, and devices from malicious cyber threats Schiliro (2023). 

Organizations must therefore adopt clearly defined strategies for effective digital security risk 

management, including encryption protocols, access controls, firewalls, intrusion detection and 

prevention systems, and comprehensive security policies (Ghauri, 2021; Gorodianska, 2021). 

Existing research underscores the critical importance of digital security in educational settings; 

however, a significant gap persists in understanding educators’ perceptions of digital security and 

the requisite competencies for addressing cybersecurity challenges within classrooms (Arsenovych, 

mailto:joves@mpv.uad.ac.id
http://journal2.uad.ac.id/index.php/joves


 
 

JOVES Vol 9. No.2 November 2026 p. 349- 370 
Email      :  joves@mpv.uad.ac.id  
Website  : http://journal2.uad.ac.id/index.php/joves  

 

 

 Shaping Awareness, Competence, and … (Setiawan.Y et.al)                                                         351 
 

 
 

2022; Petrov et al., 2022). Empirical findings indicate that many educators lack sufficient awareness 

of digital security risks and possess inadequate competencies to effectively safeguard themselves 

and their students against cyber threats (Guerrero et al., 2019; Pencheva et al., 2020). This 

competency deficit can precipitate serious consequences, including personal data breaches, 

disruptions to instructional continuity, and violations of privacy regulations and legal standards 

Sapanca and Kanbul (2022). Furthermore, despite the widespread adoption of digital technologies 

in curricula and instructional methodologies, the mechanisms by which educators embed digital 

security principles into their pedagogical practices remain poorly understood (Gallego  et al., 2019; 

Guerrero et al., 2019; Torres-Hernández and Gallego, 2023). Educators frequently encounter 

barriers to effective technology integration, often attributable to insufficient professional 

development, limited institutional support, and resource constraints (Akram et al., 2022; Pérez-

Sánchez et al., 2022). 

A comprehensive systematic literature review (SLR) is required to address this gap through the 

synthesis of extant findings and identification of areas warranting further investigation. This SLR 

aims to advance understanding of educators’ perceptions regarding digital security, the 

competencies essential for addressing cybersecurity challenges, and the integration of digital 

security practices within educational environments. By critically analyzing relevant empirical 

research, the review seeks to delineate the current landscape, identify emergent trends, and 

formulate evidence-based recommendations for both future scholarship and educational practice. 

This SLR is guided by three research questions: (1) What perceptions and conceptual 

understandings of digital security do educators hold? (2) Which digital security competencies  are 

essential for educators? (3) How is digital security implemented within pedagogical processes? 

Addressing these questions contributes significantly to the fields of vocational education and 

educational technology, providing critical insights into digital security’s role in education and 

informing the development of targeted strategies to enhance digital security awareness, 

competencies, and implementation practices among educators. 

 

Method 

This systematic literature review was conducted in accordance with the methodological 

guidelines established by (Kitchenham et al., 2009; Petersen et al., 2015; Sinoara et al., 2017). The 

research process comprised three sequential phases: Planning, Development, and Results 

Preparation, as depicted in Figure 1. 
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Fig 1: Three-stage systematic review research process . 

 

Phase 1: Planning 

a. Review Protocol 

To establish the scope of the systematic review, the PICOCS (Population, Intervention, 

Comparison, Outcomes, Context, Study Design) method proposed by Kitchenham et al (2009) 

was employed. Table 1 presents the PICOCS framework applied in this review. 

Table 1. PICOCS Framework Applied in This Review 
PICOCS Component Criteria 
Population (P) Teachers globally 
Intervention (I) Interventions related to digital security aimed at teachers 
Comparison (C) No specific comparison; teachers’ perceptions, competencies, and 

application of digital security were categorized and synthesized 
Outcomes (O) Perception, competence, and application of teacher digital security 

competence in learning 
Context (C) Digital security competency of teachers globally 
Study Design (S) Relevant studies (quantitative, qualitative, or mixed methods) 

 

b. Inclusion and Exclusion Criteria 

To select the most relevant studies for answering the research questions, explicit inclusion 

and exclusion criteria were established prior to the search, as outlined in Table 2.  

Table 2. Inclusion and Exclusion Criteria 
Criterion Description 

Time span 2012–2024 
Inclusion Criteria English-language documents; published in peer-reviewed journals, 

conference proceedings, or book series; observational studies; final 
publications; documents that address the research questions; focus on 
digital security for teachers 

Exclusion 
Criteria 

Documents not related to the research questions; non-English language; 
duplicate records; incomplete attributes; non-final versions; title and 
content irrelevant to digital security in teacher education 
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c. Search Strategy 

Two academic databases were selected for the search: Scopus and Google Scholar. The search 

was conducted through the second week of April 2024. These databases were chosen for their 

relevance to the field and coverage of educational technology and cybersecurity research. Keywords 

were combined using the Boolean operators AND and OR, and an asterisk (*) was applied to include 

singular and plural forms. Customized search strings for each database are presented in Table 3. The 

review protocol was validated by a professor in the field of vocational technology education (the 

second author) to ensure transparency and rigor (Page and Moher, 2017; Perestelo, 2013). The data 

are displayed in Table 3 and 3a. 

Table 3. Database Search Strings 
Database Search String 

Scopus 

(AI OR digital* OR literac* OR competence* OR ability* OR skill* AND security* 
OR safet* AND education* OR teacher* OR teaching* OR stud* OR voca*, online* 
OR AI OR digital AND competence* OR ability* OR skill* OR literac* AND 
security* OR safet* AND education) 

Google Scholar 
(("perception of teachers" OR "teacher's understanding") AND "digital 
security"); ("digital security competence" AND "teacher"); ("implementation of 
digital security" AND "learning" AND "teacher") 

 
Table 3a. Specific Keywords Used in Database Searches 

Database Keyword Category Keywords Applied 

Scopus 

Population teacher*, education*, stud*, voca* 
Intervention / 
Domain 

digital*, AI, literac*, competence*, ability*, skill*, 
online* 

Outcome security*, safet* 

Google 
Scholar 

Perception "perception of teachers", "teacher's understanding" 
Competence "digital security competence", "digital security" 
Application "implementation of digital security", "learning", 

"teacher" 

 

Boolean operators AND and OR were used to combine terms; an asterisk (*) captured variant 

word forms (e.g., teacher* retrieved "teacher," "teachers," "teaching").  

Phase 2: Development 

a. Selection of Primary Studies 

Literature from the Scopus database was searched and filtered using the Watase Uake web 

application Wahyudi (2024), while Google Scholar records were screened manually. All 

retrieved documents were organized using Microsoft Excel LTSC. The selection of primary 
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studies followed the PRISMA flow diagram, presented in Figure 2, encompassing four stages: 

identification, screening, eligibility assessment, and inclusion. 

At the identification stage, 526 documents were retrieved (419 from Scopus; 107 from 

Google Scholar). During screening, Scopus duplicates, incomplete records, and discontinued 

documents were removed automatically by the Watase Uake application, reducing this pool to 

226 records. Google Scholar records were manually filtered using the duplicate-removal 

function in Excel and Mendeley. At the eligibility stage, titles, abstracts, and keywords of each 

document were examined against the exclusion criteria and search strings, yielding a total of 

88 documents (43 from Scopus; 45 from Google Scholar). Subsequently, 41 studies were 

excluded because they did not answer the research questions, were not teacher-specific in 

context, or could not be retrieved in full text. Ultimately, 47 peer-reviewed articles were 

included for in-depth analysis. No conflict of interest was identified among the included studies. 

PRISMA Flow Diagram explained in Figure 2. 

 

Fig 2: PRISMA Flow Diagram. 
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b. Study Quality Assessment 

To ensure the rigor of included evidence, a comprehensive quality assessment was carried 

out using three complementary methods. First, a quantitative quality checklist comprising 10 

items was applied to all included studies (Table 4). The checklist was formulated based on 

criteria recommended by (Kitchenham et al., 2009; Petticrew & Roberts, 2008; Riaz et al., 

2009), and subsequently adapted to the focus of the present study. The 10 items assess the 

following aspects of each included study: (Q1) relevance to teacher digital security training; 

(Q2) clarity of methodology; (Q3) teacher-specificity of the study population; (Q4) 

identification of study design; (Q5) clarity of study objectives; (Q6) attention to teachers’ 

perceptions of digital security; (Q7) explanation of required teacher competencies; (Q8) 

examination of how teachers integrate digital security into instruction; (Q9) presence of a 

model or framework for digital security competency; and (Q10) alignment of research 

questions with problem solutions. Each item was scored on a three-point scale: Yes = 1, Partly 

= 0.5, No = 0. A minimum aggregate score of 7 out of 10 was established as the inclusion 

threshold, ensuring that only methodologically rigorous and contextually relevant studies were 

retained. Studies scoring below this threshold were excluded regardless of their topical 

relevance. 

Second, a professor in the field of vocational technology education (the second author) 

verified the accuracy of the extracted information and conducted an in-depth analysis of all 

included articles. Third, the AMSTAR checklist Shea et al (2017) was applied to evaluate the 

overall quality of the systematic review process. The data are displayed in Table 4. 

Table 4. Study Quality Assessment Checklist 

Item Quality Criterion Yes No Partly 
Q1 Is the goal related to teacher training in digital security 

competence? 
   

Q2 Is the methodology clearly described?    
Q3 Are the study population participants teachers?    

Q4 Is the study design clearly identified?    
| |    
| |    

Q9 Does the study present a model or framework for digital security 
competency? 

   

Q10 Do the research questions lead toward solutions to the stated 
problem? 
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Table 5. Quality Evaluation Criteria for Included Studies 

Evaluation Aspect High Quality Medium Quality Low Quality 
Relevance Directly addresses one 

or more research 
questions 

Indirectly addresses 
one or more research 
questions 

Does not address the 
research questions 

Methodology Uses robust 
methodology 
appropriate to study 
objectives 

Uses adequate 
methodology, though 
not fully aligned with 
objectives 

Uses weak 
methodology not 
appropriate to study 
objectives 

Quality of 
Findings 

Findings are valid and 
reliable 

Findings are 
reasonably valid, with 
some limitations 

Findings are invalid 
or unreliable 

Contribution 
Value 

Provides significant 
contribution to 
understanding the 
research topic 

Provides a moderate 
contribution to 
understanding the 
research topic 

Does not provide a 
significant 
contribution to 
understanding the 
research topic 

 

c. Data Extraction and Synthesis 

Data extraction was organized through two stages to address the three research questions. 

First, metadata from each primary study were extracted, including author, title, abstract, 

keywords, DOI, year of publication, database, document type, and language. Second, study 

content was categorized according to the following dimensions: study objectives, study type, 

teachers’ perceptions of digital security, digital security competencies required of teachers, and 

how teachers implement digital security in learning. Study types were classified following the 

taxonomy described by Barros (2018), correlational studies (CS), descriptive studies (DS), 

descriptive and correlational studies (DCS), exploratory studies (ES), systematic review studies 

(SR), and non-experimental studies (NES). Study objectives were classified according to the 

framework proposed by Tonella et al (2007). Data synthesis is presented in the Results and 

Discussion section. 

Table 6. Included Primary Studies (n = 47) 

No. Title Authors (Year) 

1 
Integrating Security in the Computer Science Curriculum Siraj A, Taylor B, Kaza S, G S (2015) 

2 How to Transfer Cyber Security Skills? Đekić M (2022) 
| 
| 

| 
| 

| 
| 

46 
Upper-Basic Schoolteachers’ Beliefs about Their Students’ 
Awareness of Digital Citizenship 

Daher W, Omar A, Swaity H, et al. 
(2022) 

47 
Development of Digital Competence in Secondary Education 
Teachers’ Training 

Fraile MN, Peñalva-Vélez A, 
Lacambra AM (2018) 
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Results and Discussion 

The following section presents and interprets findings from the 47 included primary studies 

across the three research questions: (1) teachers’ perceptions and understanding of digital security; 

(2) digital security competencies essential for educators; and (3) the implementation of digital 

security in the learning process. 

a. RQ1: Teachers’ Perceptions and Understanding of Digital Security  

Teachers’ perceptions and understanding of digital security constitute a fundamental 

determinant of their behavior and practice in maintaining secure educational environments. 

Through narrative synthesis, the included studies revealed that teachers define digital security in 

variable ways. Most teachers conceptualized it as the protection of data, information, and personal 

identity from threats arising from the use of digital technology (Chou and Chou, 2016; Daher et al., 

2022; Gallego-Arrufat et al., 2019; Torres-Hernández and Gallego-Arrufat, 2022). This definition 

aligns broadly with accepted conceptions in the information security literature, which include the 

protection of data, privacy, and responsible digital practice Tomczyk (2020). Teachers emphasized 

awareness of threats such as malware, identity theft, and hacking, as well as the importance of 

preventive measures. Aspects such as online privacy, ethical behavior in cyberspace, copyright 

protection, prevention of cyberbullying, and financial transaction security were also highlighted 

(Khramova et al., 2018; Tomczyk, 2020). 

However, several studies revealed that some teachers held a more limited understanding, 

focusing exclusively on viruses and hacking while overlooking risks such as online fraud, privacy 

violations, and technology misuse Tomczyk (2019a). This gap between teachers’ definitions and the 

comprehensively accepted definition in the information security literature represents a critical 

concern Schiliro (2023). In contrast, a minority of teachers demonstrated more comprehensive 

understanding, encompassing encryption, digital identity management, and protection of sensitive 

data (Latorre-Medina and Tnibar-Harrus, 2023; Zakia and Yana, 2023). These findings enrich the 

theoretical framing of digital security in education by confirming that it cannot be reduced to 

technical knowledge alone; teachers’ subjective perceptions and definitional boundaries 

substantially shape their protective behaviors Bacak et al (2022). 

1. Level of Understanding and Risk Awareness 
With respect to teachers’ level of understanding of specific digital security risks including 

malware, phishing, and data theft findings were similarly heterogeneous. Several studies found 

that most teachers possessed adequate understanding of common threats and reported 

implementing practices such as password-based device protection and virus prevention 
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(Kumar et al., 2019; Tomczyk, 2019b). However, other studies identified limited knowledge of 

digital security and online data protection among teachers, particularly regarding advanced 

threats and technical safeguards (Chou and Chou, 2016; Elmalı et al., 2020; Khramova et al., 

2018). Regarding good security practices such as using strong passwords and updating 

software, levels of understanding also varied considerably, with some teachers requiring more 

structured education (Dipak, 2023a; Gallego-Arrufat et al., 2019; Rodrigues, 2020; Torres-

Hernández and Gallego-Arrufat, 2023). Additionally, noted that effective digital security 

awareness includes maintaining minimal personal information on social media, accepting 

requests only from trusted contacts, and activating security features on devices.  

2. Factors Influencing Teachers’ Perceptions 
Educational background and training emerged as the strongest predictors of teachers’ 

digital security understanding. Teachers with specialized education or training in digital 

security demonstrated superior threat recognition and more consistent adoption of security 

practices (Elmalı et al., 2020; Fraile et al., 2018; Gallego-Arrufat et al., 2019; Torres-Hernández 

and Gallego-Arrufat, 2023), while those lacking such preparation exhibited more limited 

understanding Chou and Chou (2016). Experience with digital technology was also positively 

associated with security awareness and implementation of protective measures (Tomczyk, 

2019b; Zakia and Yana, 2023). Notably, age and years of professional experience did not emerge 

as significant differentiating factors; younger and older teachers displayed comparable levels 

of digital security understanding (Elmalı et al., 2020; Khramova  et al., 2018). This finding 

challenges the assumption that older teachers are less digitally security-literate; rather, it 

suggests that training and hands-on experience not chronological age drive competence 

development (Vila-Counago et al., 2020). Additional factors including personal motivation, 

access to learning resources, and institutional support were also identified as influential, 

indicating that the relationship between background and security understanding is non-linear 

(Daher et al., 2022; Roll and Ifenthaler, 2021; Tsvetkova and Kiryukhin, 2019). 

b. RQ2: Digital Security Competencies Essential for Educators 

Having established the landscape of teachers’ perceptions, this section synthesizes findings 

regarding the specific competencies educators require to address digital security challenges 

effectively. The synthesis of included studies revealed three core domains of digital security 

competency that teachers should possess: (1) knowledge of digital security threats and practices, 

(2) technical skills in using security tools, and (3) attitudes and behaviors that support a culture of 

digital security. Table 7 provides a summary of these domains and their key components. 
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Table 7. Summary of Core Digital Security Competency Domains for Educators 
Competency Domain Key Components Representative Studies 

Knowledge (Technical) Threat recognition (malware, phishing, 
ransomware, DDoS); knowledge of 
security tools (antivirus, VPN, 
encryption, firewall); password 
management; data backup 

(Dipak, 2023a; Krašna & 
Bratina, 2012; Latorre-
Medina & Tnibar-Harrus, 
2023; Marchisio et al., 2022; 
Starkey, 2020) 

Skills (Pedagogical-
Technical) 

Operation of security software and 
devices; incident identification and 
response; critical evaluation of digital 
content; integration of security topics 
into curricula 

(Dipak, 2023a; Gümüş et al., 
2023; Krašna & Bratina, 
2012; Marchisio et al., 2022; 
Randelović et al., 2017; 
Starkey, 2020) 

Attitudes & Behaviors 
(Professional) 

Risk awareness; personal 
responsibility; promotion of digital 
security culture; student monitoring; 
parental collaboration; continuous 
professional learning 

(Gallego-Arrufat et al., 2019; 
Torres-Hernández & 
Gallego-Arrufat, 2023) 

 

1. Knowledge of Digital Security Threats and Practices 

Teachers must possess comprehensive knowledge of the diverse landscape of digital 

security threats, including malware (viruses, trojans, worms, ransomware), phishing attacks, 

hacking, DDoS attacks, data theft, personal information leaks, cyberbullying, and social 

engineering (Dipak, 2023a; Krašna and Bratina, 2012; Latorre-Medina and Tnibar-Harrus, 

2023; Marchisio et al., 2022; Starkey, 2020). These threats can cause substantial harm at both 

individual and organizational levels, including data loss, account compromise, and financial 

damage. To mitigate such threats, teachers must be knowledgeable about security software 

(antivirus, firewall, data encryption, VPN), the use of strong and unique passwords, regular 

software updates, phishing awareness, and data backup procedures (Dipak, 2023a; Gümüş et 

al., 2023; Krašna and Bratina, 2012; Marchisio et al., 2022; Randelović et al., 2017; Starkey, 

2020). Teachers who possess this foundational knowledge are better positioned to model 

responsible digital security behavior for their students and to identify institutional 

vulnerabilities before they escalate into incidents Gallego-Arrufat et al (2019) 

2. Digital Security Skills 

Beyond knowledge, teachers must develop practical skills in operating security software 

and devices such as antivirus programs, firewalls, and data encryption tools (Kuzminykh et al., 

2021; Marchisio et al., 2022; Randelović et al., 2017) . Proficiency in these tools is essential for 

preventing malware attacks, phishing, and other cyber threats. Equally important are teachers’ 
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skills in identifying suspicious behavior such as abnormal network activity or phishing 

messages and responding appropriately when security incidents occur, including blocking 

unauthorized access, isolating compromised systems, and reporting incidents to relevant 

authorities (Marchisio et al., 2022; Roll and Ifenthaler, 2021). Critical evaluation of digital 

content, recognition of emerging threats, and timely adoption of appropriate precautions also 

constitute essential skill components (Kim et al., 2017; Kuzminykh et al., 2021). The literature 

consistently emphasizes that these skills must be sustained through continuous professional 

development, as the digital threat landscape evolves rapidly (Gallego-Arrufat et al., 2019; 

Latorre-Medina and Tnibar-Harrus, 2023; Torres-Hernández and Gallego-Arrufat, 2022). 

3. Digital Security Attitudes and Behaviors 

Attitudes and behaviors represent the third and equally critical domain of digital security 

competency. Teachers must maintain heightened awareness of digital security risks, actively 

safeguard students’ personal information and sensitive data, and assume responsibility for 

maintaining security within the learning environment (Çiftçi & Delialioğlu, 2016; Gümüş et al., 

2023; Kopecký et al., 2022; Sapanca and Kanbul, 2022). This includes following recommended 

security practices such as using strong passwords, refraining from carelessly sharing personal 

information, and staying current with evolving threats as well as educating students about safe 

digital practices and promoting cyber-ethical behavior (Dipak, 2023b; Fraile et al., 2018; Krašna 

and Bratina, 2012; Starkey, 2020). Teachers should also monitor students’ online activities and 

collaborate with parents to reinforce safe practices in both school and home environments 

(Gallego-Arrufat et al., 2019; Gümüş et al., 2023; Martin et al., 2023; Tomczyk, 2019b). 

Continuous professional training in digital security is thus identified as an urgent prio rity 

across multiple included studies (Fraile et al., 2018; Gallego-Arrufat et al., 2019; Latorre-

Medina & Tnibar-Harrus, 2023; Marchisio et al., 2022; Randelović et al., 2017; Torres-

Hernández and Gallego-Arrufat, 2023). 

These three competency domains are consistent with the broader model of digital literacy, 

which situates security competence as a multidimensional construct integrating cognitive, 

psychomotor, and affective dimensions (Fraile et al., 2018; Gallego-Arrufat et al., 2019; Latorre-

Medina and Tnibar-Harrus, 2023; Marchisio et al., 2022; Randelović et al., 2017; Torres-

Hernández & Gallego-Arrufat, 2023). The pedagogical implication is that teacher preparation 

programs must address all three domains systematically, rather than privileging technical 

knowledge at the expense of attitudinal and behavioral development Marchisio et al (2022). 
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c. RQ3: Implementation of Digital Security in the Learning Process 

The implementation of digital security in the learning process encompasses three interrelated 

dimensions: curricular integration, safe use of digital technology, and institutional policies and 

guidelines. 

1. Integration of Digital Security in the Curriculum 

The development of students’ digital security competencies requires deliberate and 

structured curricular integration. Included studies identified several strategies employed by 

teachers to embed digital security content within their instructional practice. Teachers 

developed specialized learning modules covering topics such as personal data protection, cyber 

threat identification, digital ethics, and safe password use (Dionysiou and Ktoridou, 2012; 

Dooley et al., 2016; Martínez Mayoral et al., 2017; Redmiles et al., 2016; Starkey, 2020). These 

modules were integrated into subjects such as ICT and, in some cases, language instruction 

Leary et al (2016). Activity-based approaches including collaborative projects focused on 

online security risk identification, data security principles instruction, and cybersecurity 

simulations were also reported as effective (Dooley et al., 2016; Instefjord adn Munthe, 2016; 

Rodrigues, 2020). Applied assignments involving real-world security scenarios, cyber attack 

simulations, and digital security case studies provided opportunities for students to develop 

practical competencies (Dionysiou and Ktoridou, 2012; Wolfenden, 2019). Available resources 

such as the Security Knitting Kit, the Security Injections Towson modules, and cyber range 

platforms further enabled authentic learning experiences (Langner et al., 2022; Siraj et al., 

2015). Organizing material around current practice situations and embedding practical 

exercises into instruction were also identified as effective strategies for ensuring the relevance 

and applicability of digital security learning Langner et al (2022). 

2. Safe Use of Digital Technology 

The safe use of digital technologies in teaching practice constitutes an essential 

implementation dimension. Teachers were found to select security-tested applications, ensure 

that software was regularly updated, and provide training to students on appropriate software 

use (Instefjord and Munthe, 2016; Stobert et al., 2018). In online learning contexts, teachers 

implemented secure connection practices (e.g., VPN use), encrypted sensitive data, protected 

student privacy, and conveyed the importance of digital security to students (Krašna and 

Bratina, 2012; Martínez Mayoral et al., 2017; Tammaro and D’Alessio, 2016). Additional 

strategies included instructing students not to share personal information online, the use of 
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strong passwords, and ensuring encryption of all sensitive data transmissions during online 

sessions (Leary et al., 2016; Redmiles et al., 2016; Starkey, 2020). Multidisciplinary professional 

development including training in learning media creation, peer collaboration, and targeted 

capacity-building initiatives was identified as an effective approach to improving teachers’ 

digital security competence in practice (Islami et al., 2022). Gender-based differences in 

perceived competence were also noted, with female pre-service teachers expressing greater 

need for additional training compared to their male counterparts (Latorre-Medina and Tnibar-

Harrus, 2023). 

3. Digital Security Policies and Guidelines in Schools 

Institutional policies and guidelines are fundamental enablers of a secure educational 

environment. The literature consistently identified the need for clear, comprehensive digital 

security policies covering access restrictions to harmful websites, strong password 

requirements, procedures for information sharing and incident reporting, and rules governing 

personal device use in school (Cole and Kritzer, 2009; Krašna & Bratina, 2012; Leary et al., 2016; 

Starkey, 2020; Tammaro and D’Alessio, 2016). Such policies must involve all relevant 

stakeholders, including teachers, students, parents, and school administrators (Martínez  et al 

(2017). Incident response procedures should include immediate reporting to authorities, 

isolation of the affected system, forensic investigation, vulnerability remediation, and remedial 

training for staff and students (Dionysiou and Ktoridou, 2012; Dooley et al., 2016; Estrada et al., 

2022; Instefjord and Munthe, 2016; Wolfenden, 2019). Teachers play a central role in enacting 

these policies, educating students about digital security, enforcing institutional guidelines, and 

fostering a culture of shared cyber responsibility (Dipak, 2023a; Gallego-Arrufat et al., 2019; 

Gümüş et al., 2023; Marchisio et al., 2022; Sapanca and Kanbul, 2022; Torres-Hernández and 

Gallego-Arrufat, 2022). 

4. Theoretical and Practical Implications 

The findings of this review carry significant theoretical implications for the 

conceptualization of digital security in education. Prior scholarship has largely centered on 

technical and institutional dimensions of cybersecurity, with insufficient attention to the 

teacher as a key actor Bacak et al  (2022). This review extends existing theory by demonstrating 

that educators’ digital security competence is a multidimensional construct shaped by 

educational background, professional training, technological experience, and psychological 

factors including perceptions and attitudes (Torres-Hernández and Gallego-Arrufat, 2023). 
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Based on these findings, a holistic model or framework for improving teacher digital security 

competence should incorporate context-sensitive training programs, accessible learning 

resources, institutional environmental support, and ongoing evaluation and feedback 

mechanisms (Lavicza et al., 2022; Marchisio et al., 2022). 

Practically, the findings call for comprehensive and continuous professional development 

programs for teachers covering knowledge, skills, and attitudinal dimensions of digital security, 

tailored to teachers’ backgrounds and institutional contexts Fraile et al (2018). These programs 

should be supported by digital modules, online learning platforms, and professional 

communities of practice to facilitate knowledge exchange Kuzminykh et al (2021). Curricular 

integration of digital security should proceed systematically, utilizing special learning modules, 

applied projects, and existing resources such as cyber ranges and security simulation kits Siraj 

et al (2015). At the policy level, governments should develop national guidelines for digital 

security in education and allocate adequate resources and funding. Institutions must establish 

clear security policies, incident handling procedures, and technical support infrastructure, 

while engaging parents and communities as partners in promoting digital security culture in 

both school and home environments (Krašna and Bratina, 2012; Stobert et al., 2018). 

 

Conclusion 

This systematic literature review synthesized evidence from 47 peer-reviewed studies to 

address three research questions regarding teachers’ digital security perceptions, competencies, 

and implementation practices. With respect to RQ1, teachers demonstrated variable perceptions of 

digital security; while most defined it as the protection of data, information, and personal identity 

from digital threats, a significant proportion held more limited conceptualizations, overlooking risks 

such as online fraud and privacy violations. Perceptions were found to be shaped primarily by 

educational background, training, and practical technology experience, rather than by age or years 

of service. With respect to RQ2, three core competency domains were identified as essential for 

teachers: (1) knowledge of the diverse landscape of digital security threats and established 

protective practices; (2) technical skills in the operation of security software and tools, threat 

identification, and incident response; and (3) attitudes and behaviors characterized by heightened 

risk awareness, personal responsibility, and proactive promotion of digital security culture among 

students and colleagues. 
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With respect to RQ3, implementation of digital security in the learning process was found to be 

inconsistent and constrained by insufficient professional training, limited institutional support, and 

resource gaps. Effective implementation strategies included the integration of structured digital 

security modules within existing curricula, the use of realistic, activity-based learning approaches, 

the adoption of security-tested platforms and tools, and the establishment of clear institutional 

policies and incident response procedures. Collaboration among teachers, students, parents, and 

school administrators was identified as a critical enabling condition for sustainable digital security 

culture in educational settings. 

a. Policy Recommendations 

At the national level, governments should develop clear, binding guidelines for digital security 

education and allocate dedicated resources and funding to support teacher professional 

development in this domain. Ministries of education are encouraged to embed digital security 

competencies into national teacher certification frameworks, ensuring baseline standards are met 

across all educational levels. At the institutional level, schools should establish comprehensive 

digital security policies covering access restrictions, password requirements, incident reporting 

procedures, and rules governing personal device use, with regular review and updating in response 

to the evolving threat landscape. 

b. Recommendations for Vocational Education Institutions 

Vocational and technical education institutions face unique challenges in digital security, given 

the applied, technology-intensive nature of their programs and their close industry linkages. To 

build effective institutional support frameworks, vocational institutions are specifically 

recommended to: (1) establish dedicated digital security coordinator or champion roles within 

faculties to provide ongoing peer support and guidance; (2) develop partnerships with industry and 

cybersecurity organizations to provide teachers with access to up-to-date resources, cyber range 

platforms, and simulation tools; (3) integrate digital security training modules directly into 

vocational teacher preparation and in-service development programs, with a focus on workplace-

relevant threats and scenarios; and (4) create communities of practice among vocational educators 

to facilitate knowledge exchange and collaborative problem-solving on digital security issues. These 

measures will ensure that institutional support frameworks are not merely aspirational, but 

operationally grounded in the vocational education context. 

These findings collectively underscore the urgent need for systematic, evidence-based 

professional development programs and robust institutional frameworks to build comprehensive 
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digital security literacy among educators. Future research should employ empirical methods 

including surveys, interviews, and case studies to obtain contextually nuanced understandings of 

teachers’ digital security practices and to evaluate the effectiveness of training interventions. 

Longitudinal studies and cross-national comparative analyses would further strengthen the 

evidence base for policy and practice in this critical domain. 

This review is subject to several limitations. The study relied exclusively on published literature 

and did not collect primary data from teachers directly, which may introduce interpretation bias 

and limit contextual specificity. Additionally, the scope of the review may not be exhaustive, as 

studies in non-English languages or less widely indexed publications may have been excluded, 

potentially creating gaps in understanding digital security across diverse vocational and 

technological education contexts. 
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