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conclusion verification, making this study observational in nature to

describe and analyze practices and challenges in blockchain adoption for

halal verification. The results show that blockchain has great potential

to address the issue of uncertainty and improve compliance with halal

standards, but requires collaborative efforts from all stakeholders to

overcome challenges in its implementation. The conclusion highlights

that blockchain integration in the halal supply chain can significantly

enhance transparency, traceability, and security, minimize fraud, and

increase consumer trust. However, barriers such as high costs,

technological complexity, regulatory limitations, and industry resistance

must be addressed. With further development and collaboration,

blockchain has the potential to become a key solution in ensuring the

integrity and sustainability of the global halal supply chain.
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INTRODUCTION

In recent years, the demand for halal products has grown rapidly worldwide. With a growing
global Muslim population and consumer awareness of the importance of ethical and safe consumption,
the demand for halal products has increased sharply, not only in Muslim-majority countries but also in
international markets. Halal products now cover a wide range of sectors, including food, cosmetics,
pharmaceuticals, and financial services, making it a recognized global standard for ensuring product
quality and integrity ( ). Along with the increasing consumer awareness of safe
and halal-certified products, the halal industry trend in the world is growing and becoming one of the
dynamic market segments in the world.

Based on the high public demand for the certainty of the halalness of a product, starting from the
procurement of ingredients, production, equipment, to the distribution system, it becomes an important
area of discussion ( ). The complexity of the global supply chain is often a major
challenge in ensuring the authenticity and halalness of food products from upstream to downstream
( ). Uncertainty regarding the halalness of a product is a serious problem, mainly due to
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the lack of transparency in the production and distribution process, which makes consumers doubt the
halalness of the products they buy ( ).
One of the most challenging issues in the halal industry is food supply chain integrity. Cross-
contamination is a major problem that can jeopardize the integrity of the food supply chain (
). Consumers who choose halal food will hesitate if there is no transparency of information

about the origin and processing of these products ( ).

Blockchain technology is currently attracting significant attention in various sectors, with its
potential to increase efficiency and transparency in global supply chains ( ).
Blockchain technology is emerging as an innovative solution that offers transparency, security, and
accountability in the halal verification process ( ). With its decentralized and
immutable nature, blockchain enables more effective tracking, minimizes the risk of counterfeiting,
and provides greater trust to consumers ( ). This allows consumers to trace the origin

and processing of products more easily, providing a more reliable guarantee of halalness in every supply
chain involved.
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Figure 1. Process of research methods.

The research method applied in this study, shown in , begins with a literature review that
aims to assess the current state of blockchain utilization in the food industry, particularly in relation to
halal assurance. Conducting a literature review is crucial to identifying both challenges and
opportunities associated with the application of blockchain in ensuring halal compliance. This type of
research is categorized as qualitative and explanatory, focusing on providing a deeper understanding of
how blockchain can be applied to guarantee the halal status of food products while also mapping
potential benefits and barriers to adoption. Data collection relies on primary and secondary sources
obtained through a literature study approach. Based on the References section, this paper cites over 50
references published between 2018 and 2024, which include journal articles, conference proceedings,
and regulatory documents covering blockchain technology, halal certification, supply chain

Fitriani & Eliza (Review article: Blockchain as an innovative solution for halal verification ...) 187



Journal of Halal Science and Research (JHSR) P-ISSN: 2715-6214
Vol. 6, No. 2, Month September, Year 2025, Page 186 — 196 E-ISSN: 2964-4909

management, and the food industry. These resources provide a comprehensive foundation to analyze
existing knowledge, theoretical frameworks, and practical experiences regarding blockchain adoption.

The data gathered from the literature were analyzed systematically through three stages: data
display, data reduction, and conclusion or verification. This structured approach allows the researchers
to organize findings, filter the most relevant information, and draw reliable interpretations aligned with
the study objectives. Furthermore, this research is observational in nature, aiming to describe and
analyze current practices, opportunities, and challenges faced by the halal industry in Indonesia and
globally in adopting blockchain technology. By integrating literature review, qualitative explanatory
analysis, and observational techniques, this method provides a holistic framework for exploring the role
of blockchain in improving transparency, traceability, and security in halal food supply chains.
Ultimately, this approach not only contributes to theoretical understanding but also offers practical
insights for stakeholders seeking to enhance halal assurance through digital innovation.

RESULT AND DISCUSSION
Blockchain concept and technology

Table 1. Benefits and challenges of blockchain implementation in the halal supply chain.

Aspect Key Findings References
Transparency & Blockchain  enables  stakeholders  (slaughterhouses, (
Traceability distributors, retailers, consumers) to trace halal meat )

products end-to-end, reducing information asymmetry.

Performance & A survey of 178 halal food/beverage manufacturers in (

Competitiveness Indonesia shows that blockchain adoption significantly
improves halal supply chain performance and firm )
competitiveness.

Sustainability & Blockchain integration enhances traceability, reliability, (

Certification and global credibility of halal certification, supporting long- )
term sustainability.

Digital Logistics A case study in Indonesian halal logistics shows blockchain  (
with 10T improves operational effectiveness, but barriers )
remain (infrastructure & expertise).

Halal Food The halal supply chain faces major issues such as (

Industry inconsistent certification standards across more than 300 )

Challenges authorities, weak regulation of halal raw materials, and

complex supply chains that are difficult to monitor.
MSMEs Adoption ~ Malaysian MSMEs report blockchain potential but face (
Barriers high costs, limited awareness, and technological barriers. )

Blockchain technology has become a promising solution in providing transparency, traceability,
and security in global supply chains, particularly in food safety. Blockchain can be thought of as a
secure distributed ledger that can record information about transactions between two parties. All records
stored in the blockchain can be easily verified and cannot be altered, so the integrity of all records is
maintained ( ). Blockchain makes data and transactions transparent because data is
stored in a distributed network and can be accessed by anyone who has access to the network (

). Blockchain technology provides structured information in a chain of blocks, where each
block stores encrypted and chronologically linked transaction information ( ).
The working mechanism of blockchain uses peer-to-peer decentralized computer networks and
distributed algorithms to assist in solving database synchronization problems. Once verified, data is
recorded in blocks that are then added to the chain of previous blocks, forming a history of data that
cannot be changed or manipulated (

shows that several studies have hlghllghted the benefits of blockchain technology for
halal verification of food products in global supply chains. , Stated that the utilization
of blockchain technology enables direct monitoring of food safety from its point of origin throughout
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every stage of the supply chain until it reaches the end consumer. This monitoring capability enhances
credibility, efficiency, and overall safety. Halal supply chain traceability has a positive impact on
consumers, producers, and the government ( ). Halal supply chain traceability can
provide benefits, for example, consumers can be more confident that the halal products they consume
meet halal requirements ( ).

In its application, blockchain can be divided into three main classifications that have different
advantages and functions in ensuring product halalness. The choice of blockchain type affects the
effectiveness of the system, especially in terms of security, accessibility, and data control. The following
is an explanation of the three main classifications of blockchain in halal products according to

1. Public Blockchain
In this type of blockchain, everyone in the network can validate transactions and participate
in consensus, making it fully decentralized. Every transaction is recorded and synchronized to
every node in the network, ensuring security and transparency. In the context of halal products,
public blockchain enables full transparency for consumers to browse information regarding halal
certification, supply chain, and production process. The main advantages of public blockchains
are transparency and security, but the challenge is the openness of data that may not always be
desired by all parties in the supply chain. Public blockchains are also slower and more expensive
than private blockchains, but they remain more efficient than traditional accounting methods.
2. Private Blockchain
Private blockchains can only be accessed by certain authorized parties. These blockchains
have strict control over data access within the network. Not all nodes can participate in the
verification and validation of transactions. In halal products, private blockchains are usually used
by certain companies or organizations to monitor and manage the supply chain internally. For
example, manufacturers, suppliers, and halal certification bodies can use private blockchains to
share data related to raw material origins, certification processes, and halal compliance without
opening full access to the public. These blockchains offer more control and privacy, but sacrifice
a little transparency for consumers. Because it presents a more secure, efficient, and fast
technology, private blockchains are more likely to be accepted by companies in the government
or private sector that require central authority.
3. Blockchain Consortium
Consortium blockchains are a combination of public and private blockchains, so they are
partially decentralized. In halal products, consortium blockchains allow multiple companies or
organizations in the same industry to share data with mutual oversight. For example, a global
halal supply chain can use consortium blockchains to share supply chain data between
manufacturers, distributors, and certification bodies, but still have strict oversight and privacy.
These blockchains create a balance between privacy and transparency that is often needed in the
halal industry. Consortium blockchains provide many benefits similar to private blockchains,
such as efficiency and privacy in transactions, but without placing complete control in a single
company or organization.

Blockchain Implementation in Halal Verification

Currently, every halal industry is constantly developing business trends around the world. Not
only do Muslim countries claim to be halal producers, but currently, many non-Muslim countries have
also claimed to be halal producers in each specific field. Indonesia has targeted to become the world's
halal center in 2024 by making efforts to encourage halal certification for business actors. Even the
government has issued regulations, Law Number 33 of 2014 concerning Halal Product Guarantee, and
Government Regulation Number 31 of 2019 concerning Implementation of Halal Product Guarantee
( ). The regulation states that every product that will enter, circulate, and be traded in
Indonesia must have a halal certificate ( ). Therefore, there is a need for blockchain
integration in the halal supply chain. The integration of blockchain technology, as shown in ,
into the halal supply chain is one of the significant advances with the aim of increasing transparency,
traceability, and sustainability.
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Figure 2. Blockchain technology in the halal supply chain ( ).
So there are several key aspects of how blockchain is integrated into the halal supply chain, as
follows ( ):
1. Documentation and Traceability

Blockchain has offered a centralized and distributed database that greatly enables all
stakeholders in the halal supply chain to access and add information without the ability to delete
it. This feature will help to protect accurate documentation and traceability of halal products
throughout their production and distribution process ( ).

Increased Transparency

By utilizing blockchain, the halal assurance system (HAS), which aims to ensure that
products produced and circulated are guaranteed halal to consumers, will create a more
transparent environment. This transparency will minimize fraudulent activities in halal product
management, so that it will increase consumer confidence in halal product certification (

Halal Sustainability Control
Blockchain has a control system to ensure that halal sustainability can be maintained when it has
obtained halal certification. This proves that even after certification, the processes involved in
halal production can be monitored and verified to prevent negligence of business actors (
).

Overcoming Human Error
One of the challenges in the halal supply chain is human error, as it can greatly affect the integrity
and ethical practices of the individuals involved. Blockchain integration will minimize the
problem due to the availability of a reliable system that can reduce reliance on manual
documentation and processes ( ).
Regulatory Compliance

In the current era, the government has strongly pushed for halal certification regulations.
Blockchain can streamline the process of meeting these regulatory requirements by ensuring that
all necessary documentation is available and verified to facilitate a smoother certification process
for businesses ( ).
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6. Sharia Magashid Perspective
According to the Sharia Magashid perspective, the integration of blockchain into the Halal
Assurance System (HAS) can support five important elements derived from magashid
dharuriyyah, such as the protection of religion, life, intelligence, lineage, and property. Such
customization can determine the ethical and religious significance of maintaining halal standards
throughout the supply chain ( ).

The use of smart contracts can be implemented on blockchains to automatically execute
agreements without the need for intermediaries. Smart contracts are computer programs or codes that
can be executed automatically when predetermined conditions are met ( ). Smart
contracts have been designed to automate most of the contracting process, where performance, such as
monitoring and enforcing contractual agreements, is done independently without any central authority
or human involvement at the cost of monitoring different actors. The integration of smart contracts with
10T (Internet of Things) devices will enable continuous monitoring of the supply chain and ensure that
all transactions related to halal certification will be recorded in real -time, thus providing transparency
and traceability throughout the supply chain ( ). Before any
transaction is approved, smart contracts will ensure that the quallty assurance of raw materials and
products has been verified by regulatory authorities. This will add a level of security and trust to the
certification process as only compliant products can move forward in the supply chain. Smart contracts
can help to safeguard and segregate halal and non-halal products by using QR codes linked to smart
contracts, shown in , Where the system will ensure that products are classified accordingly and
their halal status is maintained throughout the supply chain. Using smart contracts will contribute to
enormous transparency in the halal food supply chain ( ). Stakeholders will be
able to trust that the products they have received meet the required halal standards due to the
mechanization of the certification process and the provision of clear records of all transactions (

).
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Figure 3. Blockchain smart contract with QR codes for the halal food supply chain ( ).

Advantages of Blockchain in Halal Supply Chain

Blockchain technology can provide complete control to consumers from raw materials, factories,
to the hands of consumers. Blockchain technology also guarantees faster and more secure transactions
( ). One example is that blockchain-enabled applications improve information
sharing among different partners across the food supply chain network without compromising privacy
and security. The significant benefits of adopting blockchain-enabled applications in food supply chain
traceability can relate to data interoperability, cost reduction, transparency, auditability, integrity, and
authenticity ( ).
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Several aspects of blockchain technology's advantages in the halal supply chain that can improve
system integration and transparency, including:
1. Data transparency and accessibility
Blockchain gives all parties involved in the system the opportunity to access all
information regarding the halalness of the product. Everything recorded on the blockchain, from
raw materials to the final product, is permanent and cannot be changed.
2. Efficiency
With the blockchain system automating data through smart contracts, it can complete the
transaction process quickly and efficiently due to its thorough traceability.
3. Data Security
All transaction processes recorded in the blockchain are encrypted and stored in a
distributed network, making it difficult for unauthorized parties to access or manipulate.
4. Search
Every step in the supply chain can be tracked thoroughly and in detail. This can make it
easier to identify the source of raw materials as well as all production processes in compliance
with established halal standards. Traceability and tracking systems can be used to track
information about products, whether they are halal, who the supply chain actors are, and the
production process ( ).

With the many advantages of blockchain technology, blockchain can help prevent fraud or errors
in the halal certification process, because transaction records are transparent and immutable, reducing
the potential for fraud in the supply chain. This can protect the integrity of halal products from
fraudulent practices that can harm consumers.

Challenges and Limitations

The application of blockchain technology in the halal industry will face several barriers, such as
high implementation costs, technological complexity, regulatory limitations, and industry resistance.
These challenges will hinder the adoption of blockchain solutions that can improve transparency and
traceability in the halal certification process. The costs incurred in making a halal certificate using
blockchain technology will cost around US $20,035 or IDR 313,948,450 ( ). The
amount of costs incurred may be prohibitive for small businesses or producers who operate with strong
margins and will find it difficult to justify these costs for certification. Maintaining a blockchain system
will incur ongoing costs, including network fees for transactions, server fees for hosting nodes, and fees
for regular maintenance and security measures. For businesses to always be able to utilize blockchain
technology effectively, there will inevitably be a need to train staff as well as educate stakeholders about
the new system, which could involve additional costs (

The next challenge in implementing blockchain is the compIeX|ty of technology. Integrating
blockchain with halal certification processes and systems means that many organizations have legacy
systems that are not compatible with blockchain technology, requiring significant customization and
investment to ensure seamless integration ( ). Scalability issues exist because, as demand
for halal products increases, blockchain systems must be scalable to handle the increase in transactions
without sacrificing speed or efficiency, which makes effectively developing blockchain solutions while
maintaining performance a significant technological hurdle. It can be stated that blockchain technology
has shown promise for improving the halal certification process, where its implementation is fraught
with technological complexities that need to be addressed to ensure successful adoption and operation
in the halal industry (

Regulatory limitations in the halal mdustry also present significant challenges for blockchain
adoption. The lack of a standardization framework is a major challenge for halal certification as it results
in confusion and inconsistency in how blockchain is applied across different regions and organizations,
making it difficult to establish a reliable system for traceability and certification of halal food
( ). The absence of a universally accepted certification authority for halal products
where such inconsistencies exist will hinder the adoption of blockchain technology, as businesses may
be hesitant to invest in a system that lacks clear regulatory support and recognition.
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The successful implementation of blockchain in the halal industry requires significant innovation
and cooperation between various stakeholders, including local authorities, industry associations, and
consumers. The existence of regulatory limitations will result in barriers to such cooperation, which
makes it difficult to develop and implement effective blockchain solutions ( ).

Industry resistance is a challenge in implementing blockchain in the halal industry due to a lack
of awareness and understanding. The large number of stakeholders in the halal industry who may not
fully understand blockchain technology and its benefits, with this lack of knowledge, will result in
skepticism about its effectiveness in ensuring halal integrity and traceability. Without appropriate
education and training, stakeholders will resist adopting new technologies that they do not understand.
In the halal industry, where many organizations have established systems to track and certify halal
products, the challenge of integrating blockchain using existing systems will create resistance as
stakeholders may fear disruptions in their current operations and processes. Making the transition to a
new system will require time, resources, and a willingness to change ( ).

Case Study

The case study found in the application of blockchain is the adoption of blockchain in the halal
food industry using the Technology Organization Environment (TOE) framework and Failure Mode
and Effects Analysis (FMEA) analysis, which will identify and analyze a major obstacle in the adoption
of blockchain technology. In addressing the case study, we started by conducting an exploratory study
involving surveys and interviews with ten industry professionals involved in the adoption of blockchain
technology in the halal food industry. Such an approach will provide real-world insights into the
challenges that will be faced by the sector's stakeholders. This case study targets the halal food industry,
which has unique requirements due to its compliance with Islamic law. This allows for a detailed
examination of how blockchain is being applied to ensure compliance and increase transparency in the
halal food supply chain. This case study will highlight three main challenges in adopting blockchain
technology: data integration, stakeholder management, and data availability. Data integration is the
difficulty of integrating blockchain with existing systems and processes. Stakeholder management is
due to the complexities involved in managing the relationships between various stakeholders in the halal
supply chain. Data availability requires accurate and timely data to support the blockchain system.

To address the case study on the three main challenges in adopting blockchain technology, it is
necessary to use the Failure Mode and Effects Analysis (FMEA) framework to assess the risks
associated with blockchain adoption. The Failure Mode and Effects Analysis (FMEA) framework can
identify significant risks, including team competency, data unavailability, and unstable adoption
practices, which in turn can provide an organized approach to understanding potential failure points in
blockchain adoption ( ).

The ability of blockchain to address halal verification issues is that it has a transparent ledger
where all transactions are recorded. These transactions allow all stakeholders in the halal supply chain,
such as farmers, processors, and retailers, to access real-time information on the halal status of products.
The use of blockchain can perform detailed product tracking. Each product will be traced back to ensure
that it meets halal standards throughout the process. Halal certification can be monitored in real-time
so that any discrepancies or problems can be addressed immediately and avoid the risk of fraud or
misrepresentation. Blockchain uses a consistent data format across the supply chain. Such
standardization is valuable for accurately representing halal product attributes. As well as the
blockchain model used that includes halal certification bodies as active participants in the network,
this integration can ensure that each certification process is not only transparent but also accountable
because the halal organization body can directly monitor and supervise compliance and intervene if
needed ( ).

CONCLUSION

The integration of blockchain technology in the halal supply chain offers concrete solutions to
address long-standing challenges in halal assurance. By enabling transparent and immutable recording
of transactions, blockchain strengthens traceability and security, thereby reducing risks of fraud and
ensuring compliance with halal standards. Specifically, this technology provides advantages in
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improving supply chain efficiency, enhancing data integrity, and supporting halal sustainability.
Nevertheless, several obstacles remain, including high implementation costs for small and medium
enterprises, technical complexity in integrating blockchain with existing systems, the absence of
harmonized global regulations for halal certification, and resistance from industries accustomed to
conventional methods. To fully realize the potential of blockchain, collaboration among stakeholders
such as certification bodies, regulators, industry players, and technology providers is essential. With
continuous technological development and coordinated adoption strategies, blockchain has the
potential to serve as a cornerstone for ensuring the integrity, reliability, and global competitiveness of
halal food supply chains.
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