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In light of escalating cyber threats, this study tackles the cybersecurity
challenges in UAV systems, underscoring the limitations of static defense
mechanisms. Traditional security approaches fall short against the
sophisticated and evolving nature of cyber-attacks, particularly for UAVs that
depend on real-time autonomy. Addressing this deficiency, we introduce an
adaptive modular security system tailored for UAVs, enhancing resilience
through real-time defensive adaptability. This system integrates scalable,
modular components and employs machine learning techniques—specifically,
neural networks and anomaly detection algorithm to improve threat prediction
and response. Our approach marks a significant leap in UAV cybersecurity,
departing from static defenses to a dynamic, context-aware strategy. By
employing this system, UAV stakeholders gain the flexibility needed to
counteract multifaceted cyber risks in diverse operational scenarios. The paper
delves into the system's design and operational efficacy, juxtaposing it with
conventional strategies. Experimental evaluations, using varied UAV
scenarios, measure defense success rates, computational efficiency, and
resource utilization. Findings reveal that our system surpasses traditional
models in defense success and computational speed, albeit with a slight
increase in resource usage a consideration for deployment in resource-
constrained contexts. In closing, this research underscores the imperative for
dynamic, adaptable cybersecurity solutions in UAV operations, presenting an
innovative and proactive defense framework. It not only illustrates the
immediate benefits of such adaptive systems but also paves the way for
ongoing enhancements in UAV cyber defense mechanisms.
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1. INTRODUCTION

The rapid proliferation of unmanned aerial vehicles (UAVs) in a myriad of sectors, from agriculture to
defense, signals a technological paradigm shift [1]-[3]. However, this expansion brings with it an escalating
array of cybersecurity challenges. UAVs, increasingly embedded in critical operational frameworks, face a
myriad of cyber threats, from data interception to system hijacking. Current research in UAV cybersecurity,
though extensive, primarily gravitates towards static defense mechanisms, for example, UAVs face cyber
threats such as GPS spoofing, which can misdirect navigation, and signal jamming, which can disrupt
communications [4]-[6]. These methods, proficient in combating known threats, they are rapidly becoming
obsolete in an environment where cyber threats are not just evolving but also becoming more nuanced and
sophisticated [7]-[10]. This scenario highlights a critical gap in UAV cybersecurity research: the urgent need
for dynamic, adaptive security models that can evolve in tandem with the shifting landscape of cyber threats
[11][12]. The inherent limitation of the prevailing UAV cyber-defense strategies lies in their static, predefined
nature. These traditional security systems, designed to counter known and predictable threats, are ill-equipped
to adapt to the dynamic and unpredictable nature of modern cyber-attacks [13]-[15]. This static approach is
particularly problematic in the context of UAV operations, which often require real-time, autonomous decision-
making and data processing [16]-[19]. Furthermore, the increasing integration of UAVs into complex and
sensitive operational domains amplifies the impact of any cybersecurity breach. The stark contrast between the
evolving complexity of cyber threats and the static nature of existing defense mechanisms underscores a
significant shortcoming in current UAV cyber-defense methodologies [20]-[21].

Recent advancements in UAV technology and cybersecurity have led to a growing recognition among
researchers of the inadequacy of static defense systems. The state-of-the-art research is gradually shifting
towards the development of more dynamic, intelligent cybersecurity solutions [22]-[24]. These emerging
paradigms propose the use of advanced machine learning algorithms, real-time threat assessment, and adaptive
response mechanisms [25]-[27]. However, there is a noticeable gap in the practical implementation of these
theoretical frameworks, particularly in the unique context of UAV operations, which present distinct challenges
such as limited computational resources, the need for rapid response to threats, and operational versatility. In
addition, static defense mechanisms, while historically effective, now fall short in anticipating and mitigating
the intricacies of modern cyber threats that are characterized by their dynamic and adaptive nature. This study
seeks to bridge this gap by proposing a novel, adaptive modular security system specifically crafted for UAVs.
Our approach is distinguished by its dynamic nature, enabling the system to adjust its defense mechanisms in
real-time in response to changing cyber threats. The proposed system leverages a modular design, allowing for
scalable and flexible integration of various defense components. Furthermore, it incorporates an element of
machine learning, enabling the system to evolve by learning from past cyber incidents and enhancing its
predictive capabilities.

Our research is positioned to make a pivotal contribution to the field of UAV cybersecurity. It addresses
a critical need for dynamic, adaptable defense systems in the face of increasingly sophisticated cyber threats.
For UAV manufacturers, operators, and cybersecurity experts, this study offers an advanced framework for
enhancing UAV security. The adaptive nature of the proposed system marks a significant departure from
traditional cybersecurity approaches, offering a more robust and responsive solution to protect UAVs in various
operational environments. The paper is structured to provide a thorough understanding of the current state of
UAYV cyber-defense. It begins with an in-depth analysis of existing cybersecurity strategies, highlighting their
limitations in the face of modern cyber threats. This is followed by a detailed presentation of our proposed
adaptive modular security system, including its architectural framework, operational capabilities, and potential
advantages over existing models. The methodology section outlines the simulation setup and the criteria used
to evaluate the system's effectiveness. The results section presents a comprehensive analysis of the system's
performance in various simulated cyber threat scenarios. The discussion section extrapolates these findings to
real-world UAV operations, underscoring the practical implications and potential impact of the research.
Finally, the paper concludes with a summary of key insights, a discussion on the limitations of the current
study, and recommendations for future research directions in the rapidly evolving field of UAV cybersecurity.

2. LITERATURE SURVEY

The integration of Unmanned Aerial Vehicles (UAVs) in various domains has underscored the need for
robust cybersecurity measures [28]. As UAVs become increasingly central to critical operations, the focus has
shifted to developing adaptive cyber-defense systems. This literature survey provides an in-depth examination
of the trajectory of UAV cybersecurity, highlighting the evolution from static models to adaptive, dynamic
systems. It also critically assesses existing work in the field, identifying gaps and areas of innovation that our
research aims to address. Early UAV cybersecurity research laid the groundwork for what would become a
rapidly evolving field. Initial studies, such as those by [29][30] were pivotal in establishing basic security
protocols. These studies focused on static defense mechanisms, providing a strong foundation but limited in
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scope and adaptability. They were effective against known threats but lacked the flexibility to evolve with
emerging cyber-attack strategies, a limitation that became increasingly apparent as the field progressed.

The realization that static models were insufficient against dynamic cyber threats marked a significant
turning point in UAV cybersecurity research. Scholars like [31] began advocating for systems capable of
responding to an ever-changing threat landscape. This shift was critical in acknowledging that cyber threats
are not static entities but evolve continuously, necessitating a similar evolution in defense strategies. The
development of modular simulation models in UAV cybersecurity was a response to the need for more flexible
and adaptable defense systems. These models, explored in studies like those by [32], allowed for individual
components of a cybersecurity system to be updated or modified independently. This modularity offered a
significant advantage over monolithic systems, allowing for quicker adaptation to specific threats and more
efficient overall system management. However, these models often faced challenges in integration and
coordination among the modules, an aspect our research aims to refine.

Dynamic performance management emerged as a key feature of adaptive cyber-defense. Research by [33]
focused on developing algorithms for continuously assessing and optimizing the performance of cyber-defense
modules. This approach was a step forward in enabling real-time adjustments and proactive defense strategies.
While these systems marked a significant advancement, there remained a gap in their ability to predict and
manage performance under highly dynamic and unpredictable operational conditions. The integration of Al
and machine learning into UAV cybersecurity has been a transformative development. The work from [34]
highlighted the potential of these technologies in enhancing predictive capabilities and identifying novel
threats. However, there is still a need for further development in the application of these technologies,
particularly in the context of real-time decision-making and performance optimization under diverse
operational scenarios.

The implementation of adaptive cyber-defense systems in UAVs is not without challenges, [35][36]
pointed out the constraints of UAVs’ computational resources, which limit the complexity of deployable
cybersecurity solutions. Additionally, as [37][38] noted, these systems must be resilient to varying operational
environments, a factor often overlooked in current models. This survey underlines the evolutionary path of
UAYV cybersecurity, from foundational static models to sophisticated, adaptive systems. It highlights that while
significant progress has been made, there are still gaps and challenges to be addressed. Our research contributes
to this evolving field by developing an advanced modular simulation model with dynamic performance
management. This model not only addresses the integration and coordination challenges of modular systems
but also enhances the predictive and real-time decision-making capabilities through the integration of Al and
machine learning, all while being mindful of the resource constraints inherent to UAVs. Through this, we aim
to push the boundaries of what's achievable in UAV cybersecurity, ensuring safer and more reliable UAV
operations in an increasingly digital world.

3. PROPOSED SECURITY SYSTEM MODEL
3.1. Security System Model

In this simulation, the cyber-defense system is designed to protect an UAV from various types of cyber-
attacks. To provide a comprehensive analysis, let us further dissect the system into its core components and
their interactions, elucidating the mathematical concepts underlying the model. The attack types are defined as
aset A = {aq,a,,...,a,}, where n denotes the total number of attack types and a is the sequence of attack
types. Correspondingly, there exists aset D = {d,, d,, ..., d,} comprising defense modules designed to counter
each type of attack. The system is designed such that each attack type a; € A has a corresponding defense
module d; € D. The performance of the defense modules is modeled by a function p: D — [0.5, 1], which
assigns a performance score to each defense module d;. The performance score of a module is not constant and
varies throughout the simulation, mimicking real-world fluctuations in performance. To effectively manage
the defense modules and prioritize their activation, a function QAO: D X p(D) = Dsyrreq 1s defined. This
function accepts the set of defense modules and their performance scores as input parameters, and it outputs
the sorted set of defense modules, Dg,,teq, arranged in descending order of their performance scores. In
addition to the QAO function, a module manager, denoted as MM, is employed. The module manager’s role is
to activate the top k defense modules based on their performance scores and deactivate the remaining n-k
modules. By activating only, the most effective defense modules, the system aims to minimize the time and
resources spent on handling cyber-attacks. At simulation start, the UAV initializes its defense orchestrator,
setting the stage for real-time cyber-threat management. It maintains a success flag, denoted as S € Z, which
is initialized at S = 0. This flag represents the overall efficacy of the UAV’s cyber-defense system, with a
higher value signifying better performance in defending against cyber-attacks. Throughout the simulation, the
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system probabilistically determines whether an attack will occur at each time step t. This is achieved by
computing the probability P(attack) = 0.1. If an attack is indeed initiated, the attacker selects an attack type
a € A and a duration d € R for the attack, with the constraint that d € [1,5]. The UAV then updates the
performance scores p(D) of the defense modules using the QAO function. Consequently, the module manager
MM activates the top k defense modules in Dsorea and deactivates the remaining n-k modules. The UAV
iteratively attempts to execute the defense modules in MM against the ongoing attack. This process continues
until one of the active modules successfully defends against the attack or all active modules fail. The success
flag S is updated accordingly: if a defense module succeeds, S < S 1; if all active defense modules fail, S «
S — 1. The final success flag, S, serves as an indicator of the overall performance of the UAV’s cyber-defense
system throughout the simulation.

A higher value of S implies that the system has been more successful in defending against cyber-attacks.
This simulation models a cyber-defense system for an Unmanned Aerial Vehicle, taking into account various
attack types, defense modules, and their performance scores. The model employs a module manager and a
QAO function to prioritize and activate defense modules based on their performance, aiming to optimize the
system’s efficiency in defending against cyber-attacks. The success flag, S, provides a metric to assess the
overall effectiveness of the cyber-defense system. In addition, the underlying mathematical model of the
simulation can be further refined by examining the interactions between the attacker and the cyber-defense
system.

The attacker can be represented as function A: T — A, where T denotes the set of time steps in the
simulation, and A represents the attack types. The function A maps each time step t € T to an attack type a €
A, with a probability P(attack) = 0.1. Moreover, the attacker assigns a duration d € R to the selected attack,
subject to the constraint that d € [1, 5]. To enhance the system’s adaptability, one may consider incorporating
a learning mechanism that updates the performance scores p(D) based on past experiences. In this regard, an
online learning model L can be introduced, defined as L: D X p(D) X H — p’(D), where H represents the
set of historical data comprising past attack types and defense module performance. The learning model L takes
the current defense modules D, their performance scores p(D), and the historical data H as input, and outputs
the updated performance scores p’(D). Upon executing the defense modules against an ongoing attack, the
UAYV can utilize the historical data H to better predict the attack type and select the most appropriate defense
module. This approach enables the system to continually improve its defense capabilities based on past
experiences. Furthermore, the success flag S can be normalized to obtain a metric that is invariant to the total
number of attacks, facilitating a fair comparison between different simulation scenarios. The normalized
success flag, S’, can be computed as S’ = S / N, where N denotes the total number of attacks that occurred
during the simulation. The normalized success flag S” € [—1, 1], with " = 1 indicating that the cyber-defense
system successfully defended against all attacks, and S’ = —1 signifying that it failed to defend against any
attack.

3.2. Structure and Dynamics

The Attack class signifies an attack on the UAV system, possessing two attributes: the name, a string
indicating the type of attack, and the duration, a float that signifies the length of the attack in seconds. The
Attacker class embodies an entity that initiates attacks on the UAV system. It consists of a single method called
execute attack, which instantiates an object of the Attack class and returns it. The DefenseModule class rep-

resents a module capable of defending against a specific type of attack. It contains three attributes:
defense name, a string denoting the module’s defense mechanism; problem_flag, a boolean that indicates any
issues with the module; and performance, a float that describes the module’s performance. Additionally, this
class has two methods: simulate performance for simulating the module’s performance and execute for
carrying out the defense against a given attack.

The QAO module is represented by the class, which manages the defense modules. It comprises two
attributes: alpha, a float representing the learning rate, and modules, a list that holds instances of the
DefenseModule class. The QAO class has three methods: add _module for adding a defense module to the list,
update configurations_and_priorities for modifying the configurations and priorities of the defense modules,
and the module called sort modules by performance for organizing the modules according to their
performance. The ModuleManager class is responsible for managing and activating defense modules. It has
one attribute, modules, which is a list containing instances of the DefenseModule class. The class has four
methods: add module for adding a defense module to the list, activate modules for enabling the highest-
performing defense modules, deactivate modules for disabling the remaining modules, and utilizes for
incorporating the QAO instance. The UAV system is represented by the UAV class. It has three attributes: qao,
an instance of the QAO class; module _manager, an instance of the ModuleManager class; and success_flag,
an integer indicating the number of successful defenses. The class contains one method,
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execute defense_mechanisms, which accepts an instance of the Attack class and implements the appropriate
defense mechanisms against the attack. The relationships between these classes can be summarized as follows:
The Attacker class generates instances of the Attack class, while the DefenseModule class defends against
instances of the Attack class. The QAO class manages instances of the DefenseModule class, and the
ModuleManager class oversees instances of the DefenseModule class and makes use of the QAO instance.
Lastly, the UAV class collaborates with the QAO and ModuleManager classes and executes instances of the
DefenseModule class.

The sequence diagram provides an in-depth portrayal of the intricate interplay between the classes
involved in the UAV defense system, presenting an elaborate representation of the various components’
collaboration as they work together to safeguard the UAV system. The subsequent description offers a thorough
account of these interactions, detailing each step in the process and the communications between the classes as
they strive to maintain the security and integrity of the UAV system. As the Attacker class initiates an attack
on the UAV system by executing the execute attack() method, it triggers a complex chain of events within the
UAYV system, specifically designed to counteract and mitigate the harmful effects of the attack. Upon receiving
the attack signal, the UAV class promptly responds by initiating a series of coordinated defense mechanisms.
The first course of action involves the UAV class interacting with the QAO class, calling upon it to update the
configurations and priorities of the defense modules by invoking the update configurations_and priorities()
method shown in Figure 1.

@© uav
o QAO gao

o ModuleManager module_manager
o int success_flag

= execute_defense_mechanisms({attack: Attack)

1 1
Collaborates With

@ ModuleManager

o List=DefenseModule> modules

Collaborates With | g add_module{module: DefenseModule)
= activate_modules()

= deactivate_modules()

m utilizes{gao: QAO)

1

Executes Utilizes

© aro

o float alpha
o List<DefenseModule> modules

-

Manages

m add_module(module: DefenseModule)
m update_configurations_and_priorities()
m sort_modules_by performance()

1
Manages

1.*

@ DefenseModule

@ Attacker o string defense_name
o boolean problem_flag

o float performance

m execute_attack(): Attack

= simulate_performance()
m execute(attack: Attack)

Defends Against

o string name
o float duration

Figure 1. QAO class diagram

In order to response from the UAV class, the QAO class engages with each Defense Module instance
contained within its modules list. By calling the simulate performance() method for every module, the QAO
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class updates the performance values and problem_flag attributes for each DefenseModule instance, thereby
obtaining a dynamic and current evaluation of their potential efficacy. Armed with these performance updates,
the UAV class proceeds to interact with the ModuleManager class, calling the activate modules() method in
order to activate the top-performing defense modules. In doing so, the ModuleManager enlists the assistance
of the QAO class to sort the Defense Module instances based on their performance by invoking the
sort_modules() method.

With the modules sorted, the ModuleManager activates the highest-ranked modules, adding them to its
active modules list and preparing them for deployment as part of the defense effort. After the activation of the
top-performing modules, the UAV class directs the ModuleManager to deactivate the lower-ranking modules
by calling the deactivate modules() method. Complying with the UAV’s instructions, the ModuleManager
removes these less effective modules from its active modules list, thereby streamlining the defense resources
and optimizing the system’s response to the attack. With the activation and deactivation processes for the
defense modules now complete, the UAV class shifts its focus to the execution of the defense strategies
themselves. To do this, the UAV class calls the execute() method on each of the active DefenseModule
instances. These modules then attempt to thwart the attack utilizing their distinct defense mechanisms. Upon
completion, the DefenseModule instances report the results of their endeavors, communicating the outcomes
as either success or failure back to the UAV class. This sequence diagram emphasizes the sequence of events
and interactions between the various classes that constitute the UAV defense system. By thoroughly examining
the dynamic response to attacks and the cooperation among the system components, this explanation
demonstrates the system’s capacity to adapt and deliver successful defense outcomes in a constantly evolving
threat environment shown in Figure 2.

Attacker ‘ ‘ UAV | QAO | | DefenseModule instance | ‘ ModuleManager |

! execute_attack() i
|

I attack signal ! !

' update_configurations_and_priorities()

|
: |
loop _/ [for each DefenseModule]

_simulate_performance() _ |

|
| activate_modules()

| 5or‘t_modu\es_by_perforn"\ancet)

| deactivate_modules()
T

Ioop [for each active DefenseModule]
i
| execute()
! loo| [for each active DefenseModule] ! !
| i | |
' _ report success or failure

‘Attacker ‘ ‘ uav | | QAO | | DefenseModule instance | ‘ ModuleManager

Figure 2. UAV defense system sequence diagram

4. EXPERIMENT
4.1. Experiment Setup

The experiment setup aims to compare the performance of two distinct systems: the monolithic, which
refers to a non-adaptive modular security system, and the proposed pattern based system which is an adaptive
modular security system. In our study, 'monolithic' denotes a traditional software architecture where functions
are interdependent and not separated into modules, while 'adaptive modular' describes a system with distinct,
interchangeable modules that can be modified in response to changing security threats. The performance
comparison takes into account three main aspects: the success flag, computation time, and computation
resource consumption. At the heart of this comparison is the ComparisonModule class, which is designed to
conduct the performance assessment. When initialized, it takes two simulation builder objects as input
parameters: one for the monolithic system (monolithic_simulation builder) and another for the adaptive
modular system (adaptive_modular _simulation_builder). The method named compare() within the class allows
the user to specify two optional parameters. The first one, num_runs, represents the number of simulation runs
to be executed for each system. The second parameter, num_uavs, indicates the number of UAVs involved in
each simulation.

The experiment proceeds by executing both the monolithic and adaptive modular simulations, considering
the number of runs and UAVs defined previously. This process is composed of several steps: First, six lists are
initialized to store the performance metrics for each system: monolithic results, adaptive_modular_results,
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monolithic_times, adaptive modular_times, monolithic_resources, and adaptive _modular_resources. Next,
the experiment iterates through each simulation run, following a sequence of actions. The
monolithic_simulations and adaptive modular simulations lists are created by invoking the respective
simulation builders a number of times equal to num_uavs. The initial resource usage is recorded using the
resource.getusage() function, and then the monolithic simulations are executed, with the success flag for each
simulation being stored in the monolithic results list. The time spent executing the monolithic simulations is
calculated and stored in the monolithic times list. After that, the resource usage is measured again, and the
difference between the initial and final resource usage is stored in the monolithic resources list. This same
sequence of actions is repeated for the adaptive modular pattern simulations, and the results are saved in the
corresponding adaptive modular results, adaptive modular times, and adaptive modular resources lists.
After the simulation runs have been completed, the average success flag, computation time, and computation
resource for the monolithic and adaptive modular systems are calculated by dividing the sum of each respective
list by the list’s length. Finally, the calculated averages are printed to provide a comparison of the two systems’
performance.

4.2. Experiment Result

In the comparison of adaptive modular security systems as presented in the Table 1, we are looking at
two methods, monolithic and adaptive modular system, to analyze their performance in terms of success rates,
average computation time, and average computation resource usage. The comparison is conducted across four
different scenarios with varying numbers of UAVs: 5, 10, 15, and 30. As the number of UAVs increases, the
complexity and the number of potential attacks in the system also increase, which can impact the performance
of both methods. The success rates are an important metric to consider, as they represent the percentage of
successful defenses against attacks for the monolithic and adaptive modular systems. In all the scenarios, the
adaptive modular pattern demonstrates higher success rates compared to the monolithic pattern, indicating that
the adaptive modular pattern is more effective in defending against attacks. The effectiveness of a security
system is crucial, as it determines the system’s ability to protect the UAVs from various types of attacks.

Another aspect to consider is the average computation time, which refers to the time taken to run the
simulations for each method. In all the scenarios, the adaptive modular pattern exhibits slightly shorter
computation times than the monolithic pattern. This suggests that the adaptive modular pattern is more efficient
in terms of computation time, which can be an important factor when implementing real-time security systems
where quick response times are essential. The average computation resource is the memory usage during the
simulations, representing the resource requirements of the security system. In all the scenarios, the adaptive
modular pattern has slightly higher computation resource usage than the monolithic pattern, indicating that the
adaptive modular pattern might require more memory resources to operate effectively.

The resource usage of a security system is an important consideration, as it can impact the overall
performance and feasibility of implementing the system in real-world scenarios, especially when memory
resources are limited. Taking all these factors into account, the adaptive modular pattern provides better
performance in terms of both effectiveness and efficiency, making it a more attractive choice for adaptive
modular security systems. The higher success rates and shorter computation times demonstrate the superiority
of the adaptive modular pattern in defending against attacks and responding quickly. However, the increased
resource usage of the monolithic pattern may need to be considered for systems with memory constraints. In
such cases, the balance between the effectiveness, efficiency, and resource usage should be carefully evaluated
to determine the most suitable method for the specific security requirements and constraints of the system.

Table 1. Monolithic vs Adaptive Modular based simulation (5, 10, 15, 20)

EIX{IIS Attributes Monolithic Adaptive Modular
5 Success Rate(%) 73.91 100
5 Avg. Computation Time(s) 304.59 300.32
5 Avg. Computation Resource (MB)  108.55 108.64
10 Success Rate(%) 71.42 96.3
10 Avg. Computation Time(s) 611.37 600.65
10 Avg. Computation Resource (MB) 109.27 109.55
15 Success Rate(%) 70.76 95.06
15 Avg. Computation Time(s) 916.03 901.00
15 Avg. Computation Resource (MB)  109.76 109.96
30 Success Rate(%) 70.37 96.72
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30 Avg. Computation Time(s) 1821.70 1801.99
30 Avg. Computation Resource (MB) 110.22 110.30

5. CONCLUSIONS

Our research involved a comparative analysis of two cybersecurity methods for UAVs: monolithic and
adaptive modular systems. The evaluation focused on three critical aspects: success rates, average computation
time, and average computation resource usage. The study was conducted across varying operational scales with
5, 10, 15, and 30 UAVs, representing different levels of system complexity and potential cyber-attack
scenarios. Below are our key results, Success Rates: In all tested scenarios, the adaptive modular system
consistently outperformed the monolithic system in terms of success rates. The 100% success rate of the
adaptive modular system with 5 UAVs, as opposed to the 73.91% of the monolithic system, starkly highlights
its superior effectiveness in defending against cyber-attacks. Even with the increase in the number of UAVs,
the adaptive modular system maintained a notably higher success rate, underscoring its robustness and
reliability in complex environments. Average Computation Time: The adaptive modular system exhibited
slightly shorter computation times across all scenarios, suggesting its higher efficiency. In time-sensitive
applications and real-time security systems, where quick response is crucial, this efficiency is of paramount
importance. For instance, with 30 UAVs, the adaptive modular system completed simulations in 1801.99
seconds, marginally faster than the monolithic system's 1821.70 seconds. Average Computation Resource
Usage: Although the adaptive modular system required marginally more computation resources than the
monolithic system, this increase was minimal. For example, with 30 UAVs, the memory usage was 110.30 MB
for the adaptive modular system, compared to 110.22 MB for the monolithic system. This indicates that while
the adaptive system is slightly more resource-intensive, it does not significantly burden the computational
resources. The results of our study clearly demonstrate the superiority of the adaptive modular pattern in
providing effective and efficient cyber-defense for UAVs. The enhanced success rates and shorter computation
times of the adaptive modular system make it a compelling choice for UAV cybersecurity, particularly in
scenarios demanding rapid response and high reliability. While the adaptive system exhibits a slightly higher
resource usage, the marginal increase is a worthwhile trade-off for the significant gains in performance and
security effectiveness. Given these findings, the adaptive modular system stands out as a more attractive and
viable option for UAV cyber-defense, especially in complex and dynamic operational environments. However,
for systems where memory resources are a critical constraint, the balance between effectiveness, efficiency,
and resource usage should be carefully considered. In conclusion, our research underscores the potential of
adaptive modular systems in enhancing the cybersecurity posture of UAVs, paving the way for more secure
and resilient UAV operations in various applications.
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