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The rapid proliferation of Internet of Things (IoT) devices and digital services
has created densely interconnected socio-technical networks that challenge
conventional risk management. Traditional machine learning models struggle
to capture multi-hop relational structure, temporal drift, and severe class
imbalance, while static Graph Neural Networks (GNNs) ignore dynamic
graph evolution and high-frequency loT telemetry. This paper proposes an
IoT-driven dynamic prediction framework that conceptualizes financial and
social-protection infrastructures as assets requiring predictive maintenance.
We introduce a multi-task dynamic heterogeneous GNN that jointly estimates
credit risk in financial networks and early-warning scores for high-risk social-
work cases over evolving graphs linking clients, accounts, devices,
households, and practitioners. The architecture combines relation-aware
message passing with a Gated Recurrent Unit (GRU) temporal encoder to
integrate streaming IoT signals with longitudinal administrative data. We
specify an evaluation protocol that compares the framework with logistic
regression, gradient boosting, temporal sequence models, and static
GCN/GraphSAGE using AUC-ROC, AUC-PR, Brier score, and operational
metrics under time-based splits and rolling-window validation; future
empirical studies should also employ appropriate significance tests, such as
DeLong’s test and bootstrap confidence intervals. This work does not report
new experiments on proprietary datasets; instead, it synthesizes recent
findings in credit risk, anti-money laundering, loT-based predictive
maintenance, and child-protection analytics to argue that dynamic multi-task
graph modeling can better support timely, ethically governed interventions in
complex socio-technical systems.
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1. INTRODUCTION
1.1. Background and Problem Context

Financial and social protection systems are increasingly shaped by digitization, interconnectivity, and the
integration of Internet of Things (IoT) technologies [1]-[4]. Digital payment platforms, mobile banking
applications, intelligent point-of-sale (POS) terminals, and wearable devices generate high-frequency
behavioral data, while smart-home technologies, environmental sensors, and community-based devices
provide contextual information about living conditions and associated risk factors [5]-[7]. At the same time,
financial crimes such as money laundering and fraud unfold through intricate networks of accounts and
intermediaries, and social issues including child maltreatment and elder abuse emerge from multifaceted social,
economic, and environmental interactions [8]-[11].

Conventional risk assessment methodologies typically treat individuals as independent entities
characterized by manually engineered features, employing models such as logistic regression, gradient
boosting, or shallow neural networks [12]-[16]. Although these approaches have been extensively utilized in
credit scoring and child protective services (CPS) risk evaluation, they exhibit limitations in capturing multi-
hop relational dependencies and adapting to rapidly evolving network structures [10],[13],[17][18]. This
shortcoming parallels “component-centric” predictive maintenance strategies that neglect system-level
interdependencies, resulting in suboptimal maintenance scheduling and failure to detect early warning signals
[19]-[24].

Problem Statement and Joint Prediction Objective. Motivated by these developments, this paper
investigates how to design an loT-driven, dynamic heterogeneous GNN that can jointly predict financial credit
risk and social-work early intervention risk in highly imbalanced, temporally evolving socio-financial
networks. Concretely, we consider a setting in which clients, households, financial institutions, [oT devices,
and social workers form a multi-layer network whose edges capture transactions, service interactions, and
sensor-mediated behaviors over time. The central problem is to construct a unified predictive maintenance-
oriented framework that (i) models multi-hop relational dependencies and temporal dynamics across this
network and (ii) supports simultaneous estimation of credit default or AML risk and the risk of severe social
outcomes at relevant forecast horizons.

Rationale for Multi-Task Learning. The financial and social tasks addressed here are distinct yet
structurally related: both are influenced by underlying household financial stress, behavioral regularity and
disruption, and patterns of service utilization and non-compliance. Rather than assuming a deterministic or
purely statistical correlation between specific financial and social labels, we posit that shared representations
of relational and temporal context can help regularize both tasks, particularly in the presence of rare but high-
impact adverse events. A multi-task GNN that shares lower-layer parameters while maintaining task-specific
output heads therefore offers a principled way to exploit cross-domain commonalities (e.g., instability in
income and service usage) while preserving the distinct operational semantics and decision thresholds of credit
scoring and social-work practice.

1.2. Al-Driven Predictive Maintenance and Socio-Technical Systems

In industrial settings, predictive maintenance (PdM) employs IoT sensor data alongside artificial
intelligence models to anticipate equipment degradation and optimize maintenance scheduling, thereby
minimizing downtime and associated costs [19],[25]. Comprehensive reviews indicate that Al-based PdM
frameworks typically encompass sensor data acquisition, feature extraction, health indicator modeling,
remaining useful life (RUL) estimation, and decision optimization, often supported by cloud and edge
computing infrastructures [3],[19]-[21]. Recent studies emphasize the necessity for PdM approaches to
transcend isolated component analysis, advocating for system-level reasoning and continual learning under
dynamic operating conditions [3],[25]-[27].

By analogy, financial networks and social protection ecosystems may be conceptualized as “assets”
whose health requires continuous monitoring and maintenance. IoT devices act as “sensors” capturing client
behavior (e.g., spending rhythms, mobility patterns), environmental stressors (e.g., irregular energy usage
suggesting housing instability), and service utilization (e.g., missed social-work visits), while credit risk
indicators, AML alerts, and social risk indices function as health indicators. Proactive interventions by financial
institutions or social workers correspond to maintenance actions aimed at preventing critical failures such as
loan default cascades, complex money laundering schemes, or severe maltreatment events [8],[10],[17],[19].
This perspective supports the transfer of predictive maintenance principles, including early detection,
condition-based interventions, and lifecycle modeling, from industrial assets to socio-financial systems and
motivates the use of dynamic, [oT-enabled GNN architectures as core predictive engines.
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1.3. Graph Neural Networks for Credit, AML and Risk Prediction

Graph Neural Networks (GNNs) extend deep learning methodologies to graph-structured data by
iteratively aggregating information from local neighborhoods, thereby capturing complex relational
dependencies [2],[28]. Surveys on GNN applications within [oT contexts underscore their suitability for
modeling networked infrastructures, including sensors, devices, and cyber-physical systems, where both
topological and signal information are critical, and they highlight applications in anomaly detection, resource
allocation, and reliability monitoring [2],[29][30].

Within the financial domain, GNNs have been employed for corporate credit rating, small and medium-
sized enterprise (SME) credit risk assessment, and AML transaction monitoring [13],[17],[31]-[36]. For
instance, Feng et al. [13] introduced CCR-GNN, which models internal feature interactions of corporations
and demonstrated consistent performance improvements over traditional tabular and graph-based baselines in
corporate credit rating tasks. Recent investigations utilizing GraphSAGE and hierarchical heterogeneous
GNN:ss for corporate and SME credit risk similarly report robust classification outcomes across multiple rating
categories [12],[34],[37]-[39].

In AML contexts, graph convolutional network (GCN)-based and hybrid GNN models have been applied
to classify transactions or accounts as suspicious by leveraging multi-hop patterns within transaction graphs,
achieving superior detection rates and reduced false positive rates relative to random forests and support vector
machines [8][9],[40][41]. Reviews on continual graph learning for AML emphasize the necessity of dynamic
graph frameworks to address concept drift, emerging typologies, and incremental data, identifying temporal
GNNss as a promising avenue for advancing financial crime detection [42].

More broadly, graph-based and deep learning models have been utilized for suicide risk prediction,
emotion recognition from social graphs, and remote health monitoring, confirming that incorporating relational
and temporal structures substantially enhances predictive accuracy [43]-[47]. Although CPS risk assessment
has predominantly relied on tree-based or conventional neural network models applied to administrative data,
large-scale studies report machine learning models achieving area under the receiver operating characteristic
curve (AUC-ROC) values around 0.86-0.87 in predicting removal decisions and adverse outcomes [10],[32].
Furthermore, classical neural network approaches to CPS risk assessment have demonstrated superior
performance compared to linear models, underscoring the potential of deep architectures for modeling complex
social data [48].

1.4. Wearables, Aging, and Bibliometric Evidence

The proliferation of wearable devices and remote monitoring technologies within aging and public health
domains exemplifies the convergence of IoT sensing, artificial intelligence, and risk prediction. Bibliometric
analyses, such as the study by Zhi and Zolotova on wearable technologies for elderly populations, document
rapid growth in research focused on Al-enabled monitoring of health status and behavior among older adults,
highlighting both opportunities and challenges related to data quality, ethical considerations, and system
integration [50]. These findings support the feasibility of deploying IoT and Al technologies for continuous
assessment and early intervention in vulnerable populations, aligning with the objectives of social work.

1.5. Research Gaps
Despite these advancements, several critical gaps persist:

® Domain fragmentation: Applications of GNNs in credit scoring, AML, IoT anomaly detection, and
public-sector risk modelling remain largely isolated, with limited cross-domain exchange of architectural
designs or evaluation methodologies [2],[8],[10],[13],[31].

o Insufficient integrated modelling of financial and social risk: Existing studies typically address financial
and social risks independently, notwithstanding the frequent co-occurrence of financial hardship, criminal
exploitation, and social vulnerabilities within at-risk households [10],[12],[32].

e Limited temporal and IoT data integration: Many GNN-based financial models operate on static or
infrequently updated graphs and do not fully exploit high-frequency IoT sensor streams or explicitly
model dynamic graph evolution [2],[21],[28]-[30].

®  Underutilization of predictive maintenance frameworks: Although predictive maintenance is well-
established in industrial engineering, its conceptual and technical frameworks are seldom applied to socio-
financial systems, despite the analogous importance of early intervention and lifecycle management
[3],[19][20],[26].

Rationale for Joint Prediction. In this work, we do not assume a strict one-to-one mathematical
dependency between financial distress and social-work case escalation. Instead, we posit that both outcomes
are shaped by a shared set of latent factors, such as household financial strain, instability in daily routines, and
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disrupted service engagement, which manifest across financial transactions, loT-derived behavioral signals,
and social-service interactions. A multi-task formulation that shares lower-level representations while
maintaining task-specific output heads thercfore offers a principled way to exploit these structural
commonalities without conflating the distinct operational semantics, decision thresholds, and accountability
frameworks of credit scoring and social work.

1.6. Objectives and Contributions
To address these identified gaps, this study proposes an loT-driven dynamic GNN prediction framework

designed for the joint tasks of financial credit scoring and early intervention in social work, with an emphasis

on engineering implementation, algorithmic innovation, and practical applicability. The principal contributions
are as follows:

e  Predictive maintenance-oriented conceptualization: We conceptualize financial and social protection
systems as socio-technical assets and establish a formal mapping between predictive maintenance
constructs (e.g., sensors, health indicators, remaining useful life, maintenance actions) and
financial/social governance elements (e.g., [oT devices, risk scores, timing of interventions).

e  Dynamic multi-layer graph formulation: We develop a heterogeneous temporal graph representation that
integrates financial transactions, [oT sensor co-usage, and social service interactions, thereby enabling
unified modelling of credit and social risk, building upon extant literature in network-based credit scoring
and CPS risk assessment [10]-[13],[17].

e  Hybrid temporal GNN architecture: We propose a multi-task GNN architecture that combines structure-
aware message passing with temporal encoding mechanisms inspired by IoT anomaly detection and
dynamic graph learning research [2],[29][30],[32].

e  System implementation blueprint: We outline an end-to-end IoT-edge-cloud system design tailored for
real-time data streaming, online learning, and deployment within financial institutions and social service
agencies, consistent with predictive maintenance process models.

e  Evaluation protocol and comparative analysis: We propose an evaluation methodology and conduct a
conceptual comparison of anticipated model performance against state-of-the-art benchmarks in credit
scoring, AML, and child risk prediction, drawing on reported results from recent studies
[8],[101,[13],[17],[49].

By integrating GNN-based risk modeling with predictive maintenance paradigms, the present work
aspires to advance both theoretical understanding and practical applications in Al-enabled governance of
complex socio-technical networks.

Paper Structure. The remainder of this paper is organized as follows. Section 2 formalizes the problem
setting, introduces the dynamic heterogeneous graph representation, and details the proposed multi-task GNN
architecture and IoT-edge-cloud system design. Section 3 provides a conceptual analysis and discussion,
synthesizing evidence from existing empirical studies in credit risk, AML, IoT anomaly detection, and social
risk modeling to position the proposed framework and articulate its theoretical and practical contributions.
Section 4 concludes by summarizing the main insights, discussing limitations, particularly those related to data
availability, privacy, and fairness, and outlining directions for future empirical validation and interdisciplinary
collaboration.

2. METHODS
2.1. Problem Formulation
This study examines a socio-financial ecosystem comprising clients, households, financial institutions,
IoT devices, and social workers that interact over time through financial transactions, service engagements,
and sensor-mediated activities. Drawing inspiration from network-based credit scoring and AML systems, we
represent this environment as a dynamic heterogeneous graph.
At discrete time points t = 1,...,T, we define a graph G, = (V, E¢, X;) where
®  V denotes the set of nodes, categorized into types such as individuals, bank accounts, merchants, devices,
households, and social workers.
e FE, CVXVXQR isthe set of timestamped, typed edges at time t, capturing interactions such as financial
transactions, device co-usage, co-location events, and case-management interactions.
e X, € RV is a matrix of time-dependent node features, encompassing financial summaries (e.g., rolling
spending, income stability), behavioral indicators derived from IoT data (e.g., mobility patterns, home
energy consumption), and attributes related to social services.
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Figure 1 illustrates a schematic of the heterogeneous, temporal socio-financial graph, highlighting the
principal node and edge types incorporated within the proposed framework.
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Figure 1. Dynamic heterogeneous socio-financial graph modeled by the proposed framework

Our analysis focuses on two predictive tasks defined over (possibly overlapping) subsets of nodes:
1. Financial credit and AML-oriented scoring: For selected financial nodes (e.g., client accounts), we

aim to predict a credit risk score yvf that quantifies the probability of default or suspicious behavior within
a future time horizon Ay.

2. Social work early intervention scoring: For individuals or households under child protective services
(CPS) or social-service monitoring, we predict a social risk score y;;, estimating the likelihood of severe
adverse outcomes (e.g., placement, re-referral, hospitalization) within a horizon A,.

Given historical graph snapshots {G, ..., Gr}, the objective is to learn a parameterized function fy that
maps node histories and their evolving neighborhoods to both risk scores:

@1,95) = fo((Gy, -, Gr), v) (1

where the function must accommodate dynamic graph structures, multi-modal features, severe label imbalance,
and potentially conflicting operational objectives (e.g., balancing early detection against false positives),
challenges well-documented in AML, predictive maintenance, and CPS domains [9][10],[19],[31].

In addition, heterogeneous graph learning techniques such as meta-path-based random walks and
metapath2vec offer complementary mechanisms for capturing higher-order semantic relations in multi-typed
networks, which could be integrated with the proposed framework in future work [51].

2.2. IoT and Data Layer Design

The IoT layer consolidates heterogeneous sensor data into structured signals amenable to graph
construction and temporal modeling. Adopting methodologies from predictive maintenance architectures, we
implement a three-stage pipeline comprising sensing, feature engineering, and event aggregation.

2.2.1. Sensing and Data Sources
Key data sources include:

e  Financial transaction logs from core banking systems and payment networks.

®  POS device telemetry (e.g., terminal identifiers, error logs, usage patterns) and merchant IoT sensors.

®  Consumer loT devices such as smart meters, wearables, and smartphones capturing mobility, activity,
and environmental context.

®  Social service systems encompassing case management records, visit logs, and communication channels.
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Table 1 summarizes illustrative IoT and information-system data sources alongside derived node and
edge features.

Table 1. [oT and Information-System Data Sources and Derived Node/Edge Features in the Proposed Dynamic GNN

Framework
Layer Example source Node/edge type Example derived features

. . . Account-account Amount statistics, merchant categories, time-

Financial core Transaction records, account metadata .
edges of-day mix
Merchant IoT POS logs, device health Devlctrrl(/)(riré:rchant Failure counts, uptime ratio, anomaly flags
Consumer ToT Smart meter, wearable, smartphone Person / household Activity regularity, night-time usage, mobility
telemetry nodes entropy

Social services Visit frequency, missed appointments,

Case logs, visit notes, communication Person-worker edges

IS response delays

Derived features are computed using sliding windows and standard signal processing and statistical
techniques, paralleling approaches in industrial PAM and remote health monitoring [24],[45],[52].

Edge Construction and Temporal Windows. Edges in E; are constructed from raw logs using
application-specific temporal windows and thresholds. For financial transaction edges, two accounts are linked
if at least k transactions occur within a sliding window of wy days, with edge attributes encoding aggregated
amounts, merchant categories, and time-of-day statistics. Device co-usage and co-location edges are formed
when a person or household interacts with the same [oT device, POS terminal, or location within a window
of wy hours, capturing routine and anomalous behavior patterns. Social-service edges connect persons and
workers when case notes, visits, or communications are recorded within a window of wy weeks, with attributes
summarizing visit frequency, missed appointments, and response delays. These operational rules ensure that
the dynamic graph captures both stable relationships and short-lived interaction bursts relevant for risk
assessment.

Cold-Start Nodes. New nodes (e.g., recently opened accounts or newly enrolled families) may lack
historical graph context at early time steps. For such cold-start nodes, initial representations rely on static
profile features and aggregated early behavior, and the temporal encoder progressively refines these
embeddings as additional interactions and sensor readings are observed. This strategy mirrors approaches in
credit scoring and predictive maintenance, where initial risk estimates are gradually updated as more
longitudinal data become available.

2.2.2. Pre-processing and Normalization
Standard pre-processing procedures are applied, including:

e Temporal resampling to fixed intervals (e.g., hourly, daily) with aggregation functions aligned to
prediction horizons.

e  Feature scaling (e.g., z-score normalization) and winsorization to mitigate extreme outliers prevalent in
financial and behavioural data [12][13],[17].

e Handling of rare events via log-transformations and frequency encoding of categorical variables such as
merchant categories and device types [11][12],[40].
These steps conform to best practices in predictive maintenance and credit risk modeling, where stable

feature distributions and robust outlier management are critical for model efficacy.

2.3. Dynamic Graph Neural Network Architecture

The proposed architecture integrates spatial message passing within each graph snapshot and temporal
encoding of node representations, drawing on GNN-based IoT anomaly detection and dynamic social graph
modeling literature [29][301,[32],[42].

2.3.1. Message Passing Layer

At each time step ¢, we employ a GraphSAGE/GAT-inspired update mechanism that aggregates neighbor
information with edge-type-specific transformations to accommodate heterogeneous relations. For node v, the
message from neighbor u € N (v) connected via edge type r is defined as:

mh = er (b @)

where hl(f_l) denotes the hidden state of node u from the preceding layer, and xfﬁ,) encodes edge attributes such
as transaction amount or device type. The aggregated message for node v at time ¢ is:
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M® = AGGQ ggnteN@)reRD 3)

with AGG representing a permutation-invariant function (e.g., mean, max, or attention-based weighting), and
R the set of relation types.
Node representations are updated via:

hy? = 0o (Woeiphf ™ + Wineg My + b) @

where W r and Wy, are learnable weight matrices, b is a bias term, and o denotes a nonlinear activation
function such as ReLU or ELU.

2.3.2. Temporal Encoder

To model temporal dynamics across graph snapshots, node embeddings are processed through a recurrent
temporal encoder. Consistent with approaches in IoT anomaly detection and temporal GNNs, we utilize a gated
recurrent unit (GRU) with shared parameters across nodes [29][30],[32], while maintaining separate hidden
states h!, for each node v. This design avoids the computational burden of node-specific GRUs and enables
scalable training on graphs with thousands of IoT devices and accounts. The GRU updates are given by:

2 = s(W,h$Y + s (5)
Y = g(WhP + U,si) (6)
539 = tanh (W;nS + U,(r® © s¢7V)) (™)
sO=(1-20) 0 st +20 0 5® (8)

where h, represents the temporally smoothed state of node v, and ® denotes element-wise multiplication.
This formulation enables retention of long-term context while adapting to abrupt changes, analogous to
remaining useful life (RUL) estimation in PdM and dynamic social graph models for emotion and suicide risk
prediction [32],[43][44],[49].

2.3.3. Multi-task Output Heads and Loss Function
For each target node v, task-specific logits are computed via linear transformations applied to the final
temporal embedding h7:

z} = WhD + by ©9)
= W,h] + b (10)
followed by sigmoid activation to yield predicted probabilities:
9, =o(z)) (11
= 0(z) (12)

Weighted binary cross-entropy losses are employed for each task to address label imbalance typical in
default, money laundering, and critical social outcomes [4]-[6]. For the financial task, the loss is

Ly == > (w/yllog 9] +wf (1 = ylog (1 -9/ 1)
UEVf
with an analogous definition for the social task loss L;. The combined multi-task objective is
Ltotal = /1fo + ASLS + Aregﬂ(e) (14)

where A¢ and A, regulate task weighting and A,., controls regularization. In practice, Ar and A can be
f s ICg g 4 reg f
tuned via validation or set proportionally to the effective class imbalance in each task; future work may also
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incorporate uncertainty-based or dynamic task weighting schemes to further stabilize gradients in highly
imbalanced, multi-task settings.

Computational Complexity and Scalability. For a graph snapshot with | V; | nodes and | E; | edges, a
single message-passing layer with hidden dimension d incurs complexity on the order of O(| E; | d), while the
GRU-based temporal encoder incurs O (| V; | d?) or O(l V, | d) depending on the chosen parameterization. By
combining relation-aware neighbor sampling, mini-batch training on target nodes, and shared GRU parameters,
the proposed architecture is designed to scale to thousands of IoT nodes and accounts per time step, aligning
with recent work on scalable heterogeneous and temporal GNNs [51].

Figure 2 depicts the overall model architecture, integrating heterogeneous message passing, node-wise
temporal encoding, and dual task-specific output heads for financial and social risk prediction. Beyond
illustrating the neural components, Figure 2 also serves as a high-level methodological flowchart, outlining the
main stages from data ingestion and graph construction to temporal encoding and multi-task prediction.

In practice, A¢ and A can be tuned using validation performance or set proportionally to the effective
positive-class prevalence of each task, which helps prevent one loss from dominating the gradient updates in
highly imbalanced settings; future work may also adopt dynamic or uncertainty-based task weighting strategies
drawn from the multi-task learning literature.

Input heterogeneous

dynamic graph
4 N . - Financial credit /
Relation-specific AML risk head
message passing Temporal encoder = o
o sigmoid
= -
A - Node-wise temporal 2
ivi count encoder (GRU) 3
Individual = —y
—» The entire model is trained
— | == with a combined loss:
E :: L =/1fo +AsLs +lreg“9”%
7 / Per- Node-wise temporal Temporal 5
time-step  encoder (GRU)  state for T
Household - LV embeddings each node 8 —>®
Social worker GNN layer & sigmoid
LY 7 a
Y -
Dynamic heterogeneous _Somal wprk early
socio-financial graph {G,} intervention head

Figure 2. Architecture and high-level methodological flow of the proposed dynamic multi-task graph neural network

2.4. System Implementation and Architecture
We propose a multi-layered system architecture aligned with predictive maintenance reference models

and IoT-GNN integration paradigms:

®  Perception Layer (IoT/Edge): IoT devices (e.g., POS terminals, wearables, smart meters) and
institutional systems (core banking, CPS information systems) generate raw events. Lightweight edge
processing performs initial filtering, compression, and health monitoring, analogous to energy-efficient
GNN-based anomaly detection in IoT deployments.

e  Communication and Ingestion Layer: Message brokers (e.g., MQTT, Kafka) facilitate event transport
to the cloud. Stream-processing jobs perform event joining and enrichment (e.g., mapping device IDs to
households) and construct incremental graph updates.

e  Graph Storage and Feature Store: A graph database or distributed in-memory store maintains current
and historical graph snapshots, while a feature store provides precomputed aggregates and embeddings
for downstream tasks.

®  Model Serving Layer: The temporal GNN is deployed as a microservice consuming batched graph
updates or mini-batches of target nodes, returning risk scores and explanations via APIs. Partial inference
offloading to edge devices is feasible for latency-sensitive applications, inspired by edge-based IoT and
remote health monitoring systems [2],[45],[53].

®  Application Layer: Risk scores inform decision-support dashboards for risk analysts and social workers,
facilitating prioritized investigations, alerts, and intervention planning.

Chia-Ching Lin (A Novel Approach to Multi-Task Prediction in IoT Environments Using Dynamic
Heterogeneous Graph Neural Networks)



662 Buletin Ilmiah Sarjana Teknik Elektro ISSN: 2685-9572
Vol. 8, No. 3, June 2026, pp. 654-672

Figure 3 illustrates the comprehensive IoT-edge-cloud system design of the proposed predictive
framework, reflecting common reference architectures for GNN-enabled IoT and predictive maintenance
systems. This architecture parallels PdM software stacks in industrial contexts, integrating sensing, data
management, predictive modeling, and decision optimization [3],[19]-[21].

Model & application Risk analyst Ul

credit / AML / social risk P —

Outputs: credit / AML risk scores, social risk scores + 4+ 4 &
Trained with £ = ArLy + X, + Areg 1012 ==

Dynamic multi-task GNN / -

Graph & feature store

Communication & ingestion Graph store
dynamic
Message broker .| Streaming ETL q het(e::Jgene N Feature store
(MQTT / Kafka) & enrichment graph {G,})
XA 4R I 4

|
LT N NS T~ !
Perception layer (loT / Edge)

— -} oo
& 0 =

Core banking CPSIS
POS Smart Wearables Smartphones  Core  CPS information
terminals meters banking system

Figure 3. Overall loT-edge-cloud system architecture for the proposed dynamic GNN-based predictive maintenance
framework

2.5. Evaluation Protocol

While detailed empirical evaluation necessitates access to sensitive financial and social-service data, we
propose an evaluation protocol grounded in established methodologies from credit scoring, AML, IoT anomaly
detection, and child-risk prediction research.

2.5.1. Datasets and Task Definitions

e  Financial Dataset: Anonymized transaction-level data and account metadata from a financial institution,
annotated with labels for default, delinquency, or AML cases, analogous to datasets employed in GNN-
based AML and credit-rating studies [8],[12][13],[17],[31],[32],[40].

o  Social-Work Dataset: Administrative CPS records linked with IoT-derived behavioural proxies (e.g.,
visit adherence, day-night activity ratios), labelled for removal decisions and adverse outcomes, following
designs in Danish CPS risk modelling and classical neural-network CPS studies [10],[32],[48],[54].
Both tasks are formulated as binary classification problems with forecast horizons aligned to institutional

requirements (e.g., 3-6 months for default, 6-12 months for CPS outcomes), consistent with prior literature

[10],[13],[17]. Crucially, however, we emphasize that the present paper does not report new experimental

results on proprietary financial or social-service datasets; instead, it specifies an evaluation protocol to guide

future empirical studies once appropriately governed, integrated datasets become available.

2.5.2. Baselines

The proposed dynamic GNN is compared against several baseline models representative of current
practice can be seen in Table 2. This baseline set reflects methodologies evaluated in recent AML GNN
research, IoT anomaly detection, and CPS risk modeling studies [8],[10],[29],[32].

Beyond these representative baselines, future empirical evaluations should also consider state-of-the-art
heterogeneous and temporal GNNs such as heterogeneous graph transformers (HGT) and evolving graph
convolutional networks (EvolveGCN), which explicitly model node and edge types or evolving adjacency
structures and therefore constitute strong comparators for the proposed dynamic socio-financial GNN [55][56].
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Table 2. Representative baseline models
Model class Description and rationale
Logistic regression / GBM  Strong tabular baselines widely used in credit and CPS risk [10],[13][14]
LSTM / temporal CNN Temporal models on per-node sequences without explicit graph [43],[52]
Static GCN / GraphSAGE GNNss on static graphs, ignoring temporal dimension [13],[31],[37]
IoT anomaly detectors (AE) Autoencoder-based detectors as in IoT PdM literature [24],[29][30]

2.5.3. Metrics and Analysis
Evaluation metrics include:

e  Discrimination: Area under the receiver operating characteristic curve (AUC-ROC) and area under the
precision-recall curve (AUC-PR), metrics widely adopted in AML and child-risk assessment contexts
characterized by class imbalance [8],[10],[31].

e  Calibration: Brier score and calibration plots to evaluate the reliability of predicted probabilities, critical
for decision-support systems involving human operators [10],[20].

e  Operational Metrics: Measures such as true positives per investigator, false positive rate at fixed
workload, and improvements in time-to-detection, reflecting constraints typical in AML and PdM
applications [9],[11],[19],[40].

Figure 4 conceptually contrasts the ROC and precision-recall curves of the proposed dynamic GNN with
representative baseline models, illustrating typical performance differentials reported in recent AML and CPS
risk modeling literature. Furthermore, ablation studies are proposed to systematically vary components such as
temporal encoding, edge types, and multi-task coupling to quantify their individual contributions, following
established practices in recent GNN and PdM research [3],[13],[26],[35]. When empirical data become
available, statistical significance of performance differences between models should be assessed using
appropriate tests, such as DeLong’s test for AUC comparisons and bootstrap confidence intervals for AUC-PR
and Brier scores [57].

ROC Precision-Recall
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Figure 4. Conceptual ROC and precision-recall curves for baseline models versus the proposed dynamic GNN

3. CONCEPTUAL ANALYSIS AND DISCUSSION

Rather than presenting new experimental results on proprietary datasets, this section offers a conceptual
analysis that synthesizes empirical findings from existing studies in credit risk, AML, IoT anomaly detection,
and social-risk modeling, and uses them to justify the design of the proposed framework. The patterns and
performance differentials discussed below are therefore indicative and literature-based rather than outcomes of
a specific deployed system, and should be interpreted as motivating evidence for future empirical validation.
We first highlight recurring data characteristics such as extreme class imbalance and temporal drift, then review
evidence on the benefits of GNNs and temporal modeling in analogous domains, and finally position the
proposed dynamic multi-task [oT-GNN relative to traditional tabular models, static GNNs, and heterogeneous
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or temporal GNN baselines. The resulting comparative perspective underpins the anticipated advantages and
limitations summarized in Table 3 and Figure 4, while explicitly acknowledging that rigorous validation of the
proposed architecture requires future empirical studies on governed, high-quality datasets. This includes recent
heterogeneous and temporal GNN architectures such as HGT and EvolveGCN, which provide strong reference
points for positioning the proposed framework.

3.1. Descriptive Patterns and Class Imbalance

Research in AML, fraud detection, and child protection services (CPS) risk consistently reveals
pronounced class imbalance, wherein suspicious transactions or critical child-protection outcomes constitute a
minor proportion of all cases but exert disproportionately significant social and financial consequences
[81,[10],[31][32],[40]. For instance, GNN-based AML systems are typically trained on datasets with positive
instances constituting less than 1%, necessitating meticulous sampling, threshold calibration, and cost-sensitive
learning approaches [8],[9],[40],[49]. Similarly, CPS risk models in Denmark, despite the rarity of removal
events within a large referral cohort, achieved robust area under the receiver operating characteristic curve
(AUC-ROC) values exceeding 0.86 through machine learning methodologies [10].

These distributional characteristics parallel those observed in predictive maintenance (PdM), where
failures are infrequent amidst extensive nominal sensor data streams [19]-[21],[24]. Consequently, PdM
techniques such as anomaly-aware loss functions, time-to-failure modeling, and health-indicator design are
directly transferable to socio-financial risk modeling, and our dynamic GNN framework is inherently capable
of integrating these methods.

3.2. Evidence from GNNs in Financial and IoT Applications
3.2.1. Credit Ratings and Credit Risk

In the domain of corporate credit rating, the CCR-GNN model demonstrated that representing internal
feature interactions through graph structures yields consistent performance improvements relative to state-of-
the-art baselines on Chinese publicly listed companies, thereby confirming the utility of graph-based modeling
of indicator dependencies for credit scoring [13],[17],[31]. Additional studies employing GraphSAGE and
other GNN variants for corporate and small-to-medium enterprise (SME) credit risk have shown that
embedding relational information within networks of financial indicators or corporate relationships enhances
multi-level credit rating classification and prediction stability [34],[36],[37].

A recent hybrid GNN approach for credit-risk prediction incorporated both global and local graph
convolution operators alongside attention mechanisms to alleviate over-smoothing and underutilization of
features, achieving superior accuracy and robustness in borrower-level risk assessments [32],[35]. Collectively,
these findings substantiate the design choices of our proposed architecture, namely graph-based borrower and
relationship representations, attention-based aggregation, and hybrid convolutional schemes, as empirically
justified and likely to deliver competitive performance in credit and AML contexts.

3.2.2. AML and Financial Fraud

GNN applications for AML detection, including graph convolutional network (GCN)-based classifiers
augmented with node2vec embeddings and relational features, have demonstrated superior performance
compared to traditional methods such as logistic regression, random forests, and support vector machines in
transaction monitoring tasks [8][9],[40][41]. Notably, a GCN classifier specifically tailored for AML,
leveraging node embeddings and multi-hop neighborhood information, achieved higher recall at comparable
false positive rates, which is critical for identifying sophisticated laundering schemes exploiting indirect
connections [9],[40].

Review articles on continual graph learning for AML emphasize the necessity of dynamic graph
frameworks to address concept drift, emerging typologies, and incremental data, thereby underscoring a
promising research trajectory toward temporal GNNs for financial crime detection [42]. Our dynamic GNN
architecture responds to this need by modeling evolving transaction graphs and enabling incremental updates
through temporal encoders, drawing inspiration from continual PdM frameworks [36].

3.2.3. IoT Anomaly Detection and Predictive Maintenance

Within IoT environments, GNN-based models have been applied to anomaly detection across industrial
IoT (IIoT) infrastructures, smart factories, energy systems, and transportation networks [5],[21],[29][30]. A
distributed GNN-based anomaly detection framework effectively captured network-level behaviors in IIoT by
representing inter-device connectivity and learning from both structural and content features, outperforming
traditional approaches in detecting contextual and collective anomalies [29]. Additionally, energy-efficient
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GNN architectures (EGNN) have been proposed to reduce computational and communication overhead in
multivariate [oT time series anomaly detection, demonstrating that carefully designed GNNSs can operate under
resource constraints typical of edge computing environments [30].

These findings reinforce the rationale for an IoT-integrated GNN approach in financial and social-risk
applications: behavioral anomalies detected via loT (e.g., atypical nocturnal activity, irregular point-of-sale
usage) can be analogized to machine health anomalies in PdM, with GNNs providing a principled mechanism
to propagate such signals across networks [19][45].

3.3. Evidence from Social Risk and Public-Sector Predictive Models

Large-scale investigations into child maltreatment risk modeling using administrative data have
demonstrated that machine learning models can reliably predict removal decisions and adverse child outcomes
within CPS, achieving AUC-ROC values exceeding 0.86 [10]. These models incorporate extensive background
information on children and families, with predictions strongly correlating with out-of-sample adverse
outcomes such as criminal behavior, health complications, and school absenteeism, indicating that risk scores
serve as meaningful early-warning indicators.

Earlier research applying neural networks to CPS risk assessment found that non-linear models more
accurately approximated human decision-making processes and outperformed linear and logistic regression
models in case classification accuracy [48]. Beyond CPS, deep GNN-based models have been successfully
employed to predict suicide risk and emotional states by integrating multi-dimensional questionnaire data,
social network information, and temporal features [43][44]. Recent GNN models for remote health monitoring
in dementia care further demonstrate that graph-based representations enhance adverse health event prediction
under noisy, real-world conditions [45].

Collectively, these results suggest that dynamic, relational, and temporal modeling, which are core
attributes of GNNss, are particularly well suited for early intervention tasks in social work, and our proposed
joint financial and social GNN framework directly builds upon these insights.

3.4. Conceptual Comparative Analysis

To contextualize the proposed framework relative to existing methodologies, Table 3 provides a
qualitative comparison of representative approaches across key dimensions, synthesizing characteristics
reported in the literature. This comparison underscores that our framework uniquely integrates explicit graph
modeling, temporal encoding, and IoT integration across both financial and social domains, aligning with
predictive maintenance paradigms.

Table 3. Conceptual Comparison of Representative Approaches

Graph Temporal IoT .
Approach type structure modeling integration Domain scope
Tabular credl]i}s{c)onng (GBM, None Limited (lags) Indirect Financial only [12][13],[31]
Static GNN for credit/ AML Yes (static) Snapshot-based Low Financial only [8],[13]
PdM ML (LSTM, CNN) None / implicit Strong High E“g‘ne"irl‘;‘]gés;]ets only
CPS ML risk models None Limited Very low Social only [10],[32],[48]
IoT anomaly GNN Yes Strong High IoT/industrial only [29][30]
Proposed dynamic [oT-GNN Yes (temporal) Strong High Financial + social (joint)

3.5. Research Limitations
Several limitations warrant consideration:

e Data Availability and Integration: Implementation of the proposed framework necessitates
longitudinal, linked datasets combining financial transactions, loT telemetry, and social-service records.
Such integrated datasets are scarce and subject to stringent privacy regulations.

e  Privacy and Ethics: The utilization of IoT and financial data in social work decision-making raises
significant concerns regarding surveillance, informed consent, and potential chilling effects, which are
actively debated within Al-for-social-good and PdM communities.

e Fairness and Bias: Historical biases embedded within credit and CPS systems may be perpetuated or
amplified by powerful models, including GNNs. Evidence from public-sector risk modelling cautions
that predictive tools can disproportionately affect marginalized populations if not rigorously evaluated
and governed.

e Complex Deployment and Maintenance: GNN models and IoT-based infrastructures entail
considerable complexity in deployment and maintenance, requiring specialized expertise, scalable

Chia-Ching Lin (A Novel Approach to Multi-Task Prediction in IoT Environments Using Dynamic
Heterogeneous Graph Neural Networks)



666 Buletin Ilmiah Sarjana Teknik Elektro ISSN: 2685-9572
Vol. 8, No. 3, June 2026, pp. 654-672

infrastructure, and continuous monitoring. These requirements are analogous to the challenges

encountered in large-scale industrial PAM implementations.

e  Structural sparsity and asynchronous updates: Social-work interaction graphs are typically much
sparser and updated less frequently than financial transaction graphs, which can lead to unstable
embeddings and biased performance if not properly regularized. Techniques such as informed negative
sampling, neighbourhood expansion, and cross-task regularization may alleviate some of these issues, but
their effectiveness remains an open question for future empirical work.

In practice, this implies that the social-work component of the joint graph may contribute weaker or
noisier signals than the financial component, especially for newly enrolled families or rarely contacted cases.
Future implementations should therefore carefully monitor task-wise performance, apply robustness checks
under extreme sparsity scenarios, and consider task-specific regularization or re-weighting strategies to avoid
systematically under-serving sparse social-work nodes.

In addition to data availability and integration challenges, the proposed framework must contend
with data sparsity and structural imbalance: social-work interaction graphs are often much sparser and less
regularly updated than financial transaction graphs, potentially leading to unstable representations and biased
performance if not carefully regularized. Techniques such as informed negative sampling, neighborhood
expansion, and cross-task regularization may partially mitigate these issues, but their effectiveness remains an
open question for future empirical work.

To partially address the privacy, fairness, and governance concerns outlined above, future
implementations should incorporate privacy-preserving learning mechanisms (e.g., federated or split learning,
secure aggregation), fairness-aware objectives and audits, and human-in-the-loop workflows in which social
workers and risk analysts can interrogate, contest, and override model outputs. These safeguards are especially
critical in high-stakes contexts where loT-enabled monitoring of “high-risk” cases risks exacerbating
surveillance, stigmatization, or unequal treatment if deployed without robust oversight.

3.6. Theoretical Contributions and Practical Value
Theoretically, this work contributes in three principal ways:

1. Cross-Domain Extension of Predictive Maintenance: It extends PdM concepts beyond physical assets
to socio-technical systems, positing that social and financial infrastructures can be monitored and
“maintained” via [oT sensors and health indicators, thereby broadening the scope of PAM research.

2. Dynamic Multi-Layer Socio-Financial Graphs: It formalizes a unified dynamic graph structure
encapsulating financial, behavioral, and social-service relationships, establishing a foundation for
subsequent research on multi-task GNNs in public policy and financial regulation.

3. Joint Risk Modeling: It conceptualizes credit risk and social risk as multi-task learning problems over
shared representations, suggesting that insights from one domain may regularize and enhance predictions
in the other, supported by evidence indicating that similar underlying factors influence economic and
social vulnerabilities.

Practically, the framework offers:

e A System Blueprint for Institutions: Financial institutions and social service agencies can leverage the
architecture to design loT-enhanced, GNN-based early warning systems that integrate extant data sources
with novel sensor deployments.

e Improved Prioritization and Resource Allocation: By providing calibrated risk scores contextualized
relationally, the system can assist risk analysts and social workers in prioritizing cases, reducing false
positives, and focusing limited resources on the most critical network nodes.

o  Potential for Cross-Sector Collaboration: A shared data and modelling platform facilitates cooperation
among banks, regulators, and social agencies, potentially enabling coordinated interventions for
households experiencing intertwined financial and social risks.

To enhance interpretability and support human-in-the-loop decision-making, Figure 5 illustrates an
example explanation interface highlighting influential neighbors and features contributing to a high-risk node
prediction, analogous to explanation tools employed in existing CPS and AML systems [10],[48].

Bibliometric analyses of Al and wearable technologies for older adults indicate that such cross-sector,
IoT-enabled interventions are already emerging within health and aging domains [50], thereby reinforcing the
practical relevance of the proposed approach.

Chia-Ching Lin (A Novel Approach to Multi-Task Prediction in IoT Environments Using Dynamic
Heterogeneous Graph Neural Networks)



ISSN: 2685-9572 Buletin Ilmiah Sarjana Teknik Elektro 667
Vol. 8, No. 3, June 2026, pp. 654-672

Explanation generated
by dynamic GNN

Other
individuals

Top contributing features
Other _/ Merchants

individuals Spike in cash withdrawals

Irregular night-time

— Merchant
0.3 et energy usage

Edge importance
0.21

High risk
Target client /
household

Risk score = 0.87

Other '

individuals

loT Missed social-work visits
devices

Frequent POS transactions

at new merchant
_ ﬁ loT devices

Increased transfers to
Household high-risk accounts
. Target client / household @ Merchants

@ Individual [ 10T device = Attention weight / Feature importance derived from node
[ Bank account ﬁ} Household edge importance and edge embeddings

Figure 5. Example explanation for a high-risk prediction produced by the dynamic GNN

3.7. Future Research Directions
Future investigations should pursue several avenues:

1. Federated and Privacy-Preserving GNNs: To address privacy concerns, forthcoming architectures
could incorporate federated learning and secure aggregation techniques, enabling collaborative GNN
training without centralizing raw data, aligning with emerging research on privacy-aware GNNs and PdAM
systems.

2.  Explainability and Human-in-the-Loop Design: Building upon explainable Al and human-in-the-loop
PdM frameworks, research should develop GNN explanation tools tailored to social work and financial
regulation, empowering practitioners to understand relational risk drivers and to contest or override
algorithmic recommendations.

3. Fairness-Aware Learning Objectives: Integrating fairness constraints and counterfactual reasoning into
dynamic GNN training can mitigate disparate impacts across demographic groups, extending ongoing
debates on fairness in CPS and credit scoring into the graph domain.

4. Real-World Pilots and Longitudinal Evaluation: Pilot deployments with rigorous governance and
stakeholder engagement are essential to evaluate long-term impacts, concept drift, and robustness under
operational conditions, paralleling the gradual rollout and refinement of PdM systems in industrial
contexts.

5.  Wearable and Smart-Home Integration in Social Work: Drawing on bibliometric and empirical
studies of wearable devices for older adults, social work applications could explore optional, consent-
based IoT sensing within high-risk households, integrating data into dynamic GNNs while respecting
autonomy and cultural norms.

4. CONCLUSION

The escalating complexity and interconnectedness of financial and social systems, propelled by the
widespread adoption of [oT technologies and digital services, necessitate novel approaches to risk assessment
and early intervention. This paper has posited that predictive maintenance, which has traditionally been
confined to industrial equipment, offers a compelling conceptual and technical framework for managing the
health of socio-technical networks. By conceptualizing financial accounts, households, and social-service
relationships as assets monitored via sensor networks, this approach facilitates condition-based interventions
aimed at averting catastrophic failures such as financial collapse, money laundering cascades, or severe social
harm.

Graph Neural Networks provide a natural modeling framework for such socio-technical systems, capable
of integrating multi-hop relational information, heterogeneous edge types, and temporal dynamics. Building
upon recent successes of GNNs in credit rating, AML detection, loT anomaly detection, and public health risk
modeling, we proposed a dynamic, loT-driven GNN architecture that jointly predicts financial credit risk and
social-work early intervention scores. Our formulation encompasses message passing over evolving graphs,
temporal encoding of node histories, and multi-task learning, embedded within a system architecture spanning
IoT sensing, data streaming, graph storage, and model serving.
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This paper does not report new experiments on integrated financial-social datasets; empirical validation
of the proposed system would require access to highly sensitive, tightly governed data that are currently
unavailable to the authors. Instead, we draw upon extant literature in related domains to justify key design
decisions and estimate potential benefits. The literature consistently demonstrates that GNN-based methods
outperform traditional baselines in credit and AML tasks, that IoT-based PdM enhances reliability and cost-
effectiveness in industrial settings, and that machine learning risk models can meaningfully support human
decision-making in child protection and health monitoring. These findings collectively endorse the feasibility
and promise of the proposed socio-financial predictive maintenance framework.

Simultaneously, deploying such systems entails critical challenges related to data integration, privacy,
fairness, and governance. Insights from PdM regarding human factors, workflow integration, and the
indispensability of domain expertise are directly applicable: predictive models must augment rather than
supplant professional judgment and be embedded within transparent, accountable decision-making processes.
Within social work and financial regulation contexts, these imperatives are heightened by the high stakes and
ethical sensitivities involved. Any future deployment of loT-enabled, graph-based risk models in credit scoring
or social work must therefore be accompanied by strong governance, explicit consent mechanisms where
appropriate, rigorous fairness and impact assessments, and meaningful opportunities for stakeholders to contest
or override algorithmic recommendations.

Advancing this research agenda will require interdisciplinary collaboration among electrical and
computer engineers, data scientists, social workers, ethicists, and policymakers. Methodologically, further
development of federated and explainable GNNGs, fairness-aware learning objectives, and human-in-the-loop
interaction designs is essential to align technical capabilities with societal values. Practically, carefully
governed pilot projects, in which stakeholders co-design objectives, safeguards, and evaluation criteria, will be
crucial to assess the feasibility and impact of loT-driven dynamic GNN systems for credit scoring and social
work early intervention.

In summary, by integrating predictive maintenance, loT, and GNN methodologies within a unified socio-
technical framework, this paper delineates a pathway toward more anticipatory, relational, and context-aware
risk management in financial networks and social protection systems. If developed and governed responsibly,
such systems could enhance institutional resilience, mitigate harm, and support more targeted and timely
interventions for vulnerable individuals and communities.
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