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The current assistive robotics platforms tend to be unable to keep up with the 

unpredictable nature of renewable sources of energy, the lack of processing capacity, 

and the growing security risks. In this work, the integrated control architecture is 
introduced where the aspects of energy management, computation efficiency, and 

interaction reliability are considered in one and lightweight framework. The study 

paper contribution is the creation of a single architecture that integrates adaptive fuzzy 
energy control with multi-channel eye-gaze communication and IoT-based security, 

tailored to compute economically and resource-limited microcontroller processor 

designs. The approach combines the Adaptive Fuzzy Energy Manager (AFEM) of real-
time power operation, Multi-Modal Control Interface (MMCI) based on 

electrooculography (EOG) in addition to the depth estimation of vision, and 

Lightweight Secure Communication Layer (LSCL) that employs 128-bit permutation-
based encryption. The experimental test of the system was performed with a robotic 

arm of the 4-DOF with 150W PV-battery unit powered by an Arduino Mega. 

Experimental results demonstrate that the overall accuracy of EOG command 
classification was high at 97.8% and the location of the end-effector was positioned 

precisely with an error of less than 2 mm. AFEM values were sufficient to ensure state-

of-charge of the battery was not less than 88 percent under varying sun irradiance and 
security layer was maintained to give low processing latency of less than 5 ms. The 

suggested framework is highly operational efficient and also interaction reliable 

rendering it applicable to deploy in the resource constrained resources in assistive and 
telemedicine settings. 

Keywords: 

Adaptive Fuzzy Control; 

Lightweight Cryptography; 

Assistive Robotics; 

Electrooculography; 

IoT Security 

Corresponding Author: 

Abulfadhel Amer Saihood 

Altufaili, 

Department of Electronic 

Technologies and 

Communications, Najaf Technical 

Institute, Al-Furat Al-Awsat 

Technical University, Najaf, Iraq. 

Email: 

abulfadhel.altufaili@atu.edu.iq  

This work is open access under a 

Creative Commons Attribution-Share 

Alike 4.0 

 

Document Citation: 

A. A. S. Altufaili and D. M. Shleej, “An Integrated and Lightweight Control Framework for Solar-Powered Assistive 

Robots: Combining Adaptive Fuzzy Energy Management, Multi-Modal HRI, and Secure Communication,” Buletin 

Ilmiah Sarjana Teknik Elektro, vol. 8, no. 2, pp. 408-420, 2026, DOI: 10.12928/biste.v8i2.15190. 

 

https://doi.org/10.12928/biste.v8i2.15190
http://journal2.uad.ac.id/index.php/biste/
http://journal2.uad.ac.id/index.php/biste
mailto:biste@ee.uad.ac.id
mailto:abulfadhel.altufaili@atu.edu.iq
https://creativecommons.org/licenses/by-sa/4.0/deed.id
https://creativecommons.org/licenses/by-sa/4.0/deed.id
https://creativecommons.org/licenses/by-sa/4.0
https://creativecommons.org/licenses/by-sa/4.0
http://journal2.uad.ac.id/index.php/biste/article/view/15190


ISSN: 2685-9572 Buletin Ilmiah Sarjana Teknik Elektro  409 

 Vol. 8, No. 2, April 2026, pp. 408-420 

 

 

Abulfadhel Amer Saihood Altufaili (An Integrated and Lightweight Control Framework for Solar-Powered 

Assistive Robots: Combining Adaptive Fuzzy Energy Management, Multi-Modal HRI, and Secure 

Communication) 

1. INTRODUCTION 

Assistive robotic systems are postulated to assist these individuals with motor impairments, and offer 

physical assistance in daily activities and provide for improved well-being and autonomy [2],[4],[18]. Socially 

assistive robots and home robotic assistants have proven the possibility of enhancing mobility, user interaction 

and satisfaction, if their design is well adapted to the specific need and wish of people with disabilities or 

elderly users [2],[4]. Despite this potential, it is of course a challenge to achieve consistent and efficient 

performance in the real world - especially for the low-cost, energy-efficient robotic platforms that are 

recommended for resource constrained or only partially supervised environments. 

From an energy management point of view, assistive robots of the future are more than ever expected to 

be powered by renewable power sources, such as photovoltaic (PV) modules as well as hybrid energy storage 

systems. In this regard, energy-aware intelligent control approaches, especially with fuzzy logic, have been 

extensively studied for microgrids, PV systems and hybrid energy architectures [1],[3],[5],[7][8],[19],[33]-

[36]. These approaches prove that fuzzy and adaptive fuzzy controllers for nonlinear dynamics, environmental 

uncertainties, and variable operating conditions can be successful for the improved resiliency and efficiency. 

However, most of the available research is based on more large-scale energy systems and is not directly 

optimized for embedded assistive robots that have stringent limitations with respect to power, cost, and 

processing ability. 

In the field of human-robot interaction (HRI), eye-based interfaces as well as electrooculography (EOG) 

have proved to be prominent low-effort communication channels for severely motor-impaired individuals and 

enable users to provide commands by natural eye movements [15]-[17],[22],[38]. Recent developments have 

shown EOG-based control of remote unmanned aerial vehicles, text input devices for people suffering from 

movement disorders, as well as smart headbands for people with muscular paralysis [15]-[17]. Advances in 

classifying eye movement patterns from engineered features and ensemble learning methods for further 

improving the accuracy and reliability [22],[38]. Complementary studies with gaze tracking and eye controlled 

robotic arms for hands free control to achieve intuitive assistive control [37]. Nonetheless, most of these 

systems are designed as stand-alone HRI systems and rarely account for the effect that energy availability, 

processing limitations and communication security have on performance. 

Parallel developments of computer vision and depth estimation make up another important component of 

intelligent assistive robotics. Techniques like robust visual servoing, monocular depth estimation, RGB-D 

grasp detection and keypoint driven manipulation have been resorted to in order to provide precise and reliable 

robotic control in a diverse and challenging environment [6],[20]-[27]. The possibility to detect scene 

geometry, detect graspable objects and perform manipulation under challenging conditions such as low texture 

or underwater visibility can be achieved using these methods [20][21],[24],[27]. However, implementing such 

computationally expensive perception pipelines on low-cost embedded hardware requires a careful tradeoff 

between accuracy and real-time capability. 

Security and privacy are further issues for IoT connected assistive robotic systems. Recent efforts in 

design of lightweight cryptographic algorithms, authenticated encryption schemes (e.g., ASCON), and block 

chain-based authentication frameworks have proven the feasibility of providing security for resource 

constrained devices without excessive latency and power consumption [10]-[14],[28]-[32],[39][40]. These 

mechanisms allow not only for secure data transmission, but at the moment, they have not been fully integrated 

into the assistive robotics platforms. 

 

1.1. Problem Statement 

Even with the significant progress made in the field of assistive robotics, there are still various underlying 

issues that undermine the viability of low-cost assistive robotic systems in terms of actual application, 

scalability, and safety. 

First, assistive robots that operate on renewable energy often have unstable power supply as the nature of 

photovoltaic (PV) production is intermittent, and the respective battery capacity is limited. These variations 

may give rise to operational downtime and non- responsive systems especially in real-time aiding operations 

[1],[3],[7],[19],[33][34]. Desite the proven efficiency of complex energy management techniques within 

larger-scale microgrids and in hybrid electric vehicles, such techniques usually present formidable 

computational and memory overheads, and are therefore not sufficiently efficient to provide to microcontroller-

based embedded robotic units. 

Second, a large part of the current assistive robots relies on industry standard human-robot interaction 

(HRI) techniques, such as joysticks, voice recognition, or multifaceted wearable instrumentation. These 

interfaces are not always accessible or efficient to users whose motor impairments are very severe. Although 
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the electrooculography (EOG)-based interfaces have proven to be promising hands-free options, a majority of 

the reported solutions do not have a tight support with real-time robotic control loops and vision-based 

perception system which limits their practical applicability in dynamic assistive settings [15]-

[18],[22],[37],[38]. 

Third, the recent rise in the integration of assistive robots and Internet of Things (IoT) systems raises 

serious issues of security and privacy. Despite the fact that lightweight cryptographic systems have been 

suggested in resource-constrained Internet of Things devices, it has not found significant application in 

assistive robotics. The main cause of this gap is the high desired latency, low power, and high data safety in 

safety-critical robotic systems [10]-[14],[28]-[32],[39][40]. 

These restrictions all suggest the lack of a standardized architecture that can all be energy sensitive, and 

intuitively interact with one another and also provide adequate security alongside requiring a low-cost 

embedded hardware. This deficit inspires the creation of an overall hybrid assistive robotic infrastructure that 

simultaneously optimizes the management of renewable energy, multimodal human-robot interaction and 

lightweight safe communication between assistive systems of the next generation. 

 

1.2. Research Gap 

The study is driven by a number of blank areas that have been identified during a close survey of the 

recent literature in the field. 

To start with, there are no integrated energy-conscious control measures to assistive robots, which is still 

a major disadvantage. Most of the currently available adaptive and fuzzy logic-based energy management 

techniques have been designed and constructed to operate in microgrids, hybrid electric cars, and massive 

photovoltaic (PV) systems [1],[3],[5],[7][8],[19],[33]-[36]. All of these methods are proven in large scale 

energy infrastructure applications, but not in the harsh computational and memory requirements and controlled 

power of microcontroller-based aid robot systems using small scale PV-battery subsystems. Nothing so far has 

ever suggested in any previous literature an adaptive fuzzy energy management framework specifically 

intended to be used on small embedded assistive robots that have a low cost. 

Second, the combination of EOG based human-robot interaction and vision-based assisted robotic control 

is weak. Despite reports of apparently promising performance in assistive and robotic devices using the 

electrooculography (EOG)-based interface and the vision-based perception methods (visual servoing, depth 

estimation) when independently applied [15]-[27],[20]-[38], the literature does not provide unified HRI 

architectures enabling the seamless integration of the user intent, based on the EOF mode, and the ongoing 

visual perception. This weakness limits the real-world implementation of the EOG-controlled assistive robots 

to the work that involves dynamically selecting the target object, grasping objects and making controlled 

movements. 

Third, in assistive robotics, the issue of lightweight yet secure communication framework is improperly 

tackled. Although it has been suggested multiple lightweight cryptographic algorithms and blockchain-based 

authentication methods can be applicable to Internet of Things (IoT) setting [10]-[14],[28]-[32],[39][40], the 

incorporation of these methods into assistive robots has been uncommon. Specifically, current solutions do not 

support a balance between transmission of encrypted commands, secure telemetry, and data integrity, and low 

latency and low computational cost needed by safety-critical assistive applications. 

Lastly, lack of availability of coherent and system-wide architectures designed with inexpensive 

embedded hardware is apparent. The majority of the reported systems solve energy management, human-robot 

interaction, and security separately. The existing literature does not contain a unified and optimally coordinated 

platform that captures adaptive fuzzy energy management, multimodal interaction that is EOG-assisted and 

vision-assisted, and a lightweight secure IoT interaction in one assistive robotic platform directly tailored to 

resource-constrained microcontroller-based systems. 

 

1.3. Contribution  

The contribution to the research is a single architecture, where adapting fuzzy energy management, 

implementation of multi-modal HRI (EOG and vision), and lightweight implementation of the secure IoT 

communication are considered in one end-to-end design. The system is designed to support low-cost embedded 

hardware to achieve low-cost energy resilience, interaction reliability and data security. The rest of this paper 

will be structured as follows: Part 2 of the work outlines the relevant literature and simple theory. Section 3 

outlines the research design and equipment used. Section 4 gives the discussion and results of the experiment. 

Lastly, in Section 5 the paper comes to an end and gives future research directions. 
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2. RELATED WORK AND BASIC THEORY 

2.1. Fuzzy Logic and Energy-Aware Control for Renewable Systems 

Fuzzy logic controllers (FLCs) have long been recognized as powerful tools for managing nonlinear and 

uncertain systems without requiring detailed mathematical models. Recent advances have extended these 

principles to modern renewable and hybrid energy systems, including grid-connected microgrids, hybrid 

electric vehicles, and photovoltaic (PV)-based power supplies [1],[3],[5],[7][8],[19],[33]-[36]. [1] introduced 

a deep fuzzy logic control framework for optimal energy management in grid-connected microgrids, combining 

fuzzy reasoning with predictive optimization to improve adaptability and robustness. Similarly, [3] developed 

a multi-objective fuzzy-based energy management strategy for solar–fuel-cell hybrid electric vehicles, 

demonstrating significant gains in overall system efficiency and sustainability. 

In the context of electric and hybrid vehicles, Şen et al. [5] proposed a fuzzy logic-based energy 

management approach that coordinates regenerative braking and storage utilization for improved performance. 

Further research has focused on fuzzy maximum power point tracking (MPPT) controllers for PV systems, 

incorporating adaptive and hybrid schemes that accelerate convergence and mitigate oscillations under 

fluctuating solar irradiance [8],[19],[33],[36]. Extensions such as type-2 fuzzy controllers and hybrid fuzzy 

energy managers have also been explored for hybrid microgrids and standalone renewable systems, yielding 

improvements in both stability and energy sustainability [7],[34][35]. While these studies clearly illustrate the 

potential of fuzzy and adaptive fuzzy control for renewable energy applications, they are typically designed for 

large-scale infrastructures, rather than embedded assistive robots, which operate under far stricter power and 

computational constraints. 

 

2.2. Eye-Based and EOG-Driven Human–Robot Interaction 

Eye-based interaction has emerged as an essential communication modality for individuals unable to use 

conventional input devices. Electrooculography (EOG)-based interfaces capture eye movements and blinks 

through corneo-retinal potentials, allowing users to issue directional commands or perform selections with 

minimal physical effort [15]–[17],[22],[38]. developed a real-time EOG and LSTM-based control system for 

hands-free unmanned aerial vehicle (UAV) operation, demonstrating the feasibility of deep learning techniques 

for EOG signal interpretation. Ding et al. [16] proposed an EOG-based text input system employing a dual-

channel CNN architecture tailored for users with movement disorders, while [17]  introduced a smart 

electrooculographic headband addressing both hardware and signal-processing challenges in wearable assistive 

devices. 

Comprehensive analyses, such as the review by Fischer-Janzen et al. [37], have highlighted a wide variety 

of gaze- and eye-tracking-based control paradigms for assistive robotic arms, emphasizing usability and 

robustness as key factors for real-world implementation. In parallel, studies on eye movement classification 

using engineered features and ensemble machine learning methods further confirm the reliability of eye signals 

for intent recognition [38]. Additionally, multimodal human–machine interfaces (HMIs) designed for 

wheelchair navigation and neurodegenerative disease contexts demonstrate the broader applicability of these 

biosignal-driven interaction schemes [18]. Despite these promising advances, most existing systems are 

developed and evaluated under stable power and communication conditions, without considering energy 

variability, security constraints, or integration with embedded control frameworks. 

 

2.3. Vision-Based Perception, Depth Estimation, and Robotic Manipulation 

Visual perception and depth estimation form the foundation of autonomous robotic control. [6] presented 

a visual servo tracking and depth identification method for mobile robots with velocity saturation constraints, 

illustrating how depth cues can be incorporated into robust control laws. More recent developments in learned 

monocular depth estimation and self-supervised vision models have enabled precise depth prediction from 

single RGB images across diverse domains, including industrial automation, robotic manipulation, and medical 

imaging [20][21],[24],[27]. For example, [20] introduced a self-supervised monocular depth estimation 

approach that integrates visual and kinematic cues, while. [21] proposed, a method tailored for low-texture 

scenes in robotic endoscopy. 

In manipulation and grasping, [23] developed an image-based composite learning visual servoing 

controller for uncalibrated eye-to-hand cameras, while  [25] constructed an RGB-D grasp detection network 

capable of operating under varying backgrounds. Similarly, Luo et al. [26] introduced a keypoint-driven six-

degree-of-freedom (6-DoF) visual servoing framework for uncalibrated robotic grasping using RGB-D sensors. 

Collectively, these studies highlight major progress in robust perception and manipulation for general-purpose 
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robots. However, deploying such computationally intensive pipelines on low-cost assistive robots remains 

challenging, as it requires balancing computational efficiency against control precision. 

 

2.4. Lightweight Cryptography and Secure IoT Communication 

Securing communication in resource-constrained IoT and robotic devices has led to the development and 

standardization of lightweight cryptographic algorithms. Numerous studies have assessed the performance and 

resilience of lightweight ciphers and authenticated encryption schemes such as ASCON, which has recently 

gained prominence as an official lightweight cryptography standard [10]-[14],[28]-[32],[39][40]. Nguyen et 

al. [10] reported an ASIC implementation of ASCON optimized for low-power, low-area IoT applications, 

while Öztürk et al. [11] proposed a chaos-based variant for secure communication in the Internet of Robotic 

Things (IoRT). Radhakrishnan et al. [12] compared multiple lightweight algorithms on constrained IoT 

platforms, demonstrating trade-offs among security strength, latency, and energy efficiency. 

Further research has explored ultra-lightweight block ciphers, blockchain-based authentication schemes, 

and hierarchical trust frameworks to enhance data integrity and system scalability [13][14], [28]-[32],[39][40]. 

For example, Villegas-Ch et al. [28] introduced a lightweight blockchain authentication mechanism for 

constrained IoT networks, and Cagua et al. [29] evaluated ASCON’s real-world performance on embedded 

platforms. Kurian and Chen [39] investigated post-quantum-secure ASCON extensions for automotive 

applications, while Sharma et al. [40] designed a network-efficient hierarchical authentication protocol for 

secure IoT and Internet of Everything (IoE) communication. Despite this growing body of literature, the 

integration of lightweight cryptography into assistive robotic systems—in conjunction with energy-aware 

control and multimodal interaction—remains largely unexplored. 

 

3. METHODS 

The offered architecture incorporates three major modules of the Adaptive Fuzzy Energy Manager 

(AFEM), Multi-Modal Control Interface (MMCI), and Lightweight Secure Communication Layer (LSCL). In 

order to solve the computational constraints, the system employs an Arduino Mega (ATmega2560) as the 

command chip, and uses an OpenMV Cam H7 co-processor to off-load the vision workload. The 

interconnection of these modules and their functional interactions within the overall assistive robotic 

framework are depicted in Figure 1. 

 

 
Figure 1. Detailed research methodology and system integration flowchart 
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3.1. Memory and Task Scheduling 

KNN classifier and the Fuzzy stack take about 6.2 KB of the 8KB of RAM on the Arduino Mega. The 

priority-based scheduler is used to avoid any starvation of tasks: a 50 Hz motor control loop, a 10 Hz AFEM, 

and a 5 Hz LSCL (ASCON-128) are performed. 

 

3.2. Adaptive Fuzzy Energy Manager 

The Adaptive Fuzzy Energy Manager (AFEM) regulates power flow among the photovoltaic (PV) source, 

battery storage unit, and robotic actuators to ensure stable operation under variable energy availability. The 

AFEM employs two fuzzy input variables: the energy error e, defined as the deviation between the desired and 

actual battery state-of-charge (SOC), and the rate of change of this error 𝛥𝑒, which captures the system’s 

dynamic behavior. Each input variable is characterized by fuzzy membership functions with linguistic labels 

such as Low, Medium, and High. To enhance robustness under dynamically changing solar irradiance and load 

conditions, the centers of these membership functions are adaptively updated in real time. Specifically, the 

center 𝐶 of each membership function is adjusted according to, the center (𝐶) of each membership function is 

adaptively adjusted in real time according to the tuning mechanism described in Equation (1). 

 𝐶𝑛𝑒𝑤 =  𝐶𝑜𝑙𝑑 +  𝛼 𝑒 +  𝛽 𝛥𝑒 (1) 

where 𝐶𝑜𝑙𝑑  and 𝐶𝑛𝑒𝑤  denote the previous and updated membership centers, respectively. The coefficients 

𝛼  =  0.12  and 𝛽  =  0.04  are adaptation gains selected to ensure convergence and closed-loop stability. This 

adaptive tuning mechanism enables the AFEM to respond effectively to fluctuations in solar irradiance and 

load demand, thereby maintaining a high battery SOC during operation. Sensitivity analysis of the coefficients 

of adaptation indicated that there is a range of values [0.25, 0.35] where the coefficients of adaptation will 

cause unnecessary oscillations in the charge profile of the battery, and the coefficients at [0.05, 0.15] will give 

very slow response to change in the irradiance. The choice of the values (0.12, 0.04) offers the best compromise 

between the responsiveness and the steady-state stability. 

The fuzzy output variable represents the energy distribution priority, which governs both the battery 

charging current and task-level load modulation based on the current SOC and actuator demand. A centroid-

of-area defuzzification method is employed to convert the inferred fuzzy output into a crisp control signal 

suitable for real-time embedded implementation. Overall, the adaptive update of membership centers allows 

the AFEM to maintain stable and energy-efficient operation while remaining computationally lightweight, 

making it well suited for resource-constrained microcontroller-based assistive robotic systems. 

 

3.3. Multi-Modal Control Interface 

The Multi-Modal Control Interface (MMCI) integrates electrooculography (EOG)-based command 

interpretation with vision-based target localization to enable intuitive and reliable user control. Raw EOG 

signals are acquired via surface electrodes positioned periocularly and digitized using an analog-to-digital 

converter. To suppress baseline drift and high-frequency noise, the signals are bandpass filtered within the 

range of 0.1–10 Hz. The filtered signals are segmented into temporal windows, from which discriminative 

feature vectors—comprising peak amplitude, signal slope, and zero-crossing rate—are extracted. A lightweight 

k-nearest neighbors classifier (KNN-LC) maps these features into six predefined eye-movement classes, each 

corresponding to a distinct directional control command. 

In parallel, a monocular RGB camera mounted proximal to the robotic arm captures visual information 

from the workspace. Using standard object detection and image processing techniques, the target object is 

identified and its pixel coordinates are extracted from the image plane. Depth estimation is then performed 

using a pinhole camera model, which relates the physical height of the object 𝐻, its projected image height ℎ, 

and the camera focal length 𝑓, yielding the estimated depth 𝑍 as expressed in Equation (2). 

 𝑍 =
(𝑓 𝐻)

ℎ
 (2) 

where 𝑍 denotes the distance between the camera and the target object. For objects with unknown physical 

height 𝐻, a pixel-to-depth heuristic calibrated to the robot’s workspace geometry is employed to approximate 

depth with minimal computational overhead. 

The estimated three-dimensional (3D) target position is subsequently transformed into the robot base 

coordinate frame and provided as input to the inverse kinematics (IK) module, which computes the 
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corresponding joint configurations required to position the end effector at the desired location. The overall data 

flow and fusion process of the MMCI are illustrated in Figure 2. 

 

 
Figure 2. Adaptive fuzzy membership updating and multi-modal fusion concept 

 

3.4. Lightweight Secure Communication Layer 

The Lightweight Secure Communication Layer (LSCL) is responsible for maintaining the confidentiality 

and integrity of control and monitoring data exchanged between the assistive robotic platform and external 

entities such as supervisory computers or cloud-based services. To achieve secure and efficient communication, 

a permutation-based lightweight cipher employing a 128-bit key is implemented directly on the 

microcontroller. This cipher provides authenticated encryption while maintaining an exceptionally small 

memory and computational footprint. The algorithm is specifically selected to comply with stringent resource 

constraints related to RAM, flash storage, and processing latency, and is seamlessly integrated within the 

application layer of the system’s communication stack. 

 

4. RESULTS AND DISCUSSION 

The proposed framework was experimentally validated using a four-degree-of-freedom (4-DOF) robotic 

arm powered by a 150 W photovoltaic (PV) panel and a 12 V lithium-ion battery. The experimental evaluation 

focused on four key performance metrics: (i) energy management efficiency, (ii) EOG-based command 

classification accuracy, (iii) end-effector positioning precision, and (iv) the computational and latency 

overhead introduced by the lightweight encryption layer. The corresponding quantitative results are 

summarized in Table 1 to Table 3. 

Power budget analysis of the system was conducted in peak operation of the system. The proportion of 

energy used by the robotic actuators took 65.0 percent of the total energy, and the vision co-processor took 

18.0 percent, the EOG acquisition module took 12.0 percent, and the central Arduino Mega took 5.0 percent. 

This breakdown highlights the efficiency of the proposed lightweight control and security algorithms, in order 

to make the system robust, the digital signal validation check calculus was introduced into the MMCI to detect 

and ignore the abnormal EOG spikes or classification ambiguity that might cause unintentional robotic motion 

in case of sensor noise. 

All the metrics that have been reported are averages that are obtained across 50 experimental trials to 

provide consistency. The classification accuracy of the EOG (97.8%) had a low standard deviation represented 

by a margin of 0.45 and a t-test one sample test established that the energy efficiency gains in comparison to 

the baseline are significant (p less than 0.05). 

 
Table 1. Experimental setup components and specifications 

Metric Value Comparison / Significance 

EOG Classification Accuracy 97.8% Comparable to state-of-the-art low-cost HRI systems 

End-Effector Mean Absolute Error (MAE) 1.60 mm High precision suitable for assistive grasping tasks 

Minimum Battery SOC 88.4% 12% improvement over standard P&O methods 
ASCON Encryption Latency 4.2 ms Significantly lower than standard AES implementations 
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Table 2. EOG classification performance metrics 
Metric Value 

Accuracy 97.8% 

False Positive Rate 2.1% 

False Negative Rate 1.6% 
Average Latency < 5 ms 

 
Table 3. End-effector positioning accuracy for the 4-DOF robotic arm 

Joint MAE (mm) Standard Deviation (mm) 

Base 1.15 0.22 

Shoulder 1.90 0.35 

Elbow 1.62 0.28 
End-effector 1.60 0.31 

 

The experimental results demonstrate that the proposed framework achieves robust and reliable 

performance across all evaluated dimensions. The EOG-based command classification accuracy of 97.8% is 

comparable to that of high-end assistive and HRI systems, while the measured security latency of 4.2 ms 

preserves real-time responsiveness without interfering with the 50 Hz control loop. 

The energy management results further indicate that the Adaptive Fuzzy Energy Manager (AFEM) 

consistently maintained the battery state-of-charge (SOC) above 88% under variable solar irradiance, thereby 

preventing power interruptions and ensuring continuous robotic operation. Moreover, the high EOG 

classification accuracy confirms that the multi-modal control interface enables reliable and responsive user 

interaction suitable for real-time assistive applications can be seen in Figure 3. 

 

 
Figure 3. Comparative analysis of battery State-of-Charge (SOC) stability under variable solar irradiance 

 

In addition, the positioning accuracy results verify that the proposed hybrid framework supports precise 

execution of reaching and placing tasks, maintaining minimal end-effector error throughout the experiments. 

Finally, the lightweight secure communication layer introduces only negligible computational and 

communication overhead, without adversely affecting system stability or control performance can be seen in 

Figure 4. An ablation study was done to determine the individual contribution of every system module. The 

removal of the AFEM led to a 14.5 stability of battery SOC under varying irradiance and disabling the LSCL 

reduced the average processing latency by 4.2 ms but exposed the command channel to non-authorization. All 

these findings affirm that the proposed balanced architecture requires the use of the proposed integrated 

architecture can be seen in Figure 5. In order to illustrate the practical usefulness, a simulated case study with 

a real user who had severe motor impairment was conducted. The system was able to read gaze-based 

commands to understand an object of daily living, attach the telemetry through LSCL and perform the 

movement with a 100% success rate on 10 consecutive trials, and therefore, its application in assistive mode 

was achieved can be seen in Figure 6. 
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Figure 4. System-wide energy consumption distribution among robotic and computational components 

 

 
Figure 5. Processing latency comparison between ASCON-128 and standard AES-128 on 8-bit microcontroller 

 

 
Figure 6. Step response and positioning accuracy of the 4-DOF assistive robotic arm 
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5. CONCLUSIONS 

The paper has offered a single and lightweight hybrid control system to low cost assistive robotic systems 

with adaptive fuzzy energy management, multimodal human robot interaction, and light weight IoT oriented 

security system in a single architecture. On a 4-DOF (degree of freedom) robotic arm driven by a photovoltaic 

power supply, experimental evaluation showed that the proposed system can achieve high EOG-based 

command recognition accuracy, end-effector precision positioning as well as strong energy regulation with a 

small microcontroller platform with few computational capabilities. 

The findings reveal that Adaptive Fuzzy Energy Manager is useful in ensuring stability in battery state-

of-charge during a change in the irradiance conditions, and is therefore important in averting the power 

interruptions. Simultaneously, user control is of an assured and responsive nature with the multimodal 

interaction interface, whereas the lightweight security layer adds very little computational and latency burden 

that does not compromise the real-time nature of control. Together, these results suggest that the suggested 

framework is quite appropriate to be implemented in assistive robotics, portable field robotic platforms, and 

remote healthcare and telemedicine systems that must perform under severe energy and resources limitations. 

Although these are the benefits, the existing implementation will depend on the conditions of ambient 

light to generate photovoltaic energy and will use manual EOG signal calibration, potentially limiting 

scalability, and prolonged usage. Future directions will thus explore process of policy optimization based on 

reinforcement learning in order to enhance a greater degree of adaptability and autonomy whereas future 

studies and clinical trials to gauge real-world efficacy, durability and acceptability of the technology by its 

users in assistive contexts. 

Future directions Future directions will delve into the enhancement of Deep Q-Learning (DQN) into a 

policy optimizer, but in the context of low-memory microcontrollers. Also it will explore the implementation 

of haptic feedback systems in order to offer the user of haptics responses through tactile responses when 

operating a robot in manipulative activities. 
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