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Mobile health (mHealth), which comprises mobile health applications, 

telemedicine, SMS-based treatments, and wearable health monitors, has the 

power to change healthcare delivery, but at the same-time, it is going through a 

rapid developmental phase that regulators cannot keep up with. This is considered 

a necessity in balancing the Integration of mHealth technology innovation through 

enhanced laws within East Africa. It is in view of this that this examines the legal 

and public health framework in integrating mHealth technology in enhancing the 

healthcare system within East Africa. The study adopts a doctrinal and systematic 

analytical method of study directed by the PRISMA framework, allowing 

thorough legal analysis while at the same time guaranteeing a transparent, 

stringent, and comprehensive review of related literature. The study found that 

fragmentation of laws, lack of centralized public health and data governance, 

unequal access to mHealth services, and constraints on innovation, weakens the 

integration and regulation of mHealth. Hence, the study recommends and 

concludes that for effective integration of mHealth in enhancing the public health 

care system, the research insists on a unified legal system that states 

unambiguously which data protection benchmarks apply, what the liability 

conditions are, what the integration of different systems and regulations 

requirements is, and how to coordinate among different countries' regulators. 

Besides that, it suggests measures for strengthening the capacity of the targeted 

groups, such as: medical professionals, trainees, users’ digital literacy campaigns, 

and local mHealth technology developers’ institutions’ support. 
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1. INTRODUCTION 

Healthy societies are built not only in enhanced digitalized hospitals such as mHealth, but also by the 

wisdom of laws and the power of institutions that ensure effective regulation for the good of the public. Health 

system delivery across East Africa involves complex interactions of infrastructure, policy, and access to care 

[1]. While many developed countries have made great strides in access to care over the past two decades, 

countries such as Tanzania, Uganda, and Kenya are also gradually catching up to adapt to the current trend of 

health delivery, irrespective of the structural challenges, such as an insufficiently trained workforce capacity, 

and weak infrastructure, most especially in rural health infrastructure [2]. Hence, given these challenges, public 

health systems in these countries may face a double burden of communicable disease alongside non-

communicable disease. Addressing these challenges has led governments and other relevant health partners in 

these countries to consider new and innovative ways to improve service delivery [3], one of which is the use 

of mobile health (mHealth) technology to enhance healthcare access, monitoring, and management through 

mobile technology. 

MHealth refers to the use of technology-enabled tools, whereby mobile and other digital tools support the 

delivery of preventive care, maternal and child health services, and facilitate data-informed decision-making 

at the frontline. In health systems of East Africa, digital health tools (mHealth) are viewed as a solution to 

health system challenges, as well as providing a mechanism to support a wider health coverage [4]. The 

capacity of mobile technology to navigate the boundaries of geography, cost, and human resources through 

remote consultation, patient tracking, and data collection brings numerous opportunities and benefits to the 

East African Community. Moreover, mobile phone penetration and usage rates have surpassed 70% in 

Tanzania, Uganda, and Kenya, and the possibilities of mHealth to improve and transform health service 

delivery systems are becoming more evident [5]. Although it must be noted that mHealth, although not 

prominent or common in most East African Community member states, is gradually creeping in and 

revolutionizing their health sector in some countries. In Kenya, programs like M-TIBA and M-Pesa Health 

have transformed patient communication and connections to healthcare financing [6]. Meanwhile, Uganda's 

mTrac and mHealth Uganda programs serve as both surveillance and reporting tools for diseases in real-time, 

at the community and district levels [7]. In Tanzania, the Wazazi Nipendeni maternal health SMS program 

improved maternal and child health outcomes through SMS reminders and education. These national programs 

provide evidence that digital health tools are more than just technology; it is a social equalizer and a rebranding 

of the health sector for effective and efficient delivery. 

Therefore, despite this promising technological adoption, a fragmented and evolving legal landscape 

threatens to undermine its potential. The sustainability and scalability of mHealth interventions in East Africa 

will depend heavily on the legal and public health environment in which they exist [8]. The legal environment 

in the region is still fairly evolving and fragmented regarding data protection laws, cybersecurity protections, 

and ethical and liability frameworks as it concerns a digital technology-driven healthcare system. Although 

Uganda's Data Protection and Privacy Act (2019), Kenya's Data Protection Act (2019), Tanzania's Personal 

Data Protection Act (2022) and several of these countries' laws are strides toward new regulation of digital 

health data [9], implementation and lack of harmonization in addressing cross-border situations may pose a 

challenge [10]. Moreover, the legal environment around the recognition of digital medical records, cross-border 

sharing of health data and documentation, and other absent legal contexts present barriers to regional 

integration of health services [11]. Consequently, the research adopts a doctrinal method of study in examining 

the legal and public health frameworks that exist across the East Africa region, comprising Tanzania, Uganda, 

and Kenya, to identify the implications of such frameworks on the uptake of mHealth technologies [12]. The 

research will engage in a broader discussion of regional cooperation and the harmonization of legal frameworks 

to achieve improved governance of digital health and public health outcomes within the East African 

Community. The study will also provide recommendations for the legal and institutional context that promote 

the equitable, appropriate, and sustainable use of digital health tools in East Africa. 

This research adds to the existing knowledge by presenting a comparative legal analysis of mobile health 

regulations in East Africa, a region that is still considered a blank spot on the map of local academic research. 

Thus, it links public health discussions with legal analysis, illuminating the issue of fragmented regulation and 

its adverse effects on the quality of health. Lastly, it suggests legally and politically sensitive recommendations 

for the context to reinforce mHealth governance in the area. 

 

2. LITERATURE REVIEW 

True wealth of a nation does not rest in gold or oil, as it has always been in most African countries [13], 

but in the health of its people, which is most often addressed through an effective healthcare delivery system 

[14]. The state of public health in East Africa illustrates advancements and continuing challenges [15]. 



ISSN: 2685-9572 Buletin Ilmiah Sarjana Teknik Elektro  35 

 Vol. 8, No. 1, February 2026, pp. 33-50 

 

 

Paul Atagamen Aidonojie (Legal and Public Health Governance for Sustainable Integration of Mobile Health 

(mHealth) Technologies in East Africa) 

Countries such as Uganda, Tanzania, and Kenya have made great advances in healthcare access through 

national health insurance programs, immunization programs [16], and health surveillance systems, all of which 

have contributed to reductions in child mortality, improvements in maternal health [17], as well as 

improvements in responses related to HIV/AIDS and other infectious diseases (e.g., tuberculosis and malaria) 

[18]. In Uganda, the public health environment is shaped by the government's progress in providing a wider 

healthcare coverage as part of its responsibility provided for in the National Health Policy and Vision 2040. 

This mission drives response to epidemics and strengthens community health extension programs [19]. In 

Tanzania, there has been an opportunity to strengthen primary healthcare service provisioning through the 5 th 

Health Sector Strategic Plan (HSSP V), which includes greater access to medicines [20]. Also, incremental 

innovations in healthcare access and policy reform in Kenya have shifted the momentum towards a wider health 

coverage with pilot programs such as Universal Health Coverage (UHC Up), and changes with the National 

Hospital Insurance Fund (NHIF) program [21]. 

Nonetheless, the challenges of inequality, affordability, and service delivery fragmentation are 

particularly prevalent among informal workers and the rural population [22]. Population growth and 

urbanization, along with inadequate public health facilities [23], continue to place pressures on health systems 

[24]. Rural dwellers are most often disadvantaged, facing long journeys to reach a health facility or visit a 

medical professional, which results in several persons not getting adequate healthcare [25]. In East Africa, 

another significant challenge for public health is the burden of both communicable and non-communicable 

diseases [26]. This is concerning the fact that, even when health systems continue to respond to communicable 

diseases such as malaria [27], HIV/AIDS, tuberculosis and several other diseases, however, the rising burden 

of non-communicable diseases such as hypertension [28], diabetes, and cancers puts pressure on already 

existing health system capacities and budgets [29]. In addition to that, the COVID-19 pandemic has also 

revealed the strengths and weaknesses of East African health systems [30]. In times of health crisis, there is a 

need for more intervention through sophisticated means that are beyond the traditional healthcare system [31]. 

The processes associated with this epidemiological transition will require new systems and structures that focus 

on timely interventive prevention, short-term diagnosis, sustained monitoring functions and an accessible 

healthcare system [32]. Hence, the need for digital solutions that enable healthcare delivery. 

The advent of mobile health (mHealth) technologies offers a promising response to these challenges [33]. 

With mobile phone penetration rates of over 70% in most East African countries, mHealth specifically has the 

opportunity to bridge patients and healthcare providers in remote or underserved communities [34]. They can 

do this by using apps to provide health information, remote consultations, and be able to collect health 

information that informs mHealth applications [35]. Hence, provide a prompt and effective response in 

addressing communicable and non-communicable disease risk factors [36]. In this regard, the mTrac program 

in Uganda, the M-TIBA health financing platform in Kenya, Wazazi Nipendeni in Tanzania, are examples of 

how digital interventions are engaged to complement traditional health systems, improve health outcomes [37]. 

Thus, the need for mHealth in East Africa emerges not just from a deficiency of public health systems alone 

[38], but from an understanding that technology can amplify their reach, efficiency and effectiveness [39]. 

mHealth provides a sustainable pathway to achieve a wider health coverage by solving gaps in communication 

[40], data management, and access to effective service delivery. As mobile connectivity expands rapidly in the 

region [41], it is necessary to include digital health in national health plans, and this is an essential first step 

toward achieving a healthier and more resilient East Africa [42]. 

 

3. METHODS 

The study adopts a doctrinal method and the PRISMA (Preferred Reporting Items for Systematic Reviews 

and Meta-analyses) framework, which is the systematic process used to gather materials for the doctrinal legal 

analysis. The essence of adopting the PRISMA Guide is to ensure a comprehensive and unbiased identification 

of all relevant legal instruments and scholarly commentary, minimizing selection bias. Concerning this, the 

study relied on primary and secondary doctrinal research material. Hence, this entails a systematic search and 

selection, in addition to a critical appraisal, of several prior and existing legal, policy, and scholarly 

documentation about mHealth governance in the East African context. Hence, the study will consider national 

legal instruments, namely, constitutions, health sector acts, data protection acts, ICT regulations, and regional 

legal frameworks under the auspices of the East African Community (EAC) that may have relevance in 

integrating digital health. In this regard, data obtained from primary sources are therefore presented as follows 

in Figure 1. 

To ensure transparency, repeatability, and thoroughness in sourcing and synthesizing documentation, this 

research applies PRISMA's structured four-phase process: identification, screening, eligibility, and inclusion 

to identify reports from reputable institutions, textbooks and articles from major databases of peer-reviewed 
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articles, including PubMed, Google Scholar, and specific sites for legal documentation. Collectively, this 

methodology facilitates a systematic analysis of laws and policies to identify gaps, conflicts, and opportunities 

for harmonization. Hence, data obtained from the primary sources are presented in a diagrammatic or chart 

flow in Figure 2. 

 

 
Figure 1. Primary Research Material in the EAC Region and Selected Countries on mHealth 

 

 
Figure 2. References from various secondary sources of Research Material 

 

The use of a doctrinal PRISMA approach in this study is both intentional and methodologically strategic, 

as it allows for a structured and evidence-based analysis of digital health governance in East Africa. 

Comparatively, at the doctrinal level, the study examines the legal and public health frameworks of Kenya, 

Uganda, and Tanzania, as well as the relevant regional instruments of the East African Community (EAC), to 

identify areas of agreement, disparity, and incoherence in regulation. This approach enables the study to move 
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beyond a mere listing and description of laws to a more profound interpretive analysis of how legal norms 

actually function in practice. By identifying overlaps, gaps, and inconsistencies across various jurisdictions, 

the research illustrates how incomplete and overlapping governance structures could be obstacles to the 

effective regulation of mHealth interventions, especially in an area where digital health solutions are often 

employed across national borders. 

The doctrinal analysis, in its essence, provides a thorough critique of laws, court rulings, policy measures 

and regulatory directions to judge if the legal framework is sufficient to handle the fundamental digital health 

issues such as data privacy and protection, transborder data traffic, interoperability, ethical control of health 

data, and supervision of mHealth technologies by the institutions. The use of the PRISMA Guide not only helps 

but also assures that the study will be transparent, reproducible, and analytically rigorous in the process of 

identifying and selecting the most credible legal materials. Moreover, PRISMA will play an important role in 

advocating for the relevance of the research by anchoring legal interpretation in systematically reviewed 

evidence, thus allowing the construction of a coherent legal argument for harmonized regional governance and 

the enactment of targeted legal reforms. Consequently, the integration of the doctrinal and PRISMA approaches 

will enable this research to come up with a sustainable and legally sound mHealth integration roadmap that not 

only protects the public health and the region's legal harmony in East Africa but also fosters innovation. 

 

4. RESULT AND DISCUSSION 

4.1. Conceptual Discussion and Integration of MHealth Technologies in Public Health Care 

While technology is often said to transcend boundaries seamlessly, integrating technology into health 

care crosses the walls of hospitals and reaches the hearts of communities [43]. Hence, the idea of mobile health 

(mHealth) is considered an intersection of technology and the health care delivery system [44]. mHealth refers 

to the use of mobile and digital devices or gadgets to facilitate medical and public health care delivery [45]. It 

is part of eHealth, specifically and explicitly focused on mobile devices such as tablets, sensors, and wearable 

devices [46]. These devices could be relied on to collect, analyses, and distribute health information concerning 

a patient or intending patient [47]. In East Africa, mHealth is viewed as an example of an innovative response 

to persistent issues of weak health infrastructure [48], a scarcity of health personnel, and effective management 

of health data [49]. Furthermore, it is also a means of rebranding the health sector to meet global standards of 

the healthcare system. However, it should be noted that the implementation of mHealth technologies within 

East Africa is also driven by national agendas [50]. In Uganda, for instance, the mTrac platform has been 

utilized by healthcare providers to send SMS reports of essential and relevant medicines that are out of stock, 

disease surveillance data, maternal health information and several healthcare deliveries [51]. Hence, over the 

years, real-time reporting in Uganda has improved the capacity of the Ministry of Health to respond and make 

informed decisions and ensure accountability [52]. In Kenya, mobile health projects, such as M-TIBA (Mobile-

Telephone Health Wallet), are changing how citizens access healthcare and pay for health services [53]. 

Furthermore, M-TIBA has also aided in increasing affordability and accountability in healthcare delivery [54]. 

Another example in Tanzania is the Wazazi Nipendeni (Love Me, Parents) initiative that utilizes SMS and 

social media to engage mothers in sharing vital maternal and child health information, creating awareness and 

preparations for maternal deliveries.  

Furthermore, the mHealth technologies in East Africa can be categorized in several different ways based 

on their applications, aims and goals [55]. The most prevalent type of mHealth initiative includes mobile 

communication and messaging systems, or SMS and voice services, that distribute health education 

information, reminders, and awareness campaigns, for example, family planning, HIV prevention, or 

vaccination alerts. The health monitoring systems, especially those delivered through a smart wearable 

platform, allow health professionals to monitor the vital signs of patients or conditions of chronic diseases (for 

example, diabetes or hypertension) in a continuous way in order to manage the health professionally [56]. 

Application-based data collection and reporting, for example, mTrac in Uganda, are often used as tools in the 

continent’s interventions to eradicate disease, while also supporting supply chain management and 

epidemiological studies. Finally, mobile financing platforms, such as M-TIBA in Kenya, support health 

financing, insurance, and ultimately provide potential avenues for financial inclusion. However, the most 

advanced digital health technology system is the telemedicine application [57]. It allows healthcare service 

providers and patients to connect via video call or chat applications to reduce the burden on urban medical 

facilities and connect rural populations to health specialists. This form of health technology is yet to be fully 

achieved within the East African Community. 

Integrating the mHealth into the East African public health system frameworks requires aligning laws and 

public health ethical guidelines as they concern digital health innovation. mHealth systems have increasingly 

been understood and are becoming a major concern of governments as one strategy to improve and rebrand 
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national health policy goals and contribute to national agendas [58]. For example, in Uganda, the Digital Health 

Strategy (2023-2027) is considered to fully include the mHealth system as part of the overall health information 

system, while in Kenya, Digital Health is emphasized in the 2016 to 20230 National eHealth Policy with 

strategies to implement digital health principles that recognize the interoperability of infrastructure and 

healthcare data protection. Finally, in Tanzania, the Digital Health Investment Road Map (2017-2023) seeks 

coordination among stakeholders in the MHealth sector to support public health goals for wider health 

coverage. Each of these frameworks highlights the region’s shift from piloted or pre-testing digital health 

projects to more institutionalized and systematic efforts to design and develop digital health systems [59]. 

In relation to this, the conceptual and practical integration of mHealth technologies in East Africa 

represents an impactful progression of modernizing public health care delivery [60]. Hence, mHealth 

enhancements preventive care, enables prompt diagnoses and offers equitable access to healthcare deliveries. 

Uganda, Tanzania and Kenya show how context-driven adoption of digital health tools can address healthcare 

gaps, amplify patient engagement and provide data-based decision-making. As the region continues to align 

digital health policy and infrastructure, mHealth can shift health systems from reactive to proactive, hospital-

centered to community-oriented service, and ultimately from fragmented to integrated. Nonetheless, significant 

integration of mHealth technology will rely on the effective legal framework, regulation, governance and a 

harmonized legal framework within the East African Community. 

 

4.2. Legal and Public Health Framework concerning MHealth Technologies in East Africa 

East Africa is considered one of the sub-regional bodies that is fast-growing in digital technology 

transformation in virtually all sectors. Hence, in healthcare delivery, they have witnessed tremendous 

development and transformation in the treatment, diagnosis and monitoring of patient health. However, as the 

East African Community continue to witness digital innovation in their health sector, there is a growing demand 

for a robust health law and health framework to integrate an mHealth guide for effective regulation and service 

delivery within countries in East Africa. Furthermore, for transborder coordination and regulation, it is also 

required that there is a need for a unified and binding treaty on mHealth technology. Hence, it will be relevant 

to consider the East African Legal Framework and selected countries within the East African Community as it 

concerns mHealth technology. 

 

4.3. East Africa Regional Laws 

The East African Community (EAC) has recognized digital health, particularly mobile health (mHealth), 

as one of the key enablers of health integration in the region and beyond mere excitement for a one-off 

collection of disconnected national initiatives. The EAC Regional Health Sector Strategic Plan (2024-2030) 

acknowledges digital transformation as a key thematic area for health integration in the context of common 

governance, interoperability of health information systems, and coordinated emergency communications and 

infectious disease surveillance across Partner States. The EAC vision for digital health is accomplished through 

three high-level instruments. First, the EAC Regional Health Sector Strategic Plan outlines the policy 

framework for a common health architecture and cross-border data exchange, including risk-and-crisis 

communications. Second, the EAC Digital REACH Initiative, which is jointly developed under the auspices 

of the EAC and the East African Health Research Commission, complements this policy and is the operative 

vision definition, including the definition of technical standards, interoperability roadmaps, frameworks for 

telemedicine, technical coordination, and common regional digital health services. All of these regional 

frameworks are internationally positioned and conform to the normative guidelines of the World Health 

Organization Global Strategy on Digital Health (2020-2025), which outlines normative guidelines for 

governance, privacy, security, equity, and evaluation, among others, so the EAC digital health systems conform 

to international best practices. 

These instruments are critical to mHealth in East Africa because they enable the region to transition from 

isolated national digital-health pilot projects to a united regional ecosystem (that is, standards-based), which in 

turn will be able to rapidly scale safely and equitably for the region at large. Both the EAC strategy and Digital 

REACH have placed high importance on establishing shared interoperability layers that enable mobile apps, 

telemedicine platforms, and health information systems to rely on common data standards and harmonized 

governance frameworks. This will allow them to share aggregated surveillance data, facilitate cross-border 

referrals, respond to emergencies, and use some of the same clinical decision-support tools for care. 

Additionally, the WHO framework reinforces the need for data-governance protections, including privacy, 

consent, cybersecurity, and rigorous monitoring and evaluation. Therefore, mHealth implementers need to be 

prepared to address the technical and ethical considerations of the framework. Thus, going forward on the 

regional agenda, there will be immediate legal and operational grantees; harmonizing national approaches to 
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data-protection and cross-border data-sharing; developing common standards; aligning telecom, health-records 

and privacy laws with regional interoperability frameworks; and investing in institutional capacity. The 

coordinated approach to respond to these is essential to avoid fragmented systems at the National level and for 

mHealth solutions to systematically upscale and unpack safely and without compromising legitimacy across 

East Africa. 

 

4.4. Uganda Legal Framework 

In Uganda, there are several laws that have been adopted to address the peculiarity of regulating digital 

technology and incorporating digital technology into their healthcare system. Hence, the regulation of mHealth 

in Uganda through digital technology laws aims to ensure there is a balance of innovation and as well as 

securing the rights of its citizens towards the use and reliance on mHealth. Some of these notable laws in 

Uganda include the Data Protection and Privacy Act of Uganda 2019. This legislation addresses sensitive 

information such as the collection of patent data or information, processing, transfer and storage of relevant 

health. In this regard, sections 12 and 13 of the acts seem to guide the Healthcare system utilizing mHealth 

technology on manners and ways to obtain information from data subject or their patient willing to utilize the 

mHealth technology facility. Section 12 stipulates that an individual who obtains personal data from a data 

subject must do so lawfully, and the data must be used for the specific purpose the data subject was informed. 

Furthermore, section 13 mandates a compulsory briefing of the data subject concerning relevant information 

before their personal data can be obtained from them. This information includes; 

• The nature of data to be collected 

• Information of the data collector, such as name and address 

• Essence for collecting the data 

• Identifying or informing the data subject of their discretionary rights or mandatory supply of the data 

• Whether it is a legal obligation or authorised by law to collect the data  

• Implication for refusal to supply information by the data subject 

The above is aimed at ensuring transparency and a build-up of confidentiality when dealing with the data 

subject in the process of obtaining their personal data. Also, section 3(b) stipulates that where personal 

information is collected, the collector shall deal with the information lawfully and fairly without infringement. 

Section 9 of the act requires that consent of the data owner be obtained before it can be processed or disclosed 

to a third party, except on the following legal grounds as provided for by section 7: 

• Where there is a legal directive or obligation to investigate an issue or crime  

• Where there is a need for disclosure based on public policies 

• The data subject had placed his/her data in public 

• The data is already in the public domain  

Furthermore, a cursory review of section 20 of the Data Protection and Privacy Act of Uganda stipulates 

that data relating to health is considered very sensitive. Hence, an adequate standard of care and security should 

be employed to protect it from infringement. These can be done through placing restrictions on access to the 

data and through encryption. Furthermore, through the Act, the Uganda National Information Technology 

Authority was empowered to ensure effective compliance and enforcement. Concerning this, it suffices to state 

that the integration and operation of mHealth in Uganda must ensure it is operating within the bounds of law. 

Which, in essence, means health providers utilizing mHealth must obtain patient consent to utilize their data 

in the mobile health technology and ensure that the essence of the data collection is used for the stipulated 

purpose. Furthermore, they are also required to utilize secure encryption to avoid hackers or internet fraudsters 

hacking or having access to the data for fraudulent purposes. 

This is concerning the fact that, as an operator or owner of mHealth, they could be held liable for data 

infringement if a third-party fraudster has access to the data through their mHealth gadget. This is as provided 

in article 3 (a)(b)(f) and (g) of the Uganda Data Protection Act, which stipulate that any person or institution 

that collects, controls and processes data must ensure adequate security of data, deal fairly, lawfully and 

transparently with the data in their custody. It further stipulates that any violation of the data, the controller or 

the collector or the process, as the case may be, will be held responsible. Furthermore, section 10 further 

stipulates that a data collector should make use of data belonging to a data subject in a manner that infringe 

their rights. This absolute red flag and a warning for healthcare delivery institutions that operate through 

mHealth technology to take into consideration when dealing with health data. 

The Computer Misuse Act (CMA) is another notable and reliable Ugandan laws that provide relevant 

provisions that regulate mHealth. Some of these provisions of the legislation tend to prohibit and criminalize 

the alteration, access and disclosure of personal data without the consent or authorization of the data subject. 
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Section 2 of the CMA defines a computer to include a magnetic, electronic devices that process data, perform 

arithmetic and stores information. Concerning this, it suffices to state that most of the gadgets used in mHealth 

qualify and fit within the context of section 2 of CMA as a computer. Hence, all provisions that concern the 

Computer Misuse Act are considered applicable to mHealth digital technology practice in Uganda. 

Furthermore, section 5 of the CMA stipulates that a person who may have access to data in a computer includes 

an individual who is authorized to control the access to a computer and individual has obtained consent to 

access data from the computer. In this regard, sections 12 and 14 of the CMA prohibit unauthorized access and 

modification of data in a computer by interfering with the computer to alter, destroy, or sell data. Section 13 

of the CMA further stipulates that a violation of sections 12 and 14 of the CMA with the intent to commit a 

crime is an offence.  

Other acts that constitute an offence in dealing unfairly with a computer and health data within the 

computer gadget are as provided for section 15 of CMA which provides for the prohibition of interception of 

service delivery through an authorized access to a computer, section 16 of CMA, which deals with obstruction 

of computer usage in healthcare delivery and section 17 of the CMA that deals with the unauthorize disclosure 

of computer access code. Anyone who engages in any of these acts identified in sections 15, 16 and 17 of the 

CMA is considered to have committed an offence. Furthermore, the incidence of internet fraudsters has become 

a common global issue; hence, because mHealth could be subject to committing internet fraud, Article 19 of 

the CMA prohibits any act of deliberate deception perpetrated to defraud or commit fraud through fraudulent 

obtaining data from a computer or manipulating a computer to commit fraud. It further stipulates that anyone 

found guilty will be liable to pay a fine or imprisonment for a period of fifteen (15). As part of the penalty, 

section 28 of the CMA empowers the relevant authority to search a premises and seize a computer gadget used 

to commit or violation of the provisions of the Computer Misuse Act. 

Also, there are other relevant Uganda legislation that is of relevance to mHealth regulation and 

governance. This legislation includes the Electronic Signature Act (ESA), which was enacted in 2011. This 

law permits the use of an e-signature as stipulated in sections 3 and 4 of the ESA. However, section 15 of the 

ESA seems to stipulate that a recipient of a digital signature can decide to reject or accept on the grounds that 

there is a reasonable ground to believe that the signature has been forged. Furthermore, the provision also 

requires the rejecting recipient to immediately inform the signer based on the grounds of rejection. This, in 

essence, authenticates patient e-signature through mHealth and Doctor Prescription with their e-signature 

within mHealth. While the Access to Information Act provides the right to have information or collect data 

that is within the government's guidance and domain, except where it is considered that it will prejudice 

National security. Furthermore, the Electronic Transaction Act, which was enacted in 2011, also seem to be 

more relevant to mHealth regulation. This is concerning the fact that Article 7 of the Electronic Transaction 

Act (ETA) stipulates that the fact that a communication or transaction is done online shall not be invalidated 

or declared not legally binding. In this regard, by sections 5 and 8 of the Electronic Transaction Act, it is 

considered a transaction or agreement through online or electronic means binding. Hence, the Electronic 

Transaction Act solidify and legalizes any communication or agreement between the patient and mHealth 

provider as binding and legally recognized. 

Concerning the above, it suffices to state that mHealth technology governance seems to be adequately 

provided for in the Computer Misuse Act, Data Protection Act, and other relevant legislation and policy. Most 

especially on the part of data protection and security. This, in essence, encourages and ensures a seamless 

integration of digital mobile technology in enhancing the health care system in Uganda. 

 

4.5. Kenyan Legal Framework 

In Kenya, several laws provide for the application of digital technologies in the health care system. These 

laws and policies concerning mHealth are therefore informed by the Legislative Guide on Digital Health 

Technologies and Data in Kenya. This guide could be better summed up based on the diagrammatic in Figure 

3. The Data Governance on Health Principles Diagram above is as presented in the Legislative Guide on Digital 

Health Technologies and Data Protection of Kenya, it provides a general framework and guide for enabling 

responsible, equitable and secure data use in health data ecosystems. It outlines three high-level goals: Protect 

People, Promote Health Value and Priorities Equity, which are the foundation of the governance principles. 

Under the Protect People pillar, the framework encourages public trust in data systems, committing to secure 

data systems, as well as protecting individuals and communities. The Promote Health Value principle is framed 

around building health systems and services, encourages data sharing and interoperability, and increases 

innovation through the use of data for a benefit. The Priorities Equity pillar charges equity in rights, ownership, 

and equitable benefits of health data, fair participation across populations, and so forth. Each of the Health 

Data Wayfinding Principles supports a rights-based and inclusive approach to digital health governance in 
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Kenya, while balancing innovation with privacy, accountability, and social justice. Hence, this guide serves as 

support and a booster to legislation as it concerns digital technology application in mHealth. Concerning this, 

some of these laws will be examined as follows. 

 

 
Figure 3. Health Data Governance Guide 

 

Within the East African Community, Kenya also stands out as one of the countries that is advancing and 

developing in their health through the gradual integration of mHealth. Hence, several of its legislations are 

further geared towards addressing some of the peculiar issues (such as data governance in general) that may 

arise as it concerns mHealth. One of Kenya's notable legislations includes the Data Protection Act of No. 24, 

which came into effect in 2019. Section 18(1) of the Kenya DPA prohibits anyone from acting as a data 

processor or controller except for fulfilling the condition of registration. Hence, Section 18(2) empowers the 

data commissioner to register any person who intends to act as a data processor, collector and controller upon 

meeting the following conditions: 

• The nature or type of Industry the intending party operate 

• Volume or number of data intended to be obtained or processed 

• Identification of the sensitive nature of the data  

• Other relevant conditions as may be determined by the data commissioner 

Concerning this, section 19 further requires the applicant to provide a proper description of the data 

subject, purpose for obtaining the data and any other relevant information that could be used to facilitate the 

registration. Also, section 19(2)(e) and (f) stipulate that the applicant for data controller registration must 

demonstrate a proper description of dealing with data and data subjects, and possible security mechanisms and 

measures have been put in place in addressing these challenges. Also, provide indemnity in the case of violating 

the data subject rights. Upon meeting this condition, the data commissioner is mandated to issue a certificate 

of registration. Section 20 of the DPA further stipulates that the certificate issued is for a period of time, which 

will require renewal for the data controller to operate legitimately. However, by section 22 of DPA, the 

commissioner is empowered to cancel already issued certificate of registration where the information provided 

is false or misleading or there is a failure in compliance with the provisions of DPA. Concerning this, it suffices 

to state that the DPA seem to address the issues that an mHealth provider can only operate upon meeting the 

conditions of sections 18 to 22. Hence, this process tends to legitimately ensure that mHealth provider 

operations within Kenya are legally recognized and regulated. Hence, citizens of Kenya are also well-protected 

individuals who may have a hidden agenda to commit a crime. 

However, it suffices to state that where an industry has been certified by the data commissioner as a data 

processor or collector for a specified purpose, the DPA further stipulate procedures or principles concerning 
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the collection and safeguarding of data obtained from the data subject. Hence, the section stipulates that the 

data processor must obtain data directly from the data subject. Which, in essence, further qualified sections 29 

and 30 of the DPA of Kenya, which stipulate that the data processor must seek the consent of the data subject 

before obtaining their personal data. However, section 28(2) of DPA further stipulates that data may be 

obtained indirectly from a public record, where the data has been in the public domain by the data subject, 

obtaining the consent of the data subject to obtain the data from other sources. Furthermore, data could also be 

obtained indirectly from a guardian for investigation, national security and law enforcement. Furthermore, the 

issues of consent also extend to address or prohibit a data controller from commercial use of data without the 

consent of the data subject, as stipulated by section 37. Hence, mHealth technology providers are required to 

comply with this process of obtaining data to avoid violation of the rights of data subjects. Also, the data 

controller is further placed under strict rules in ensuring the data is well safeguarded and protected. This is 

concerning the fact that section 25 of the DPA stipulates that data obtained shall be used fairly and lawfully 

for the sole purpose it was collected. The data controller must ensure to safeguard and avoid incidents that may 

result in the violation of the data subject's rights. Hence, section 31 of the DPA stipulates that a data controller 

should carry out a data impact assessment to ascertain circumstances that are likely to result in a high risk of 

violating data subject rights. Hence, where a risk is identified, it requires the data controller to take adequate 

security measures to avert the risk or prevent the risk. In this regard by these provisions, mHealth provider are 

required to ensure that their platform does not become an instrument for fraudulent activities. 

However, the DPA identify health data as a very sensitive data that should not be processed except under 

strict circumstances. Section 46 of the DPA stipulates that a data processor shall not process health personal 

data except within the health sector or authorized by law. Furthermore, section 46(2) further stipulates that 

health data can be processed where it is necessary to safeguard public interest. Hence, this does not in any 

circumstances mean that a private mHealth provider qualifies under these provisions. It is mainly for public 

healthcare providers or those authorized by law. Hence, where a private mHealth care provider is dealing with 

sensitive health data, section 44 of the DPA stipulates that such data must be processed in accordance with 

section 25 of the DPA, which requires fair and lawful dealing with data, avoiding acts that violate the rights of 

the data subject. 

Also relevant in this regard is the Health Act No. 21, which came into effect in 2017 and ODPC's Guide 

for Health Data processing. While the Health Act is considered a primary health law that regulates the health 

sector in Kenya, however addresses issues as they concern mHealth. This is concerning the fact that the Act 

requires that patient information be treated confidentially. Hence, this information could be interpreted to 

include patient data obtained and stored electronically or through a digital technology platform such as 

mHealth. Furthermore, the cabinet secretary is mandated to issue regulations or directives on the use of digital 

technology towards an effective health delivery that is based on patient safety and ethical delivery. Also, the 

ODPC Guide on Health Data Processing stipulate guide on how to incorporate the Kenya Data Protection Act 

into digital technology to enhance health care, like the mHealth. Hence, the guide further requires the mHealth 

provider and its developer to ensure maximum security of health data through encryption and constant auditing. 

In this regard, it suffices to state that this process contemplated by the guide could aid in stemming or curtailing 

the incidence of misuse of data and fraudulent activities. 

Concerning the above, it is apt to state that Kenya has robust laws and policies as it concerns digital 

technology to enhance the healthcare system. Hence, mHealth, which falls within this category is can also be 

regulated by these laws and policies. Although there are several shortcomings which may or like limit and have 

an impact on the integration of mHealth. 

 

4.6. Tanzanian Legal Framework 

The regulatory framework of digital technology enhances the health care system in Tanzania is 

encompassing. This is concerning the fact that it has both a binding and policy framework that does not 

integrate digital technology health systems like mHealth, but also serves as a regulatory framework and 

governance. Hence, it will be relevant to examine some of these laws as they concern the integration and 

regulation of mHealth in Tanzania. One of their notable laws is the Tanzanian National Digital Health Strategy, 

which was contemplated and adopted in 2019. This strategic guide was meant to advance more on the National 

Health Strategic Guide of Tanzania in 2013. This guide provides a strategic measure through which ICT could 

be integrated and utilized within the Tanzanian healthcare system. Hence, the guide seeks to deploy and 

promote digital technology to enhance health, such as mHealth, in major rural parts of Kenya as a way of 

addressing access and affordability of quality healthcare challenges. Another notable innovation introduced by 

the guide is that it requires healthcare systems utilizing sophisticated systems such as mHealth to ensure 

standardized and secure data and electronic records. However, this guide is considering a mere soft law that 
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merely directs but is not binding or possesses the force of law sufficient to regulate and govern mHealth in 

Tanzania. 

However, there are other legislations dedicated to addressing data and privacy concerns in utilizing digital 

technology and electronic systems such as mHealth. The Tanzanian Personal Data Protection Act of No. 11 

(PDPA), which came into effect in 2022, is considered relevant in this regard as it concerns mHealth regulation 

and governance. The preamble of the PDPA interprets a data controller as those who obtain or are in possession 

of personal data of a data subject with the main aim of utilizing it for a specific purpose that is within the 

knowledge of the data subject. However, not everyone qualifies or can be addressed as a data controller except 

such an individual or institution meets the criteria of registration as stipulated by the PDP Act. Hence, section 

14, no person or institution shall act as a data controller in obtaining data without a formal registration with the 

commission. Hence, upon application to the commission for certification in obtaining data, the commission 

shall decide whether to issue the certificate or reject the application. Section 15 empowers the commission to 

maintain a register of those acting as data controllers and processors within Tanzania. By section 16, the 

certificate issued upon registration will only last for a period of 5 years, and it is renewable.  

However, a cursory review of these provisions reveals that the conditions upon which a commission may 

grant certification or rejection of an application were not provided for by the PDP Act. This in essence, creates 

a discretionary and blanket power for the commission, which could become subject to abuse. Furthermore, it 

also creates ambiguity and confusion for individuals and institutions regarding the actual requirements for 

registration. However, one relevant and cogent aspect of the PDP Act is section 5, which appears to require 

data controllers and data processors to deal with the data obtained fairly, lawfully, and in a transparent manner. 

It also stipulates that data obtained from a data subject should be solely used for the legitimate purpose for 

which it was obtained. To ensure data controllers and processors comply with this provision, sections 6 and 7 

of the PDP Act created the Personal Data Protection Commission, with its major functions of ensuring due 

compliance with the provisions of the act and preventing the breach of personal data of a data subject. Hence, 

it suffices to state that an mHealth care provider can be categorized as a data controller and processor, which 

in essence are bound to comply with the provisions of the PDP Act. 

The Electronic and Postal Communications Act (EPOCA), Cap. 306 provides regulatory oversight to the 

electronic communications sector, which serves as the technological mainstay for mHealth configurations. In 

Section 165, EPOCA grants the Tanzania Communications Regulatory Authority (TCRA) the authority to 

ensure that all electronic communications, including electronic communications of health data, are secure and 

confidential. Therefore, mHealth setups must ensure compliance with the technical and licensing requirements 

as outlined by TCRA requirements, particularly within the arrangements for the transmission of data over 

mobile networks. The combination of EPOCA and PDPA will ensure that the technological and legal 

dimensions of digital health are adequately regulated. 

 

4.7. Legal and Public Health Governance Challenges in Integrating MHealth Technologies 

Where technology is fast-growing but the law is slow, it is bound to result in things falling apart, thereby 

posing regulatory challenges.  This is a clear depiction of the leading obstacle to mHealth technologies in the 

legal and public health environments of the East African Community (EAC). The following serves as a 

challenge. 

 

4.7.1. Fragmented Legal Frameworks 

While the EAC’s Regional Health Sector Strategic Plan (2024–2030) and the Digital REACH Initiative 

offer ambitious frameworks for interoperability and jointly regulated governance, the region faces disparate, 

inconsistent national legislation and a lack of binding, harmonized law.  Hence, it suffices to state that the EAC 

does have a binding legal framework to support harmonized frameworks standards and data shares protocols: 

however, these frameworks are employed differently depending on the context of the member-state; for 

example, Uganda, Kenya, Tanzania, etc., which vary widely on their level of their data protection laws and 

their enforcement is exceptionally dependent upon both the relevant legislation, plus the digitization of their 

health systems.  These dynamic differences complicate regional interoperability and lawful exchanges of health 

data between countries, which are among the core conditions for sovereignty in country-level surveillance or 

digital technology health practice, not to mention mobile health platforms. Furthermore, most of the region’s 

agreements are focused on policy and not legally binding (treaty binding), which raises more concerns for 

mHealth developers and their ability to operate within multiple jurisdictions.  Consequently, due to the lack of 

regional harmonized legislation in digital health, mHealth developers are often left in a circular case of legal 

uncertainty and overlapping mandates, specifically with respect to accountability and the legality of 

transferring data. 
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4.7.2. Enforcement Gaps 

At the national level, Uganda and Kenya have adopted separate data protection laws: the Data Protection 

and Privacy Act and the Data Protection Act, respectively. While enforcement remains in its infancy, it could 

give room for exploitation and fraudulent activities. Furthermore, where there is lack of effective enforcement, 

it could also result in a lack of general public awareness of their data privacy rights and compliance with 

mHealth platforms registration as stipulated by laws. None of these weaknesses will provide patients protection 

from potential risks of data breaches, undesired commercialization of data, or abuse of their personal health 

information by third parties. Furthermore, the broader public health question involves bringing the legal system 

in line with ethical, technical, and infrastructural realities. For the most part, East African health systems are 

still operating with donor-funded digital health initiatives that do not function under formal government 

auspices, continue to create data silos, and result in fragmented governance. The lack of infrastructure could 

result in additional challenges with rural connectivity, low digital literacy and an inadequate cybersecurity 

infrastructure, increasing vulnerability to mHealth adoption. Furthermore, while frameworks like Kenya's 

Health Data Governance Principles mention values such as equity, trust, and innovation, sustaining them into 

operationalization requires sustained investment and political will to support local digital infrastructure, 

workforce enhancement, and citizen engagement. Coordination of cross-border operations between the EAC 

states is also necessary for disease surveillance, data sharing, and telemedicine, but it also lacks primary data 

sharing guidelines among members regarding mutual recognition of standards and digital adequacy in data 

protection. Moving to operational harmonization from policy is fundamental; such capacity must be built to 

enforce the policies, further develop regional agreements for data sharing, and progressively extend the legal 

frameworks with technological innovation. All of this is necessary to support health outcomes and human 

rights in East Africa. 

 

4.7.3. Socio-Economic and Infrastructural Barriers 

However, other relevant socio-economic challenges include the issue of privacy and cybersecurity threats, 

and resistance of traditional medical institutions and providers. Though the increasingly high risks of data 

breaches, exposure and cyberattacks in the East African digital health ecosystem is due to the lack of 

encryption, weak cybersecurity infrastructure, and low awareness by users and providers. In addition, 

traditional medical institutions and providers continue to resist mHealth as they have concerns about losing 

their profession, services offered to patients creating confidentiality issues, as well as not having clarification 

on regulating standards. For many practitioners, the idea of using mobile-based consultations, mHealth or AI-

assisted diagnostics is perceived to violate conventional medical ethics and put practitioners' jobs and roles at 

risk. Hence, all these challenges are going to require regional harmonized standards, investment in the use of 

technology and improved cybersecurity and the capacity of institutions involved with digital health initiatives, 

and continuous engagement of the different stakeholders involved or impacted by national and regional digital 

health policies. 

 

5. CONCLUSIONS 

This study considers mHealth as one of the main pathways for future healthcare in East Africa, but its 

success will depend mainly on the harmonization of the legal and public health frameworks. Utilizing a 

comparative doctrinal-PRISMA approach, the article not only proposes a theoretical contribution by 

characterizing harmonized digital health governance as the essential link among innovation, patient rights, and 

regional integration but also claims that. Furthermore, it is evident from the results that, irrespective of Kenya, 

Uganda, Tanzania, and the EAC taking up some sort of legal protection for data, ethical medical practice, and 

inter-country collaboration, the problems related to weak enforcement, lack of institutional capacity, and 

regulatory inconsistencies are still hindering progress. These findings imply that they show technological 

readiness by itself is not enough; strong and coordinated legal frameworks are crucial for the continuous 

adoption of mHealth solutions. 

The study, although having its merits, is still limited in that it primarily relies on doctrinal sources, which 

do not allow the empirical assessment of mHealth laws’ practical application. Because the study aims to 

examine the sufficiency and existing laws as they concern MHealth in East Africa. Future research should use 

empirical methods, stakeholder interviews, and impact evaluations to measure the effectiveness of the 

regulation at the community and clinical levels. That is when the laws are being updated to address the current 

trend of MHealth. Moreover, new studies can investigate such areas as the adherence of private-sector 

companies to the laws, the adoption of cybersecurity measures, and the engagement of new technologies like 

AI in the digital health domain. Furthermore, the study offers a novel view by unravelling the 
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interconnectedness of legal harmonization, public health governance, and mHealth sustainability in the context 

of an African region via a systematic approach. Its delineation of clear normative and policy routes gives a 

grounding for reforms which would be directed towards the development of equitable, safe, and ethically 

controlled digital health systems in East Africa. Hence, the following are therefore recommended: 

• In remedying the observable governance barriers of mHealth technologies, it is essential to take an 

integrated multilevel response to promote legal and institutional support in East Africa and its governance 

frameworks.  

• The East Africa Community need to pursue harmonisation of data governance standards, improved 

coordination among government ministries and regulatory agencies, and the necessary regulatory 

frameworks, governance, and standards for emerging technologies such as mHealth.  

• It will require governments to continue investing in financial sustainability for digital health programs, 

by including them in health budgets rather than relying on donors, which in many cases delays mHealth 

uptake in support of local governments and countries.  

• Assisting with harmonizing all data sharing standards and interoperability frameworks across the East 

African Community will also allow for low-risk sharing of health information on a trans-border basis.  

• Building robustness to cybersecurity infrastructure, presenting existing policies and improving digital 

literacy skills for health workers and consumers assists on privacy issues.  

• Improve capacity building initiatives, builds on the technical and regulatory legs of public institutions 

governing mHealth engagement.  

• Finally, public and private partnerships will significantly spur motivation and accountability while 

building trust across the system guideline of the mHealth.  
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