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Wireless communication is one of the fastest-growing research fields, with
Unmanned Aerial Vehicles (UAVs) increasingly deployed as mobile router
points in high-traffic areas such as bus stations, metro stations, and airport
terminals to address connectivity challenges. However, despite their utility,
UAVs face significant security and privacy risks. This paper presents a
comprehensive analysis of these vulnerabilities through a systematic four-
level classification: sensor, communication, software, and hardware. For each
level, we examine (1) common weaknesses exploitable by malicious actors,
(2) potential threats to civilian UAV applications, (3) active and passive
attacks compromising security and privacy, and (4) possible countermeasures
to mitigate such risks. Additionally, we summarize key findings on UAV
security and privacy issues and highlight critical unresolved challenges.
Finally, we propose future research directions, including the use of fuzzy logic
to optimize drone routing by dynamically relocating UAVs to low-activity
zones based on fuzzy rule-based decisions.
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1. INTRODUCTION

Effective port management is essential for ensuring efficient cargo handling, yet inspection and
maintenance remain challenging due to the complex environments of port facilities. To address this, drones
(UAVs) are increasingly deployed for active monitoring and infrastructure maintenance, significantly
enhancing operational efficiency. UAVs excel in surveilling port perimeters, rapidly detecting unauthorized
access or suspicious activities, enabling security personnel to respond swiftly and prevent potential threats.
Their compact size, low operational costs, and minimal risk make them a versatile solution for diverse
applications, including smart agriculture, surveillance, logistics, and disaster response [1]-[2].

A major trend in Unmanned Aerial Vehicle (UAV) development is the emergence of multi-role fleet
integration, where diverse drones operate as a unified, AI-driven network [3]. These intelligent swarm systems
utilize real-time big data analytics, machine learning-based autonomy, and adaptive control algorithms to
dynamically optimize mission performance [4]. By enabling seamless coordination, decentralized decision-
making, and self-improving operational efficiency, such networks enhance capabilities in surveillance,
logistics, and disaster response—all while reducing human intervention [5]. This shift toward collaborative
autonomy not only increases mission success rates but also paves the way for next-generation applications in
smart cities and defense (see Figure 1). The rapid evolution of Unmanned Aerial Vehicle (UAV) technology
is revolutionizing port security and industrial operations, providing scalable, cost-efficient solutions to modern
infrastructure challenges. Equipped with advanced sensors, real-time monitoring capabilities, and Al-powered
analytics, UAVs enhance situational awareness, automate inspections, and streamline logistics in complex
environments [6]-[10]. From perimeter surveillance and cargo tracking to hazard detection and emergency
response, drone systems minimize risks, reduce operational downtime, and lower labor costs—making them
indispensable for smart ports and Industry 4.0 applications. As regulatory frameworks adapt, UAVs are poised
to become a cornerstone of next-generation security and automation in critical infrastructure worldwide [11].
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Figure.1 RF\PSO drone communication urban communication system, [12]

Figure 1 shows hot spot region with many hot spots wireless communication users. Many buildings and
may be factory needs more accessing to the internet. Most of these building and facilities required the internet
for especial time interval. Deployment the UAV as substation for wireless communication as one common
recent solution for the crowded area accessing networks. Essentially the protocol for types of these channel
can be considered as [13]-[19]: The cooperative form of two communication means can currently be classified
into two categories: hybrid RF/FSO communication systems and mixed RF/FSO communication systems [20]—
[26]. A combined RF/FSO communication system, which often uses FSO to address the last-mile access issue
between users and core networks, is an effective method of increasing communication coverage. [27]-[32]
offers a comprehensive performance analysis of the combined RF/FSO communication system under
interference. The performance of a mixed RF/FSO communication system with amplify-and-forward (AF)
relaying, in which co-channel interference (CCI) influences the received RF signals, is investigated in [33][34].
Assuming that the impact of CCI is considered at both the relay and the destination, closed-form formulas for
the system's bit error probability (BEP) and outage probability (OP) are given in [35]. Figure 2 shows the
process by which UAVs transition between MMW RF and FSO communications. Regarding the RF/FSO
cooperative communication network, when the instantaneous SINR at D surpasses the threshold y rth, UAVs
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send data across MMW RF links. A single-bit feedback signal is used to trigger the FSO transmission in the
event that the instantaneous SINR degrades. The system will start utilizing the RF links to keep in touch as
soon as they are open for use. Stated differently, there is only one active means at a time. Furthermore, an
outage occurs in the cooperative communication network if the instantaneous SNR of the FSO links at D falls
below the threshold y fth.Performance of AUVs.

Obviously from Figure 2 the switching between the RF and FSO is done based upon the equipment the
AUVs has at the location that its deployment for. And another thing sometime there are another channel share
for the networking that is used for. AUVs are now a crucial component of naval and military operations. They
are employed for intelligence collection, reconnaissance, and surveillance. Armed forces can utilize military
drones, including unmanned aerial vehicles (UAVs), which provide real-time aerial photographs, video
footage, and sensor data, to identify targets, monitor enemy activity, and assess combat conditions.
Furthermore, they can be outfitted with weaponry for offensive actions. A key component of military tactics is
surveillance, and drones are excellent at it [37]-[41].
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Figure 2. Switching RF\FSO scheme for AUV roots wireless networks, [36]

The sensors mounted on drones are airborne mobile sensors used in military surveillance. They
collaborate between stationary ground sensors and mobile sensors in the air to efficiently increase the drones'
detecting area [42]-[44]. Drones are essential for intelligence gathering in addition to surveillance and
reconnaissance. In the past, military intelligence collection has relied on human-controlled aerial vehicles; but,
as more autonomous systems become available, it is becoming more and more crucial to exploit drones'
situational awareness skills for information collection [45]-[46]. This information is crucial for comprehending
opposing strategies, spotting weaknesses, and creating potent defenses.

In order to provide safe point-to-point communication between the drone and any wireless channel (RF
link) or free space optics channel (FSO), The goal of the project is to include a fuzzy-logic controller that
enables eavesdroppers to use either software or hardware to detect information. Modifying the channeling
communication frequently and zone make the security side more efficient and reliable. The rest of the paper is
organized as: section two presents the mathematical modelling for the method, section three presents the setup
and methodology and last but not least section four has the simulation results, finally the conclusion and
discussion presents in section five.

2. METHODS

Dependability is crucial for every communication strategy. There should be little chance of error and the
data should get at its destination efficiently. For both terrestrial and space communication, FSO systems
provide a high signal-to-noise ratio (SNR), which can result in a high transmission rate. As was previously
mentioned, a number of problems, such as scattering, absorption, transceiver misalignment, and turbulence-
induced fading, restrict the performance of these systems. The destination's signal can be written as:

y= (thtxt)c/z +n (1

Where P, is the average source transmit power, n is the AWGN with zero mean and variance, 62n, which
is independent of the signal, h is the overall channel impulse response, xt is the transmitted symbol €{0,1},
and c is the parameter, which has a value of 1 for heterodyne detection (HD) and 2 for intensity
modulation/direct detection (IM/DD). Ad hoc UAV networks, also known as FANETS, function in this manner.
These networks have a dynamic topology and provide significant dangers. A prior study found that drone-
assisted public safety networks present broad security threats [47]-[49]. It demonstrates how the complexity
of UAV networks increases their susceptibility to attacks. Communication modules and sensor inputs are the
primary targets of these attacks. Potential DoS attacks could result from UAV communication risks such
intercepting or cutting off the Flight Controller-GCS communication link. Furthermore, it is necessary to
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develop cryptographic algorithms for FANETS that take into account their special features, which include
latency and processing capacity for data routing [26]. Figure 3 shows that in order to interfere with the whole
UAV network, the adversary must either compromise the GCS or four backbone UAVs. Developing
increasingly sophisticated UAV network topologies for mixed UAVs.

By using the fuzzy set membership function can be determining which zone can be working without any
attacker. The following is the definition of the triangular fuzzy numbers' membership function:

m-—x
1—|T|, m—a)<x<m

X—m

pulx) = 1—| |,m<x£(m+[>’) 2)

0, otherwise

A triplet (m, a, b) LR represents a triangular fuzzy number u(x), where m is the fuzzy number's mean
value and a and B are its left and right boundary values, respectively. Table 1 listed the 5 by 5 fuzzy rule where
each categorize represented the set of UAV that is derived from membership function shown in Figure 4. From
Figure 2 each UAV that is cover range with specific area, and would be given especial fuzzy rules based up on
how far from the users its self. Once there is attacker that make a new load blacked at the area and at that time
switching from these area zone to another based up on the fuzzy rules membership function that is listed in
Tablel.
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Figure 3. Schematic diagram for the proposed fuzzy drone communication system, [38]
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Table 1. Lists the fuzzy logic rules.

AUV set 1

AUV set 11 z P
N N Z Z
Z Z Z P
P P Z P

2.1. Simulation Setup

Each drone uses a fuzzy logic method to determine its neighbor's trust score after gathering the required
data. The received signal strength indication, packet delivery ratio, transmission delay, energy, and humidity
are only a few of the input characteristics that the suggested system takes into account. To improve
performance, triangular and trapezoidal membership [50], functions of the input parameters are used. After
then, fuzzy rules are used in the inference engine step to produce a final numerical result. This last number
indicates the neighboring node's direct trust evaluation. Figure 5 shows the setup of the suggested fuzzy logic-
based trust management paradigm.

The simulation algorithm of Trust AUV nodes is depicted in Figure 6, where triangular linguistic variable
membership function used as in Figure 3. This phase requires that every rule in the suggested fuzzy logic model
be defined, followed by an explanation of the rules that represent actual circumstances: The worst-case situation
is depicted in the first rule. The best scenario, however, is represented by the second rule. According to the
third rule, the system must see the node as reliable because of its low battery, which suggests that inadvertent
misconduct is taken into account. According to rules four through seven, if every variable has a negative value,
with the exception of one that has a positive value. The node is then seen as having a poor trust value and is
hence unreliable. Because the node has a poor RSSI because of the high humidity, Rule 8 mandates that the
system regard it as trustworthy. This suggests that the system considers unfavorable.
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Figure 5. Trust Node (AUV) communication trust decision maker based upon fuzzy rules

3.  RESULT AND DISCUSSION

The performance of the suggested plan has been calculated by comparing it to the current schemes
[10],[13]. The effectiveness of the suggested method in dynamically differentiating between purposeful and
inadvertent hostile UAVs within the Fuzzy AUV networks (FANET) has been assessed using the network
simulator MATLAB. Performance metrics like energy use, service quality, and experience quality are
measured in contrast. Table 2 also describes the simulation scenario, which makes use of the suggested scheme
to explain a number of data, such as the variation in drone speed, energy, and packet delivery ratios when
compared to inadvertently non-cooperative drones.

Compared to processing and operation combined, communication in proposed system consumes
significantly more battery power per node. In addition to communication, UAVs need a large amount of battery
capacity for functions like flying and autonomy in the atmosphere. On the other hand, performance metrics are
measured, such as energy usage, service quality, and experience quality. Numerous findings are explained by
the suggested trust model in the simulation environment, such as the examination of drone speed and packet
drop ratios in comparison to non-cooperative drones and the correlation between UAV count and energy usage.
Figure 7 shows that, in comparison to the current schemes, such as sys [10] (using tree multi hops classifier
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methods) and sys [13] (wireless trust based one minimum distance method), less energy has been used as the
number of drones has increased.

Obviously from Figure 7 can be seen that: Any network with more UAV usually has worse speeds as the
number of drones rises. The efficient strategy is irrelevant at that point since it typically gets less effective as
the number of UAVs in the network steadily increases. This results in an inherent latency in the network. The
suggested approach aims to progressively increase the number of UAVs in order to gain a better understanding
of the behavioral patterns of the different protocol schemes. Because routes are only created when required,
this network takes a long time to update the routing matrix. This flying ad-hoc protocol's dynamic changes are
excellent, but keep in mind that they increase processing demands. This pre-planner routing makes it possible
for the packet to be delivered to its destination successfully.

The leader drone chooses which UAV to transmit the info to next by instantly communicating with its
adjacent leaders rather than verifying each drone. In proposed system, the entire routing process is controlled
by the leaders of the many clusters that are situated along the path. Therefore, the suggested method can
outperform sys [10] and sys [13] in terms of throughput. Figure 7 illustrates that the suggested system is not
significantly impacted by an increase in nodes. Compared to the previously mentioned existing techniques, the
suggested scheme has a little higher delay. Because of a higher node density, the proposed method also provides
decreased overhead, as seen in Figure 8. Figure 8 shows that the packet loss increased as number of AUV
increased almost linearly with the three methods. The proposed system has the lower losses rate if we compared
it with the others.

Flowchart for Fuzzy Logic-Based Trust Node Communication:
1. Initialization
o Start system setup.
o  Deploy AUV in the underwater network.
o  Establish initial communication link with trust nodes.
2. Data Acquisition
o Collect sensor data from trust nodes.
o Monitor communication metrics (e.g., signal strength, latency).
o Gather parameters for fuzzy logic evaluation.
3.  Fuzzy Rule Evaluation
o Input collected data into fuzzy logic system.
o  Evaluate trustworthiness of nodes based on fuzzy rules.
o  Categorize trust scores into three levels:
= High Trust
= Medium Trust
= Low Trust
4.  Decision Making
o  High Trust — Proceed with normal communication.
o  Medium Trust — Monitor nodes for potential anomalies.
o  Low Trust — Isolate node and trigger alert to control station.
5. Communication Optimization
o  Reconfigure communication protocols for trusted nodes.
o  Optimize routing paths for efficient data flow.
o  Maintain secure and adaptive communication pathways.
6. Learning and Adaptation
o  Update fuzzy rules dynamically based on environmental
changes.
o Integrate machine learning for improved trust evaluation.
7.  Reporting
o  Generate system performance report.
o Provide feedback for operational improvements

Figure 6. Fuzzy trust nodes AUV communication algorithm,membership function for trust nodes

Table 2. Setup parameters

Parameters Range of values
The simulation area's size N (950x750x850) m?
The packet or message's size 3500 bits
The quantity of drones 35
The positioning of the drone Random
Mobility model Random Waypoint
Traffic CBR
Velocity of drone (range) 4565 m per sec.
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4. CONCLUSIONS

Three methods were used (two from literature and one proposed system) to extensively examine UAV
security issues, and communication. We also talked about the risks, potential remedies, and privacy concerns
associated with UAVs. We then discussed the lessons we had learnt about the privacy and security implications
of UAVs and offered potential avenues for further research. As the number of commercial UAVs flying in
civilian airspace increased, security and privacy concerns emerged as a significant national security priority.
Therefore, it is imperative that industry, academia, and law enforcement collaborate to develop new security
frameworks, standards, and legislation. Security and privacy concerns are lagging far behind as current drone
manufacturers introduce the next generation of commercial UAVs to the market. Our survey offers the
scientific community a useful resource for information.

One useful technique for identifying insider threats is trust management. Creating a conceptual and
analytical trust model for Fuzzy UAV that can assess and comprehend node behavior is the primary issue in
this field. This paper introduces drone security communication, a fuzzy-based UAV behavior analytics for trust
management that uses both direct and indirect data. In contrast to earlier models, the suggested model improves
the network's reliability in inclement weather and with weak signal strength (RSSI). Moreover, Fuzzy UAV
communication system can successfully differentiate between benign and malevolent UAV activities.
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